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Agenda

• Scripting languages for the modern day admin
• Introduction into AI and LLM’s
• Security considerations
• Getting tooled up
• Working with API’s
• Putting it all together with AI



What is changing in the community?



What is changing in the community?



Introducing LLM’s
Things that read the internet and know everything



Coding Scripting Languages

• Most endpoint admins are NOT programmers
• But.. Most endpoint admins can steal with pride

• Scripting languages you need to understand today
• PowerShell
• KQL

• Why do I need to understand languages? I have AI..



Coding Scripting Languages

Language Type / Category Background & Origin Primary Use Cases Strengths Limitations

Batch Scripting (Command-
line)

Originated with early MS-
DOS and carried into 
Windows (.bat, .cmd). 
One of the oldest 
scripting methods on 
Windows.

Basic automation, legacy 
scripts, simple file 
operations, software 
installs

Very simple, universally 
available on Windows, no 
dependencies

Limited functionality, 
poor error handling, hard 
to maintain at scale

PowerShell Scripting & Automation 
(Object-based shell)

Developed by Microsoft, 
released in 2006. Built on 
.NET, designed to replace 
Batch for modern 
administration

System administration, 
automation, 
configuration 
management, cloud 
(Azure), DevOps

Object-oriented (not text-
based), powerful 
cmdlets, integrates with 
APIs and cloud services

Steeper learning curve 
than Batch, can be 
overkill for simple tasks

KQL (Kusto Query 
Language)

Query Language (Data 
exploration)

Developed by Microsoft 
for large-scale telemetry 
and log analytics (used in 
Azure Data Explorer, 
Sentinel, etc.)

Log analysis, security 
investigations, telemetry 
querying, monitoring 
(e.g., SIEM)

Extremely fast on large 
datasets, expressive 
querying, optimized for 
time-series/log data

Not a general-purpose 
language, read-heavy 
(limited write 
capabilities), requires 
supported platforms



Coding Scripting Languages

Primary Use Cases Strengths Limitations

-line)

MS-DOS Basic automation, legacy scripts, 
simple file operations, software 
installs

Very simple, universally available 
on Windows, no dependencies

Limited functionality, poor 
error handling, hard to 
maintain at scale

-
System administration, 
automation, configuration 
management, cloud (Azure), 
DevOps

Object-oriented (not text-based), 
powerful cmdlets, integrates with 
APIs and cloud services

Steeper learning curve than 
Batch, can be overkill for 
simple tasks

- Log analysis, security 
investigations, telemetry querying, 
monitoring (e.g., SIEM)

Extremely fast on large datasets, 
expressive querying, optimized for 
time-series/log data

Not a general-purpose 
language, read-heavy 
(limited write capabilities), 
requires supported 
platforms

• As an admin, what do we want?
• Consistent, repeatable actions with 

tooling
• Tools to make us more efficient

• Tools to make our lives easier
• Tools to make us look better to our 

superiors



PowerShell 101

• If you are still shying away from PowerShell – STOP

• Scripting through PowerShell is required 
for vast management actions on things 
like;

Microsoft Exchange
Microsoft SharePoint
Microsoft Teams.. OK you get the whole 
365 app message

• But what about Intune? Do I need 
PowerShell scripts?



PowerShell + Intune

• Platform Scripts and 
Remediation Scripts provide 
the ability to automate tasks 
such as;

• Updating Microsoft Defender 
Definitions

• Updating Microsoft OneDrive
• Removing Bloatware
• Setting Time zone Information
• Setting Registry values



PowerShell + Intune
Component Description Example

Verb Defines the action being performed (standardized list 
of approved verbs) Get, Set, New, Remove

Noun Represents the resource or object the action applies 
to Process, Service, Item

Cmdlet Name Combination of Verb-Noun (always hyphenated) Get-Process, Set-Service

Parameters Provide additional input or modify behavior -Name, -Path, -Force

Parameter Values The data supplied to parameters -Name "explorer"

Pipeline Input Allows passing output from one cmdlet to another Get-Process | Stop-Process

Aliases Shortened alternative names for cmdlets gci → Get-ChildItem

Common Parameters Built-in parameters available to most cmdlets -Verbose, -ErrorAction



KQL + Intune

• KQL (Kusto Query Language) is 
a query language used to work 
with datasets and visualise 
large volumes of data.

• Intune can be configured to 
use Log Analytics for its 
Diagnostic Settings, and then 
KQL can be used to parse the 
data

• Some newer Intune reports use 
KQL natively

• Security Copilot uses native 
KQL queries for data 
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How hard can this be?
Language Difficulty (1–10) Why It Ranks This Way

Batch 2 Very simple syntax, limited capabilities, but inconsistent behavior can be confusing

PowerShell 5 Verbose but logical; object-based pipeline adds a learning curve

KQL 4 Easy to read/query, but advanced operators and data shaping take practice

JavaScript 6 Flexible but quirky; async behaviour and loose typing can trip people up

C++ 9 Complex syntax, memory management, pointers, and steep learning curve

T-SQL 5 Straightforward for basics; complexity increases with joins, performance tuning

Python 3 Very readable and beginner-friendly; complexity grows with advanced use

TypeScript 7 Builds on JavaScript but adds strict typing and architecture concepts



Intune Platform 
Scripts & KQL
Create me something quick and easy to 
do something and report on it..



Introducing LLM’s
Things that read the internet and know everything



Which LLM model is right for me?

• Large Language Models are not all the 
same
• Some LLM models are better at coding than 

others.
• Some produce much better visualisations, 

and images, some with text that you can 
even read (shock)

• When coding with the likes of Visual 
Studio Code, LLM’s can be selected for 
each query if required



Which LLM model is right for me?*

Model Developer Strengths Weaknesses

GPT-4 / GPT-
5 OpenAI

Strong reasoning, 
coding, broad 
knowledge, 
multimodal 
capabilities

Can be expensive, 
occasional 
hallucinations, rate 
limits

Claude Anthropic

Excellent at long 
context, safe 
outputs, strong 
writing

Sometimes overly 
cautious, weaker in 
coding vs top 
competitors

Gemini Google
Deep integration with 
Google ecosystem, 
strong multimodal

Inconsistent 
reasoning, can be 
less predictable

Grok xAI
Real-time data 
integration, 
conversational tone

Accuracy concerns, 
less mature 
ecosystem

*There are many more LLMS



Before you go prompting

• Before we look at how AI can 
help, we need to understand 
the basics of infrastructure 
decisions, security, and cost.

• We are talking about things 
like..
• Graph / Restful APIs
• Resource Groups
• Storage 
• Key Vault
• Function Apps
• Web Apps
• Azure Front Door / CDN’s



Getting Carried Away

• It’s addictive, but keep 
an eye on your usage
• Credits can run out very 

quickly if your prompts are 
not constructed in a good 
way

• Prompting for minor 
things you could do 
yourself, but find yourself 
becoming too lazy.. 



Getting Carried Away

• April 2026 – Breaking News
• A Claude Max subscriber 

consumed an estimated 
$27/€23K of compute cost while 
paying $200/€170 a month for 
their subscription

• Anthropic changed their pricing 
model in.. You guessed it April 
2026.



Security Considerations
When can AI be a bad thing?



Leveraging AI to do bad things

• Just as AI can do good, it can also do 
terrible things

• Cyber attack on Stryker
• March 11 2026
• Employees across 76 countries found their devices 

being wiped
• Estimates put the wipe count at up to 200k devices
• Do you think this was someone using the Intune 

Admin Centre and selecting 100 devices at a time?



Leveraging AI to do bad things

• Just as AI can do good, it can also do 
terrible things

• Cyber attack on Stryker
• March 11 2026
• Employees across 76 countries found their devices 

being wiped
• Estimates put the wipe count at up to 200k devices
• Do you think this was someone using the Intune 

Admin Centre and selecting 100 devices at a time?



AI just wants to make you happy

• LLM’s are designed to give you instant 
gratification

• Have you ever asked an LLM, like ChatGPT to 
create a PowerShell script to find out the 
cmdlets don’t exist?

• What happens when you tell it, that the cmdlets 
it said would work, are not created..

• Let’s work with an example..



AI just wants to make you happy



AI just wants to make you happy

“You’re absolutely right”



AI just wants to make you happy

“You’re absolutely right”



Getting Tooled Up
Before we get started coding.. We need coding tools



Building Solutions with the correct 
tools
• Visual Studio Code

A lightweight and free alternative to the 
full Visual Studio Suite. This provides a 
coding platform with integrations into 
Azure, formatting, AI and more

• GitHub Desktop
Provides the ability to sync repositories

• Docker
Run instances of PowerShell for 
example, completely isolated, to check 
for dependencies



Visual Studio Code Extensions



Shared Repositories & Version 
Control
Creating scripts and solutions is 
great, but we have all been there 
when files get corrupted or that 
minor change this should have 
fixed one thing, breaks an array of 
others.

Pipelines allow you to code in 
sprints. Adding and iterating, 
without trying to wrestle with the 
entire solution.



Vibe Your Way To Success
Prompting like you are writing the news



Getting hold of your data

Every mouse click in Intune is a 
transaction between you, and the Graph 
API, ensuring that settings, toggles, and 
targeting are all followed through.

The transactions are authenticated, 
either on your behalf, in terms of the 
device, or through your access token. 

AI is extremely efficient at Graph calls*

*Depending on the LLM model used



Graph Schema

• Interaction with Graph is 
courtesy of a Restful WEB API 
where queries are defined within 
a call to a URL using the 
following format;

https://graph.microsoft.com/{en
dpoint}/{resource}/{id}
• {endpoint} is either v1.0 or beta
• {resource} is the resource you wisht to interact 

with
• {id} is the object id of the item you wish to 

interact with



Querying Data – Graph Explorer

• Graph Explorer requires granular 
permissions and the ability to use 
the application itself (typically not 
blocked by default). Permissions 
can be:

• Delegated granularly
• Revoked easily
• Controlled through conditional 

access 

• Online Graph API Portal
https://aka.ms/ge

https://aka.ms/ge


Dear AI.. Tell me 
about.. things
Query graph please



A Vibe Coded Release
Here is something I prepared earlier



Driver Automation Tool AI Rebuild

• Using Claude Opus 4.6 and 
Google Gemini 3.1

• Asked Claude Opus to review 28k 
lines of PowerShell code, across two 
GUI and module projects

• Asked to convert a WinForms GUI to a 
WPF with XAML

• Asked it to make the UI look more 
modern and less cluttered

• Asked it to add support for Microsoft 
Intune



Driver Automation Tool v10

• The results…
• Codebase reduced to just under 22k 

lines of code

• Improved background job offloading

• Automatic updates of PowerShell 
modules

• Better logging

• Full Intune support, including 
automatic generation of requirement 
scripts, detection scripts and toast 
notifications 

• Telemetry API data logging



Driver Automation Tool v10

Then.. I needed the following

1. A website for a relaunch of the tool

2. A backend API to allow the tool to 
send analytic information back for 
reporting

3. Reports

4. How-To Guides

5. Bug tracking



Vibe Coded Start to 
Finish
Driver Automation Tool V10



Something Vibe 
Coded in this Session!
A little surprise



Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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Agenda

• My First Point
• My Second Point
• And so on…



Demo



Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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