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Lior Bela
Microsoft Director of Intune

Follow Lior on LinkedIn:

Focus i
Microsoft Intune Growth and Community D e -ﬂ.:l

Blog, Hobbies and more

Likes to talk anything technology

If he could snap his fingers and master a skill:
removing bureaucracy

Daydreams about: Time with the family



I
.....
"""""

Agenda

MODERN
ENDPOINT

SUMMIT
2026

* The future of MSPs

* Managing Modern Workplace is more than Windows
 The average toolbox of an MSP for Business Premium
* 24x7 automated SOC on Business Premium

* Reporting on Business Premium
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The Future of MSPs
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Added

cost
v
Needs Needs
Added cost space IT Pro Added cost Added time
P J . hours
v v v
Hardware Vendor Ships to IT Admin applies Company ships Employee
sells computer with company golden image and to employee unboxes device,
consumer image re-packages

Needs setup




Windows Autopilot
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Hardware Vendor Ships to Employee unboxes device
sends device employee connects to internet device
hashes to IT self-deploys apps, settings



Life at an MSP Today

Day-to-day tasks Might-dos and wish list

v' Create update report O Create documentation
v Image laptop O Plan upgrades
v User account set up O Learn new tech
v' Server maintenance O Read security notices
v Report on non-compliant devices O Read KB articles
v' Respond to privilege elevation request O Generate End-of-life/service reports
v Respond to support escalations 0 Aggregate status reports
v Update scripts O Update web site
¥ Configure firewalls O Create marketing campaign
v Create ACLs :
) O Train sales department
v Monitor SIEM
v" IPSEC VPN routing troubleshooting
v Log checking 'I‘
v" Group Policy creation
v’ Printer issue resolution It won’t always be this way...
v

Password resets web filter exclusions



Life at an MSP Tomorrow

Day-to-day outcomes Value-added projects

v" Client security assured v" Develop relationships

v" Client compliance assured v' Train end users

v' Client uptime assured v Create new agents

v' Device health assured v' Develop proprietary apps

v Incidents remediated v Deploy advanced solutions

v Talent engaged in meaningful work v Advise and consult on business objectives

\

GROW your business

()

There's room to have a life, too!

)



What is cloud-native?

é o

Microsoft Entra ID Microsoft Intune

Windows — macOS - i0S/iPadOS - Android - Linux




Why cloud native?

Y o

Zero trust is the union Consolidated data for Building with Copilot
of IT and security analysis + insight + action and Al ‘agents’



Why should you care?

HO) 03 =

Talent is precious IT is a ‘commodity’ Margin is everything



Intune for MSPs multi-tenant management partners

AvePoint @ inforcer ™
SOFTWARE
nerdio
OHZO
@ﬂf:;.._/

aka.ms/IntuneForMSPs
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The business premium journey
managing modern workplace (s
more than windows
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Navigating the modern
work environment | |
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Interconnected challenges
surrounding modern work:

The productivity @ The Al security BRD The cost of PP
capacity gap imperative complexity

The adoption of Al and flexible
work models expands the threat
landscape, creating new data
privacy and security challenges.

The pace of work is accelerating
beyond human capacity,
creating a need for new ways

to enhance efficiency.

A fragmented landscape of
single-point solutions can
increase IT costs, operational
complexity, and security risks.



Secure your productivity with
Microsoft 365 Business Premium

Creating valuable work is the first step. Protecting it is the next.
That's where Business Premium comes in.

Microsoft 365 Business + Microsoft 365 Business
Standard with Teams Premium with Teams

A powerful suite of Al-enabled apps to A comprehensive, enterprise-grade security
help you create, collaborate, and run layer to protect everything you've built.

your business.

@ K o & 4

Defends against sophisticated
external cyberthreats

Teams Exchange OneDrive SharePoint Bookings Safegual’ds sensitive internal
data from accidental leaks
o4 1 & P
&= a — Manages access for all users

Outlook Word Excel  PowerPoint Loop  Clipchamp and devices securely



A professional foundation for growing your busil

|

( MODERN

PLANS WITH MICROSOFT TEAMS CLOUD SERVICES APPS SECURITY AVAILABLE |/
including, but not limited to: including, but not limited to: ADD-ON
B X e & ¥ =®&2 & &4 6 P = o
Teams Exchange OneDrive SharePoint Bookings Outlook Word Excel PowerPoint Loop Clipchamp Mit’:[r;?:tsiaesss
5 q Web and mobile only ESSENTIAL
Business Basic 6
is an essential starting point, moving your user/mo. vV Vv VvV V V V V V Vv X X * Identity and access control v
collaboration and productivity to the cloud * Email threat protection
with web and mobile experiences. (300 seats « Mobile device management
max)
. Desktop, web and mobile ESSENTIAL
Business Standard $12.50
provides the full power of the desktop user/mo. vV VvV VvV V V V V V. V VvV V * Identity and access control v
applications your team is familiar with, adding * Email threat protection
richer creation tools. (300 seats * Mobile device management
max)
o c Desktop, web and mobile COMPREHENSIVE
Business Premium $22
is our most complete offering, integrating user/mo.
advanced security and device management. v vV VvV V V VOV VSV 2 4 4 A 9 v
Each of these plans serves as a foundation for (300 seats e T T
Copilot, allowing you to add its Al capabilities max)

when you're ready.”

Note: Not all features/products shown. Additional apps include: Planner, To-Do, and Forms. Price is subject to change based on subscription term, currency and region.



Verify user identities with strong authenticatio

With passwords being a primary attack vector,
multi-factor authentication (MFA) is essential.
MFA can prevent 99.9% of identity attacks.
Get Al-powered analysis and filtering to help
protect against business email compromise.

S))

MODERN
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Passwordless

Use the Microsoft Authenticator app,
Windows Hello, or FIDO2 security keys
for convenient and highly secure
sign-in experiences.

Broad Support

Choose from a broad range of MFA
options, from push notifications to
biometrics to hard tokens, to fit the
needs of your business and users.

1Based on a 2019 Microsoft internal study: “One simple action you can take to prevent 99.9 percent of account attacks,” Microsoft Security Blog, August 20, 2019



https://www.microsoft.com/en-us/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/

Safeguard one of your most
valuable assets: Your data

With Microsoft Purview Information Protection, you can
protect against the accidental sharing of sensitive information.

Use pre-configured
policy templates to
identify and protect data
like credit card or social
security numbers.

Control whether [_Iﬂ
documents can be edited,
printed, or forwarded by
non-employees.

e
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4
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Classify and apply
protection labels like
"Do Not Forward” to
sensitive emails and files.



Securing corporate data in a "“BYOD"” world
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With Mobile Application Management

q c MAM policy to Email
(MAM) in Microsoft Intune, you can e e e o
apply security policies directly to
corporate apps and data on personal ﬂ p m
devices, without managing the device ) e
itself. This allows you to: & ‘
8 a > > c
* Help prevent corporate data from being copied ?C:?
from a managed app (like Outlook) Corporate Personal s ° cory ° B ° 2D
to a personal app (like a personal notepad). data data é Q
Paste to Save to
 Create corporate files that can only be ggfonal l Etegrs:glal
saved to a managed location, like OneDrive for
Business. «w
Personal apps
OneDrive
(personal)

Personal storage G
>




Securely manage access from anywhere

MODERN
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Microsoft Intune and Microsoft Entra ID
P1" work together to ensure the right
people have the right access, on any
device.

* Manage security policies on company-owned
and personal mobile devices.

* Enforce Conditional Access policies, such as
requiring multi-factor authentication from
untrusted locations.

* Remotely wipe corporate data from lost or
stolen devices.

*Microsoft Entra ID P1was formerly known as Azure AD Premium Plan 1.



Automate deployment

Streamline IT with automated
device deployment

With Windows Autopilot and Microsoft
Intune, you can reduce the time and
effort needed to deploy new devices.

* Deploy and configure new Windows 11
devices with a "zero-touch" process for IT.

» Bypass traditional, time-consuming
image-based deployment.

* Ensure devices are management-ready
and secure right out of the box.




Go beyond detection with Automatic Attack Disruptig

On by default, this Al-powered feature in Microsoft Defender for Business can
disrupt in-progress ransomware attacks.

Attacker machine
X Not onboarded

Attacker logs in with compromised credentials “Alice”
and creates backup credentials “Bob”

Attacker connects with
Alice’s credentials via RDP
to drop payload

After failing on step 1, attacker
uses Alice’s credentials to
remote encrypt (over SMB)

After failing again on step 2,
attacker uses Bob’s credentials
to remote encrypt (over SMB)

MODERN
ENDPOINT

SUMMIT

p=d

| [ Activity is detected, RDP session

is terminated, and Alice is
[ incriminated and contained

— 9

Alice’s activity is blocked
and they are contained

— 9

| [ Bob is automatically incriminated

by association and lateral
[ movement is stopped

Machine A
v Onboarded

Machines B,C,D
v/ Onboarded



Adopt Al with confidence
and control -
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Copilot Chat works alongside you in the apps
you use every day. Business Premium provides s T
the enterprise-grade data protection to ensure % Coptr o P L .
you can use Al with peace of mind, as Copilot oo g =2 iBme =
inherits your existing security and data handling e
policies.’

How can | help?

How can | help?

How can | help? How can | help?
“\ Reply . Reply all » Forward
Wha!
.........
Go Lydia B L J - Q
e < 2 pre bo
C panng Summa doc
0 Lydia Baver sent pitch deck ollet
V pect timell th
& v imag
Cre,
colu 1 Give me
this repor
=tows B L + <
.

1“Data, Privacy, and Security for Microsoft 365 Copilot,” Microsoft, Inc., September 2025.



https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy

Extend your platform to meet your business needs

MODERN

For businesses with advanced security, compliance, or communication -
requirements, specialized add-ons are available. Z%E"M'T
+ Security add-ons + Productivity add-ons
‘ Microsoft Defender Suite for Business Premium $10 '. Microsoft 365 Copilot Business $21*
, : v
Provides end-to-end security to safeguard per user Your Al-powered assistant, designed to boost per user
your businesses from identity attacks, device threats, S _—_—_". productivity by turning prompts into powerful |~ Permonth
email phishing, and risky cloud apps. workflows, insights, and content. “Intro price
3 Microsoft Purview Suite for Business Premium $10 “® Teams Essentials $4
Helps SMBs operate with the same level of _ A professional meeting solution designed per user
compliance and data protection as large enterprises,  P€ruser to help SMBs communicate and collaborate.
but simplified for smaller teams per month per month

and tighter budgets.

‘ Microsoft Defender and Purview Suites
for Business Premium $15

Unite the full capabilities of Microsoft Defender per user
and Purview into a single, cost-effective package. per month
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The MSP toolbox



M365maps.com

Office 365 Enterprise Mobility + Security Windows Pro
i
Basic ; I
Activity Adoption Alert Audit . - E Information Application Assigned Surface Automated
Reports Score Policies (standard) M;::ll:;yw& Boolings H Protection Control APF L= Access Reducti igati
H (enhanced)
Clipchamp Compliance Content Copilot Dataverse Data Loss b BitLocker BitLocker to Defender Block at Centralized
Standard Manager Search Studio Lite for Teams Prevention Go Antivirus First Sight Management
. Advanced Defender
" Exchange Exchange Graph Information Message . " : App Proxy, — Custom Cross- .
75‘::::::3‘ Online Online Connector Protection Encryption Am‘:;:its R!:e CI'I':SW& including gli::g‘zpp Co;lfclg::al Security Domain Join BE:sulieﬂ;; Entra ID Join Platform ;:I::'::::_Iyt
Archiving Plan 1+ Capacity for M365 (basic) po PingAccess Y Attributes Support g
Alerts (core)
E E
= =
E Microsoft Entra Power =
@ Microsoft Microsoft . - - c g Enterprise Entra ID Endpoint Mobile I
E 3655 Apps for 365 Copilot 365 Mobile Microsoft Nllc_rusoﬂ Microsoft C_ustomlzed Dynamic S Pr—— Internet External ID LAPS Manage by .:umn:laet:lg D ion & Threat E
= usiness Chat App Forms Lists Search Sign-In Page Groups [ p——— Health Access for MDM tten: Response Defence =
7] (with SCA) Microsoft Desktop Flows -
] ]
c [
E 2
[11] Microsoft Microsoft Office O;iz;:s:or Planner for B ﬁr:pps Ml:’cer"o:;ft Multi-Factor P: d P: Sel;rs:::oe Ssg;.::r:::e Unbranded Universal Windows Next Gen Tamper o
n i P A i i i n
g To Do Whiteboard for the Web Plan 1 Office 365 Office 365 Manager Auth (MFA) Pr Management Resetin AD Boot Print Autopatch Protection Protection g
5 5
g Power Project & SharePoint Teams Self-Service Service Shared Single-Sign. Windows Windows g
= = = =
S A for  Road 5;;‘: Online Sway [ Activity Level P’:‘:"”‘:’Td Ontoother  SMS Sign-in Aﬁm'f‘::';‘gs Conditional "::‘::;‘;Is Hello for A::Ir:;::s weF'i’Iz:'r'.“"‘ ]
= Office 365 View Access Plan 1 (optional) Reports Agreement Roll-Over Saas Access Business 9 =
. Viva Insights Viva 3rd Party Windows 24 months
W.I::i::rs fnrm:“':\leh Cnnnv:::iuns Er‘:i Jag e gasr=cal ety Re::nl?:ur":ns Tell:'.lnsse ot RerfeiD :r::‘:ﬁ‘lﬁ CLZ Dipd ats ot EEpEotion
93g (basic) (basic) P! Integration Business Windows 11
Advanced Exchange
iy g R;:I-:';e Atlat:s:fl:ems Rl WurksLm:ces
Phishing Protection P P
Office 365 Enterprise Mobility + Security Windows Pro




MSP toolbox [
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An average MSP has Monthly recurring offerings on:

* Server Management

* 365 Tenant management

* Endpoint Mangement

 Local LAN, Wan / Firewall Management
 Backup

 Security Services

* Ticket System

* SLA & Reporting



MSP toolbox — Security still
needed?

SOPHOS
WHUNTRESS O bisort

"II' &ROW DSTRIKE

SentinelOne



MSP toolbox — Endpoint & Server
management always needed ?
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MSP toolbox — Tenant Management | N
needed? z&,%%m

(> CoreView robopa R

Microsoft 365 Lighthouse

ELEMENTS

inforcer "o




POXSYS & SMB

validated designs BEST PRACTICES
*
.= MICI‘OSOﬁZ PROXSYS Alle tenant informatie wordt ...

in JSON formaat in Azure )
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CUSTOMER SPECIFICS
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The MSP toolbox &
Business Premium



Builing your own SOC
on business Premium - options



. . eloef-adm@proxsys.n
Microsoft 365 Lighthouse PROXSYS* (PROXSYS.ONMICROS

Home > Risky users

\lJ Alerts
@ Copilot insights Risky users
@ Tenants
Tenants: Tenants | can view or manage (182) Risk last updated: All
@ Opportunities e

]

Subscription renewals
View risky users for all your managed tenants. Reset passwords for risky users to mitigate the risk. It may take a while for the risk status to be updated.

0

Users ~
To investigate risk detections for a user, the tenant should have a license of Microsoft Entra Identity or above.

Account management . . .
g Learn how to investigate risk

I Risky users

Multifactor authentication

Confirmed compromised At risk Remediated Dismissed Confirmed safe
Self-service password reset 0 3 2 7 3 807 2 82 5 9 0
i1 Devices ~
Device security = Export () Refresh 7049 users | S Search by name = v
Vulnerability management
Filters: Risk state: Any User status: Any Users with risk detections available: All

Device compliance

Lighthouse.Microsoft.com

GDAP RELATION NEEDED!




https://mto.security.microsoft.com/.

Max. 100 tenants

Welcome to multi-tenant management
in Microsoft Defender

View and manage security data across all of your tenants.
Learn more about Microsoft Defender multi-tenant management
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Microsoft Defender portal implementation guide for Managed Security Service
Providers (MSSPs) - Unified security operations | Microsoft Learn

} Customerl Tenant MODERN
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Subscription

Resource group . \ E\UMMIT
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Log Analyties Microsoft
workspace Sentinel

h 4

- ba MSSP Tenant

v
25

Subscription
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X Log Analytics Microsoft
workspace Sentinel
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Azure Lighthouse

}Cus‘tomerz Tenant

Subscription

L‘]ﬁ Resource group ———
H Q@Y

W

Log Analytics Microsoft
workspace Sentinel
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Log Analytics Microsoft
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https://learn.microsoft.com/en-us/unified-secops/playbook-managed-security
https://learn.microsoft.com/en-us/unified-secops/playbook-managed-security
https://learn.microsoft.com/en-us/unified-secops/playbook-managed-security
https://learn.microsoft.com/en-us/unified-secops/playbook-managed-security

SENTINEL COSTS?

Free Data Sources in Microsoft Sentinel

Microsoft Sentinel offers several data sources that can be ingested at no additional Sentinel cost. However, there are important distinctions between what is free (alert

what may still incur costs (raw logs, retention, or Log Analytics charges). Below is a comprehensive overview of the free Sentinel sources, based on the latest informat Microsoft .

and community resources. MAN
Core Free Data Sources Z%/IMH-

Azure Activity Logs
All activity logs from Azure are free to ingest into Sentinel.

Office 365 Audit Logs
This includes logs from SharePoint, Exchange admin, and Teams activities. Only the audit logs are free; other data types may incur charges.

Security Alerts from Microsoft Defender Products
Free ingestion applies to security alerts (not raw logs) from:
*  Microsoft Defender for Cloud
»  Microsoft Defender for Endpoint
*  Microsoft Defender for Office 365
*  Microsoft Defender for Identity
*  Microsoft Defender for Cloud Apps
*  Microsoft Defender for loT
*  Microsoft 365 Defender (incidents and alerts)

Azure AD Identity Protection Alerts
Alerts from Azure AD Identity Protection are also free.

Additional Free Data Ingestion Allowances

Microsoft 365 E5, A5, F5, G5 and Equivalent Security SKUs
»  Up to 5MB of free data ingestion per user per day for:
*  Entra ID (Azure AD) sign-in and audit logs
»  Microsoft Defender for Cloud Apps Shadow IT Discovery logs
*  Microsoft Information Protection logs
*  Microsoft 365 Advanced Hunting data

Microsoft Defender for Servers Plan 2
»  Provides 500MB of free data ingestion per day per node, covering specific security-related tables.



Microsoft Defender portal implementation guide for Managed Security Service
Providers (MSSPs) - Unified security operations | Microsoft Learn
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Microsoft Defender portal

Demo implementation guide for MSSPs

24x7 SOC Automation How does it look ?

"» | Summarize this article for me |

The Microsoft Defender portal is a unified security operations platform that brings
together incident management, threat hunting, and workload management across
multiple customer tenants. For a comprehensive overview of these capabilities and

their benefits, see Microsoft Defender multitenant management.



https://learn.microsoft.com/en-us/unified-secops/playbook-managed-security
https://learn.microsoft.com/en-us/unified-secops/playbook-managed-security
https://learn.microsoft.com/en-us/unified-secops/playbook-managed-security
https://learn.microsoft.com/en-us/unified-secops/playbook-managed-security

REPORTING
& business premium



a M365

Permissions Y2-0-0 Dashboard Scan Results Compare User Lookup Trends Audit Policies Settings lieben.nu = ~al
| ! Dashboard
H Pora (0817c65 JC 14/2024, 22:00:22
- onnected '
lieben.nu 2 1,276 e 1.79 MB
Tenant Completed Scans Total Permissions Database Size
Test summ m { @, User Lookup ] [ & Switch Tenant ]
Total tests Risk Overview (Latest Scan) [
Critical High Medium Low Info
Changes Since Previous Scan
Test status 9
+90 -0 ~0
Added Removed Changed
[ View Full Comparison ]
Recent Scans ngs
1D TEMANT DATE TYPES STATUS PERMISSIONS MOTES ACTIONS
2 lieben.nu 4/3/2026, 1:33:07 SharePoint Entra Exchange, OneDrive, PowerBl, PowerAutomate, Azure AzureDevOps  Completed 685 - View

PM

A MOE 4.20.40 | —



Reporting

Community - most used
* CIPP Reports

* Maester

* M365permissions

 HomeBrew PowerBI
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Demo

Reporting over your customers
with HomeBrew PowerBlI
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Multi Tenant Management



. :
E CyberDrom About Products v Blog

Transform Your MSP
Operations with CIPP

The CyberDrain Improved Partner Portal (CIPP) is a comprehensive
management platform designed specifically for Managed Service
Providers working with Microsoft 365 and Azure environments. Born
from ‘Spite Driven Development’ - we built what the industry

actually needs.

OR

Join Our Discord

Pricing

Brand

< Back to Templates

My Default Baseline

(RN ENENNE

@

EEERENEE

 EREEEREREEREE

10DERN
INDPOINT

IANAC

SUMMIT
202¢




VI:;;--:;‘-.
A
Wrap U p | MODERN

ENDPOINT

MAN /|
SUMMIT /4

* Business Premium is THE license for SMB
* Don't pay double for the same functionality
* Not all tools can be replaced by Business Premium



Thanks!

Please rate this session on
Sched.com

We would love to hear what
you liked and how we could
Improve!
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Michael Scott
Microsoft MVP - Endpoint & Security

Focus
Intune - Windows 365 - Security

Blog, Hobbies and more
Being awesome
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* My First Point
« My Second Point
* And so on...
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Thanks!

Please rate this session on
Sched.com

We would love to hear what
you liked and how we could

Improve!
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