
How to debug Intune Settings/Features
When they break

Which they will?… ?



Sponsors



Microsoft MVP 4 years
Secure at Work
Hobbys Sneaker, Sport



Rudy Ooms

Microsoft MVP 5 years
Patch My PC
Multiple Nicknames

-TroubleMaker
-Mister MDM
-The guy that reverse Code for fun

Hobbys? → The Above



Session Overview

• It will be a fun Session!!

• Securing Intune with and 
without breaking your 
devices!

• If somehow it still breaks  
(which it will), we will show you 
how to troubleshoot it

• After this session, you know 
why PROD / TEST should not 
be the same and why Yeeting
features to prod is not smart... 
well it depends...



Implementing (Security) Features Users not able to do their workVS

Security vs  Productivity



Secure Boot Policy



Secure Boot Policy

The 2011 Windows Production CA, 
2011 UEFI CA and 2011 Microsoft 

KEK are expiring in 2026.

To stay protected against BlackLotus/ 
Exploits CVE-2023-24932 – we need to 

keep Secure Boot Patched



Secure Boot Policy
The Idea was easy..

*Deploy this simple policy 
to ensure the certificate 

would be getting updated

The Reporting… ? That is a 
different challenge…

*Before the policy can be applied, we need to 
Ensure the firmware/bios is also up to date



Secure Boot Policy



Secure Boot Policy

Until it errors out on all devices with the error code 65000….
which means we really don’t know what happened

To find out what happened… I opened the Policymanager.dll



Secure Boot Policy



In the licensingdiag, Secure Boot was 
NOT in the MDM Policy AllowList.

This caused the policy to be getting rejected

The PolicyManager code told me where to look



Secure Boot Policy

Subscription activation  was “one” the culprits!!! 



Secure Boot Policy

Microsoft fixed it “service side”  but we needed to renew the 
subscription activation license…. (happens each 30 days)



Hotpatch



Hotpatch

We could enable Hotpatch to ensure our 
devices won't reboot every month

It will only reboot during the "Baseline" Months
Which is excellent for your security posture!



Or we just wait untill Hotpach becomes the default.... (12 May)

We can opt out if we want... 

Hotpatch



Hotpatch



Hotpatch

The Secure Boot Certificate Update will
Only be applied in the baseline update... 
Which Is April. Hotpatch updates ONLY

contain security updates! 

Hotpatch + Secure Boot Cert



Hotpatch

Hotpatch updates only contains security updates! 

If hotpatch is enabled... 
it also interferes with the 
WinRE. With it resetting 

your pc will fail

Please Note:
Fixed With April Release

For now



Advise

Deploy it only to the devices 
that really really need it.
AKA device that are not 
allowed to reboot often



Intune Certificate



Intune MDM Device CA

The Intune MDM certificate is also 
going to expire.



Intune MDM Device CA
Which wouldn’t cause any issue…

in 99% of all cases, Microsoft would send out the RenewNow CSP … which would 
renew the root and Intune certificate on the fly (old scheduled task is obsolete)



Intune MDM Device CA



Intune MDM Device CA

Somehow renewal failed on on a subset of devices.. Because of a license??

Which is weird because all users have an Intune license???



Intune MDM Device CA

The company had a merger… and changed the domain name
And eventually removed the domainname from the accepted domain names

That old domain name is 
configured as the UPN in 

the enrollment registry 
when the device is enrolled



Intune MDM Device CA

That same UPN will be sent over to 
the enrollment service when 

renewing the certificate

Guess what happens if the 
domainname is gone…. 
User is not licensed!!!



Intune MDM Device CA

If you had a company 
merger…. 

Check the UPN!! 
Change it / Fix it to ensure the 

certificate gets renewed

Intune MDM Certificate Renewal Failure: The Hidden UPN Issue

https://patchmypc.com/blog/intune-mdm-device-certificate-renewal-upn-issue/


Intune MDM Device CA Issue 2

If you were using the Bit4ID 
smartcard driver…. (Italy)

You will also end up with a 
certificate that wasn’t getting 

renewed….



Intune MDM Device CA Issue 2

Before the CertEnroll could build a 
renewal request, the system 

initialized ALL available Key Storage 
Providers (PSZ in the picture).

Guess on which smartcard the 
certificate renewal flow broke?

Microsoft introduced a 
“bypass” to only select the 

regular key storage providers 
(TPM/Software)



Last Check-In



Last Check-In

Who is “trusting” the last check-in to find out 
if the device is still checking in to Intune??



Trusting the Last Check-In



Trusting the Last Check-In

If the certificate is expired → NO communication.. No 
Policies.. No Apps.. Nothing..

The device certificate was expired but the last 
check-in was still getting updated…. 



Trusting the Last Check-In

The device will ALWAYS be able to reach out (say hi) to the service…. 
With it the last check in is updated…. 

But it does NOT mean the device is able to 
communicate with the service successfully!!! 

So please don’t trust the last check-in  



Local Administrator Protection



Local Administrator Protection

In the Past: UAC (CLARK KENT MODE)

Now!: Administrator Protection 
(to secure your local admin)After Elevation it becomes superman… 

But still the same person



Patch My PC Blog: Administrator Protection on Windows 11: 

https://patchmypc.com/administrator-protection-windows-11


Local Administrator Protection

Will be turned on by default in the 
(near………………or not) future…

For now we need to enable it manually.. 
(which is a good thing)



Enable Local Admin protection

What if it broke all your NON-US devices (not able to login anymore?)

This is fine



The simple fix was adding the US language

Local Administrator Protection

MISSING MUI FILES!

So… using a NON-US OS … is called rare?



Local Administrator Protection

Looks like more stuff was 
broken when you 

enabled administrator 
protection

So please… don’t 
implement features the 

day they are released



Disable MDM Enrollment 
When Adding a Work or 
School Account on Windows



Disable MDM Enrollment

We all hate this prompt, right?

Microsoft (Entra team?) came up with
a *solution to disable MDM enrollment 
when adding a work/school account 

from teams/office 

*Of course blocking personal 
devices in general is always better



Disable MDM Enrollment

IsMDMENrolmentDuringRegistrationDisabled

Before the feature went 
GA, we could already 
enable it with Graph

Is this smart to do in Prod??? 



Disable MDM Enrollment



Disable MDM Enrollment

The prompt was gone… but the device still was MDM enrolled!!!



Disable MDM Enrollment

When the feature was first activated, the IsMDMEnrollmentRequired
config was ALWAYS send over to the device...

Even when the MDM enrollment was disabled 



Disable MDM Enrollment

Luckily, this issue 
was fixed before 

the feature
Really went GA



MDM Scope 
& 

Automatic Enrollment



Default Preferred?

MDM Scope / Automatic Enrollment

We need to define the MDM scope if we want to 
automatically enroll our devices with Intune



The Automatic MDM Enrollment 

DSREGCMD /status

The moment the MDM scope is configured it should show up using DSREG
DSREG fetches the data from the TenantInfo registry key



Configure the MDM Scope: This is Fine!

What if Automatic Enrollment doesn’t kick in on new 
enrolled AP devices after configuring the MDM scope???



Troubleshooting Automatic Enrollment 

Autopilot skipping the ESP… because Automatic MDM Enrollment didn’t work!
And…. Somehow the MDM urls are empty?

• User is licensed for P1
• User is in the MDM Scope and has an Intune License

Manually Enrolling the device also fails….



Troubleshooting Automatic Enrollment 

Checking the MDM 
Policies in Entra



Troubleshooting Automatic Enrollment 

With Fiddler we can intercept HTTPS Traffic / Decode it and use it for troubleshooting (or other things..) 

Let’s use Fiddler to Troubleshoot!

We can even attach the Intune and Entra Certificate to it!

https://call4cloud.nl/fiddler-decrypt-capture-intune-traffic/



Troubleshooting Automatic Enrollment 
On a working device: 

When joining Entra, The ID Token should be there holding 
the MDM enrollment URL



60

Troubleshooting Automatic Enrollment 
This how it looked like on the BROKEN devices



Troubleshooting Automatic Enrollment 

Using Graph to find the MDM Policies

They had a different MDM provider before moving to Intune… but the removal 
of the MDM policy in the portal failed to delete it from the backend



Troubleshooting Automatic Enrollment 

Deleting the Broken one with Graph!!

• After deleting the broken enrollment policy…. It worked within seconds



We need to test every single 
feature before implementing it 

and yeeting it to prod

Lesson Learned: 



Wrapping Up

•We implemented some funny Security Features

•Potential Issues: Misconfigurations leading to enrollment failures, 
compliance problems, policy enforcement issues, admin privilege 
complications.

•Best Practices: Don’t deploy stuff to prod and all devices! Use Deployment 
Rings! And wait until the feature goes GA!
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