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How to debug Intune Settings/Features
When they break

Which they will?... ?
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Microsoft®
Most Valuable
Professional

Microsoft MVP 4 years
Secure at Work
Hobbys Sneaker, Sport
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Microsoft MVP 5 years 4@?‘3\?%
Patch My PC
Multiple Nicknames
-TroubleMaker
-Mister MDM
-The guy that reverse Code for fun

Hobbys? - The Above
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|t will be a fun Session!!

 Securing Intune with and
without breaking your
devices!

 |f somehow it still breaks
(which it will), we will show you
how to troubleshoot it

« After this session, you know
why PROD / TEST should not
be the same and why Yeeting
features to prod is not smart...
well it depends...
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Implementing (Security) Features VS Users not able to do their work






Secure Boot Policy

Issued to: |} Microsoft Corporation UEFI CA 2011

Issued by: Microsoft Corporation Third Party Marketplace

Root

Vvalid from 6/27/2011 to} 6/27/2026

The 2011 Windows Production CA,
2011 UEFI CA and 2011 Microsoft
KEK are expiring in 2026.

Secure Boot Security Feature Bypass Vulnerability

CVE-2023-24932
Security Vulnerability

Released: May 9, 2023

Last updated: Jul 10, 2025

| Assigning CNA: Microsoft

CVE.org link: CVE-2023-24932 7
Impact: Security Feature Bypass  Max Severity: Important

CVSS Source: Microsoft

Vector String: CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:F/RL:0/RC:C

Metrics: CVSS:3.16.7 /6.2 C

To stay protected against BlackLotus/
Exploits CVE-2023-24932 - we need to
keep Secure Boot Patched



Secure Boot Policy

The Idea was easy..
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o Basics o Configuration settings

SSNS  *Deploy this simple policy
E"ff‘b'e .Sec.ireb-:'ct Certificate Updates Q :ir:taﬁlc’:;lq:g;tl|;§:d;j§|:;r:e:t of new secure boot to e n S u re th e Ce rtifi Cate
would be getting updated

Configure Microsoft Update Managed 0 Enabled
Optin @&

Configure High Confidence Opt Out @ (@ ) Disabled.

Secure Boot status

*Before the policy can be applied, we need to
Ensure the firmware/bios is also up to date




Secure Boot Policy
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DEPLOY SECURE BOOT POL

SECURE BOOT




Secure Boot Policy

Name Error code

65000

Configure High Confidence Opt Out

Configure Microsoft Update Managed Opt In . 65000

Enable Secureboot Certificate Updates 65000

Untilit errors out on all devices with the error code 65000....
which means we really don’t know what happened

Event 827, DeviceManagement-Enterprise-Diagnastics-Provider

General Details

MDM PolicyManager. Policy is rejected by licensing, Policy: (EnableSecurebootCertificatelpdates), Area: (SecureBoot), Result:(0x82800006) Unknown Win32 Error code: (x82b00006.

To find out what happened... | opened the Policymanager.dll



IDA - policymanager.dili64 (policymanager.dll) C:\Windows\System32\policymanager.dili64
File Edit Jump Search Debugger
SE - HHEH S 3 @]
K

=== ] Eeaaa)

View Lumina Options Windows Help

Library function Jll Regular function il Instruction Data Unexplored
Tj Functions
unction name Segment
71 _ParseAdmxTextWriteToReqgistry____1___ dtor$3 text
7] _ReadAdmxFileFromDisk____1___dtors0 text
7] _WriteAllADMXPolicyMetadata____1___dtor$0 text
7] _AdmxFile__CalculateAllCategoryAreaNames____1___dtors0 text
7] _AdmxFile__CalculateAllCategoryAreaNames____1___ dtor$1 text
7| _AdmxFile__ResolveCategoryPath____1___dtor$0 fext
f| _AdmxFile__ResolveCategoryPath____1___dtor$1 Jtext
7' _AdmxFile__ResolveCategoryPath____1___ dtor$2 Jtext
7 _AdmxFile__ResolveCategoryPath___1___dtor$4 text
7] _AdmxPolicy__WriteAllDataToRegistry___1__ dtors0 text
7] _AdmxPolicy__WriteAllDataToRegistry___ 1 dtors1 text
7] _AdmxPolicy__WriteSerializedMetadata____1___dtor$0 text
E _AdmxPolicy__WriteSerializedMetadata____1___dtor$1 Stext
Z _AdmxPolicy__WriteSerializedMetadata____1___ dtor$2 Jtext
Z _std___Uninitialized_copy_std__basic_string_unsigned_short_st... .text
Z _std__vector_std__basic_string_unsigned_short_std__char_trai... .text
71 _DeleteAreaNames, 1__ dtorso Jtext
7| _RemoveAdmxDefault____1__ dtor$0_0 text
7] _RemoveAdmxDefault___ 1 dtors1 Stext
7] _RemoveAdmxDefault____1_ dtors0_1 text
7] _RemoveAdmxDefault____1__ dtor$1_0 text
7] _WriteAlIADMXPolicyMetadata____1___dtor$1 text
7] _WriteAIADMXPolicyMetadata___ 1__ dtor$2 text
7] _XmiParseFactory_ ParseElement____1__ dtor$0 text
| _XmiParseFactory__ParseElement____1___ dtor$1 Jtext
| _ExtractCategories__GetNewClassToParse____1__ dtor$1 Jtext
| _ExtractElements__GetNewClassToParse 1__ dtorsil Stext
_std___Tree_std___Tmap_traits_std__basic_string_unsigned_s... .text
| _ExtractPolicy__GetNewClassToParse____1___ dtor$10 Jtext
_BExtractValueElement__GetNewClassToParse____1___ dtor$5 text

Cvtrari/alunClamant  CathlalamrsTADaren 1 Abtard1a

Line 2034 of 2061

Graph overview

| Output

TIceise,

Please run idapyswitch to select a Python 3 install.

Pattern “ispolicysetallowed" was not found.

II-OML I~ OMOW- 33 CIINar 10, ZUZZ T@ppy Wew Tear
The hotkeys are F5: decompile, Ctrl-F5: decompile all.

Sk

(7Y user s

Please check the Edit/Plugins menu for more information.
WARNING: Python 3 is not configured (Python3TargetDLL value is not set).

External symbol [l Lumina function

0o & x

Start

000000018008BA6
000000018008BA7
000000018008BA8
000000018008BB1!
000000018008BB2:
000000018008883¢
000000018008884+
000000018008BB5:
000000018008886.
000000018008BCO
000000018008BC1
000000018008BC2
000000018008BC3
000000018008BC4
000000018008BED
000000018008BEE!
000000018008BFO0!
000000018008BF3¢
000000018008BF4!
0000000180088BF5.
000000018008BF6¢
000000018008BF71
000000018008BF9!
000000018008BFA
000000018008BFB
000000018008BFC
000000018008BFFI
000000018008C07
000000018008C11
000000018008C16
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IDA View-A

.’E‘ﬂ Exports
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[ | Q Occurrences of: ispolicysetalowed Q Hex View-1 ﬂ Structures (& Enums i) Imports
R
 E—
7 I
- e
|
7€8,510) 000SBFFS 000000013005BFFS: EnterprisePolicyManagerStore_SetProviderContextSidAreaPolicyValue{PolicyManagerScopeData *,usho

(~-15949,-3781)

Synchronized with Hex View

LoadLibrary(C:\Program Files (x86)\IDA Pro 7.7 SP1\plugins\idapython3_64.d1l) error: The specified module could not be found.
C:\Program Files (x86)\IDA Pro 7.7 SP1\plugins\idapython3_64.d1l: can't load file

o @&




MDM policy amives on device :

v

PolicyManager validales
metadata for CSP and setting

The PolicyManager code told me where to look

v

IsPolicySetalowead

v

CheckliPolicylsAllowed OnPlatform

- T AUl IV b A b A SRR MR e | SSIH A s A

Platform not ailowed [T a—— C: \Users\RudyOoms>11cen51ngd1ag -cab c:\temp\123.cabl

<p011cy name= enterprlsemgmt_pol1cymanager-t1cense-’l'#“k“;§”':_ﬁL“'

type="string’ >AboveLock|Accounts | ActiveXControls|ADMXIngest |AllowMessageSync |AppDev1ceInventory | AppHVSI |Application
<policy name="enterprisemgmt policymanager-License-ADMXIngestionAllowList" type="DWORD">@</policy>

v

Fail: not allowed on platfiorm IsPolicySLAPICheckMeeded

In the licensingdiag, Secure Boot was
in the MDM Policy AllowlList.

rd \\\
Yes
v

This caused the policy to be getting rejected

EnterprisePolicyManagerStore_lsAreaPolicySLAPLANowead

v

SLAPI query for licensing
decision based on

1iager-License-Ch

GetWindows nformation

Mo
v
Licensing engine resolves
policy
v
Returns allowed or rejected
. " .-‘.
- N,
Allowed Rejected
-_- P - '
- ol
Fail: Policy is rejected b
Allowed K: Py ¥ re ¥

cansing



Secure Boot Policy S

Rudy O6ms & . udyog loud.nl Skype for Business Online (Plan 2)

Microsoft 365 ES EEA (no Teams)

ES EEA (no Teams)

To-Do (Plan 3)

Microsoft 365 ES EEA (no Teams)

Universal Print

Mic t 365 ES EEA (no Teams)

Viva Engage Core

Mic 365 E5 EEA (no Teams)

Viva Learning Seeded

Mic 5 ES EEA (no Teams)

Whiteboard (Plan 3)

Mic 365 ES EEA (no Teams)

Windows 10/11 Enterprise (Original)

Microsoft 365 ES EEA (no Teams)

Subscription activation was “one” the culprits!!!
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Licenses

¢ Upgraded devices attempt to renew licenses about every 30 days. They must be connected to the internet to

successfully acquire or renew a license.

Microsoft fixed it “service side” but we needed to renew the
subscription activation license.... (happens each 30 days)

C“F’DLS-E:‘(E remmresubsc:rlptlon 200 licensing. mp.micros. . application/... swchos...

C"pREhEW.EXE 200 licensing. mp.micros. .. ses/ 911 application/... swchos...

Mame Status

Configure High Confidence Opt Out @ Succeeded

Configure Microsoft Update Managed Opt In

eboot Certificate Updates




Hotpatch




Hotpatch
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We could enable Hotpatch to ensure our
devices won't reboot every month

Automatic update deployment settings * - -
Apply the latest cumulative quality Allow
updates for secunty (0

When available, apply without m Allow _. .

restarting the device ("hotpatch”). Manthd

Month 1 Month 2 Month 3

learn more about updating without
i

restarts.

It will only reboot during the "Baseline" Months
Which is excellent for your security posture!




Hotpatch
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Tenant settings Actions

When available, apply updates without restarting the device ("Hotpatch”)

Hotpatch updates are Monthly B release security updates that install and take effect without requinng you to restart the devi
minimizing the need to restart, these updates help ensure faster compliance, making it easier for organizations to maintain s
while keeping workflows uninterrupted. Disabling this setting will change the default behavior for your devices

Configuration set through update policy will overwrite the default behavior. If you want to include or exclude sp

@ ~iow

We can opt out if we want...
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Hotpatch

Name Status Error code
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Configure High Confidence Opt Out €3 Error

Configure Microsoft Update Managed Opt In €Q Error

Enable Secureboot Certificate Updates €3 Error

Hotpatch + Secure Boot Cert

Live OS
M1 M2

rowateh g moves mo e The Secure Boot Certificate Update will

Only be applied in the baseline update...

Which Is April. Hotpatch updates ONLY
contain security updates!

catch up

This Hotpatch update includ curity and quality improvements.

cate updates will be delivered with the next baseline Windows update in Apnl 2026,




Hotpatch

Hotpatch updates only contains security updates!

There was a problem resetting your PC

No changes were made.

If hotpatch is enabled...

it also interferes with the

WInRE. With it resetting
your pc will fail

Please Note:

Fixed With April Release
For now

00000005 Perf: LRU Cache Initialize @9x182b816d360; Maximum Size: 628 MiB; Initial Elements: 6430
Initialized store, arch=amd64, style=Desktop, compact=true, windir=(C:\Windows\, sandbox=
Session: 1852 27015 initialized by client Push Button Reset - Enumerate

Appl:Hotpatch package Package_ for HotpatchFix 7985~31bf3856ad364e35~amd64~~26100.7985.1.1 found and opRevisionCompare set to 1

Package Format: PSFX

Delta Format: ForwardOnly
Package Format: PSFX

20¢
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Delta Format: ForwardOnly




Automatic update deployment settings

Apply the latest cumulative quality Allow

updates for security

When available, apply without Allow

restarting the device (*hotpatch™.
Learn more about updating without
restarts,

o Assignments

Induded groups

I_E_Z:_+ Add groups

Groups

Ring1_PROD_Hotpatch_reguired

Advise

Deploy it only to the devices
that really really need it.
AKA device that are not
allowed to reboot often

Status Group Members (O Rernowve

Active O devices, O users Rermove

20¢
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e Certificate



Intune MDM Device CA

The Intune MDM certificate is also
going to expire.
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ENDPOINT

suMMmIT /
2 C [«

F; Certificate Information

This certificate is intended for the following purpose(s):
» Proves your identity to a remote computer

Issued to:  Microsoft Intune MDOM Device CA

Issued by: Microsoft Intune Root Certification Autharity

Valid from 5/5/2023 to 5/5/2026



Intune MDM Device CA

Which wouldn't cause any issue...
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~ 3%  At13:19 on 7-10-2026 - After trigger

In 99% of all cases, Microsoft would send out the RenewNow CSP ... which would
renew the root and Intune certificate on the fly (old scheduled task is obsolete)

Device

SDevice/Vendor/MSFT/CertificateStore/MY/WSTEP/Renew/RenewiNow




Intune MDM Device CA
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. INTUNE CERTIFICATE EXPIRE!
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Intune MDM Device CA
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&9 Error 10/24/2025 7 DeviceManagement-Enterpri...
&) Error 10/24/2025 7: DeviceManagement-Enterpri...
¥ Error /24/2025 7:28:28 AM DeviceManagement-Enterpri...

i ) Information "E..'..:r T: 23 28 AM DeviceManagement-Enterpri...

i Information 2472025 7:28:17 AM DeviceManagement-Enterpri...

Event 52, DeviceManagement-Enterprise-Diagnostics-Provider

General Details

MDM Enroll: Server Returned Fault/Code/Subcode/Value=(UserLicense) Fault/Reason/Text=(Failed to issue token: UserValidation).

Somehow renewal failed on on a subset of devices.. Because of a license??

v oo ]
UserlLicense MENROLL_E _USERLICENSE License of user is in bad state and blocking 20180018

the enrollment. The user needs to call the
admin.

Which is weird because all users have an Intune license???



Intune MDM Device CA
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Aliases

Username Domains

@ | wwdcloud.nl QLD DOMAIN

calldcloud.n I_ N

rudy@wvdcloud.nl

The company had a merger... and changed the domain name

And eventually removed the domainname from the accepted domain names

That old domain name is
configured as the UPN in

“AiDResourcelD™="https: / fmanage.microsoft. com/™
“AAD0paque D" =""

"7 759401 -2FF9-4 -Beae-9163e29d190+" I
e the enrollment registry

when the device is enrolled



Intune MDM Device CA
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That same UPN will be sent over to
the enrollment service when
renewing the certificate

tent Léngth
enrollmel

WThPoTicys

Envelope:

Figure 1: Typical sequence for enrolling a message using MDE

The enroliment process consists of the following steps. G u eSS Wh at h a p pe n S |f th e
1. The user’s email name is entered via the enroliment gl . d O m a | n na m e |S go ne .

The enroliment clierfg extracts the domain suffix frorf the email address, prepends the domain

name with a well-kri ST B ET =T PECaT MMPLss to the Discovery Service (DS). The User is not licensed!!!
administrator configures the networt is, the Domain Name °ee

System (DNS)) appropriately.




Intune MDM Device CA
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<H#
REMEDIATION SCRIPT
Fixes Intune MDM enrollment entries where the UPN domain does not match $targetDomain.

Creates a one time backup in UPN_0ldBackup and UPN_0ldBackupTimestamp.

(
#>

3 If you had a company
parami

_ | _ merger....
$targetDomain ‘patchmypc.com’ # change if needed
fbaseKey = "HKLM:\SOFTWARE\Microsoft\Enrollments" Check the UPN I
Fnow Get-Date °*

Change it/ Fix it to ensure the

: certificate gets renewed

Get-ChildItem -Path $baseKey -ErrorAction SilentlyContinue | ForEach-Object {

SkeyPath % .PsPath
fprops = Get-ItemProperty -Path $keyPath -ErrorAction SilentlyContinue

[CmdletBinding()]

fchanges = @()

if ($props.ProviderID -ne 'MS DM Server') {



https://patchmypc.com/blog/intune-mdm-device-certificate-renewal-upn-issue/

Provider
Provider

Provider
Provider
Provider
Provider
!Prouider
Provider
Provider
Provider
Provider
Provider
Provider
Provider
Provider

Ln PECRE A O

Name :
Name :
Name :
Name :
Name :
Name :
Name :
Name ;
Name :
Name :
Name :
Name :
Name :
MNam:: :
Name

Intune MDM Device CA Issue 2

Bbitdid UKL Service

Provider

Bitd4id Universal Middleware Provider

Microsott Base Cryptographic Provider v1.0

Microsoft Base DSS and Diffie-Hellman Cryptographic Pr
Microsoft Base DSS Cryptographic Provider

Microsott Base Smart Card Crypto Provider

Microsoft DH SChannel Cryptographic Provider
Microsoft Enhanced Cryptographic Provider v1.90
Microsoft Enhanced DSS and Diffie-Hellman Cryptographi
Microsott Enhanced RSA and AES Cryptographic Provider
Microsoft RSA SChannel Cryptographic Provider
Microsoft Strong Cryptographic

Microsoft Software
Bitdid Key Storage

FILLTOSUTL FdaS5purit
TP o N 0 T N o

Key Storape
Provider
REY SLOrdge

s swndem Mo

Provider
Provider

Frovider
ol
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If you were using the Bit41D
smartcard driver.... (ltaly)

You will also end up with a
certificate that wasn’t getting
renewed....



Intune MDM Device CA Issue 2
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Before the CertEnroll could build a
renewal request, the system
initialized ALL available Key Storage
Providers (PSZ in the picture).

Guess on which smartcard the
certificate renewal flow broke?

Microsoft introduced a
“bypass” to only select the
regular key storage providers
(TPM/Software)




Check-In



Last Check-In

= Windows | Windows devices

Columns

Windows devices

O O Searct ’ 0S: Windows, Windows Mobile, Windows Holographic

evice onboarding

P windows 365 Device name Ownership Primary user UPN Last check-in

Enroliment ) )
SCD13263WD Corporate
Manage devices
SCD147L79C Corporate

- .
connguration

SCD93975M7 Corporate

Comphiance
SCD127B80T Corporate
Scripts and remediations
SCD2288D0OC
] Group Policy analytics
SCD127884Q
eSIM cellular profiles
(preview) -SCD24972ST Corporate

SCD211FN22 Corporate

Who is “trusting” the last check-in to find out
if the device is still checking in to Intune??




Trusting the Last Check-In
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Trusting the
Last Check-in Date
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Trusting the Last Check-In
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The device certificate was expired but the last
check-in was still getting updated....

Primary user UPN Last check-in Management certificate e

If the certificate is expired > NO communication.. No
Policies.. No Apps.. Nothing..
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Trusting the Last Check-In
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The device will ALWAYS be able to reach out (say hi) to the services
With it the last check in is updated....

[HKEY LOCAL_MACHINE\software\microsoft\provisioning\OMADM\Accounts\B3CAEDO5-09
"Flags"=DWORD:0000036f
"ConnRetryFreq™=DWORD: 00000006
"InitialBackOffTime"=DWORD:00007530

"MaxBackO‘Fleme -DUORD 0001d4c0

But it does mean the device is able to
communicate with the service successfully!!!

So please don't trust the last check-in



NNNNNNNN

suMMmIT /
20260

Local Administrator Protection



Local Administrator Protection

User Account Control

Do you want to allow this app to make
changes to your device? v E——

= E"-.IN
- Windows Command Processor |
Verified publisher: Microsoft Windows
Show more details
To continue, enter an admin user name and password.
ﬂ;‘—-
Username

Password

More choices

MODERN
ENDPOINT

¥  Windows Security

Allow this app to make changes to this
device?

Contoso Setup
ik

vVerified publisher: Contoso Corporation

o’

Looking for you...

~ (AN
—

Don't allow

Now!: Administrator Protection
(to secure your local admin)



Logged In
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Normal Operations Administrative Operations l.: : II',' ,_El."p }Llhﬂﬂml '&

J desktop-fekstb7\admin rudy

Standard Process

User Token

! Request for Elevation / No Auto Elevatior
User Context

Profile separated admin/user token

4

Isolated
admin
profile

Temporary Elevation

\%

Elevated Token

Isolated
admin hive

Isolated Admin Conte Just in time admin token

No auto-elevation
User
Profile
5l
Ha'
| i
User hive User token



https://patchmypc.com/administrator-protection-windows-11

Local Administrator Protection

o Configuration settings
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For now we need to enable it manually..
(which is a good thing)

& Account protection

Have a qu

Get help

Will be turned on by default in the ' - Windon O e el inpr
(near..................or not) future... fies

App & contro

&% Dynamic lock
Device security
wnamic lock is not s

Jevice perfo
Family options

Protection h

Administrator protection

strator protection is on. Keep it on to safeg
Administrato ion settings

Learn more



Enable Local Admin protection
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This is fine

Eay )

Local Admninistrator
- Protection
This Is fine.

What if it broke all your NON-US devices (not able to login anymore?)



Local Administrator Protection

So...using a NON-US OS ... is called rare? MODERN
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[Administrator Protection]

Luckily Microsoft fixed it with the next Windows Update
* Fixed a rare issue when Administrator Protection was enabled, which could cause

fou to see a resource loader cache error loading the MUI file on sign in.

* Removed extraneous space between Dynamic Lock and Administrator Protection

under Account Protection in Windows Security.

* Fixed an issue where Administrator Protection wasn't showing in the results if you

searched from the taskbar.




Local Administrator Protection
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Announcing Windows 11 Insider Preview Builc

26300.7965 (Dev Channel)

New features gradually being rolled out with

Looks like more stuff was toggle on*

broken when you
enabled administrator [Administrator Protection]

protection

Administrator protection is being re-enabled and aims to protect free floating admin rights

So please... don’t for administrator users, allowing them to still perform all admin functions with just-in-time

implement features the
day they are released

admin privileges. This feature is OFF by default and can be enabled via OMA-URI in Intune

or via group policy.
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Disable MDM Enrollment
When Adding a Work or
School Account on Windows



Disable MDM Enrollment

We all hate this prompt, right?

Allow your organization to manage your
device?

This will let your organization to control applications, settings, and data on this

device,

Choosing Mo might restric 5 {0 your organization's resources.

*Of course blocking personal
devices in general is always better

MODERN
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Microsoft (Entra team?) came up with

a *solution to disable MDM enroliment

when adding a work/school account
from teams/office

MDM user scope @

) No O some @ all

MDM terms of use URL (D

https://portal. manage.microsoft.com/TermsofUse.aspx

MDM discovery URL @
https://enroliment.manage.microsoft.com/enrollmentserver/discovery.svc
Disable MDM enroliment when adding work or school account on Windows (@)

@@ v

MDM compliance URL @




Disable MDM Enrollment

IsSMDMENrolmentDuringRegistrationDisabled

0a-0000-0000-c000-000000000000/
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Before the feature went
GA, we could already
enable it with Graph

beta https://graph.microsoft.com/beta/policies/mob

Request Body [g8) Request Headers (¢) Modify Permissions

("isMdmEnrollmentDuringRegistrationDisabled™: tr

Is this smart to do in Prod???



Disable MDM Enrollment
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Disable
MDM
enrollment




Disable MDM Enrollment

Windew  Help

Dlate and Tirr

Related links

Relieih
H v

| Event 0, Beviceblanagement-Enderprse-[iagn.. =

| | e Fndow flom rem

Evtni Propetses

Attach Taik Te Tha Ev

The prompt was gone... but the device still was MDM enrolled!!!
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foneColector/1.0/cors =trueScontent-type=appication/x... 1InitialVviewId":0 §'fIsMdmEnrol ImentRequired”: true FTemdmenrol ] 2021

fOneCollector/1.0/?cors strue Scontent-type =apphcation/x-... appication/json ams”: {"code":" ' _iea FTETTRTY KgxTuucw4cmQ
. ,U\’m\ucoc),dchn\nc.sIA AF) 0- w YNPSORK0OEZQIENBLEENDN4TDOXXD
ICFSgNPBh7qJHCOC3gQboK oacbrhNluhi4q-
[TrafficShaping /ContentRegulationV2.asmx V. text/xml; charset=utf-8 ESCKWLBONR WX 4HBWT 3C UNQZPCDI6T ) _DNPXGSTYShbyF_FUIQNUAHWEBNVTIUSA)7ZwAYSSH

f a . 4 X . s -\-SmeJGB‘SJ\‘thM
[common/SAS EndAuth?authMethodId =PhoneAppiotificatio... n .« apphcationfjson; charset=ut |GuSS kF 3P205 Q0GAVSBT_XSDDTATNTNMNHK 7 aui EZ euwHYNT UCB1F2Y95p2Z 2R SGUNTQZ KZOWEFY
fcommon/SAS /EndAuth?authMethodld =PhoneAppNotificatio. .. stor.,, applicationfjson; charset=ut Fa9u;6\.SS9H1’rb\h IFMImnCxQ02 3l DGJOCL;LH.‘Jﬂ-',GFob-lGL'S)CP‘?‘\v\‘Kuot'ﬂCq}‘oSSCIsthq‘»
6doTVSdbNSVKaKFIJJLVXESPGTIFSIWOUEOjqmi cezmkVS X2pMEtmVUWS -VNDEWOSCISgmFqroi
|_KVYVRXJIHXxZZPOBOr1C650Mggedsz 4K8qHuaswxYTt_pI7hntDUKXTIIZGFQV1-Z ) INWLETOQ)
1T, Sh ' \ aV2.asm i ctfxmil: ¢ =utf uogyhqOXHLahA) 9TeQPd7 dgVGOIP4tCIXE4XHFaw7ZrSy9a6Iol pko-
[TrafficS SERO/ConNERagUISONY 7St textjomi; charset=utf-8 PCRUZ SYNWXSMTO1 6862 IQHC C200r0a1kKyKC 6SVaIDCT 62FVQTrLxev4ionChsoCyhnH3GZ2p)
fcommon/SAS [EndAuth?authMe thodld =PhoneAppNotificatio. .. tor... applicationfjson; charset=ut Itk 7MXUNTSMDSU3PTECXWhWLAMTP T XWG-vub3e03waTF7 15hpdph9,~1.v.“.mc13n)ov3auc‘£
e A : et - e . WA | | _OQXUQQD6148rIZTANCTNODZ JMMI12IRTS6R _Cal180edPpuUIDST375nYKrd9ckT3vIHrjvivrl)
Jcommon /SAS [EndAuth?authMethodId =PhoneAppiotificatio... no-stor... applicationfjson; charset=ut ‘ 4>\5;R8To’x4~2xIT'r\"tHJJql\ht-\O 024GYN_V1IR1012gFv_L_wOIo41yh2nkjo-01-Z2
- : N_EF1fXW_n119k8rozqbsSsDoPmifIfOK3uSF) r2090KINCE840AThKERCDPLIRGQIKE~-8117
\‘ngLr‘-onzsferEkoW?-tmJ\4R69 U3TRE1-6KOPVICACro6BectrxXz8ixIEINuyFrjgmvo3
VOLATUTSXPqTPYyQIOTINLGNM-QV7 I2ZHICTFFNOBXGDQRYFLSIQS6VIDhXSI06X67 _XeMDgQINng
bresLrr7QOorwrsfZw_utaf 4d\JxE"RPGD::ODHBGwaG\P?nDY‘ daM_8-
. p - Z T eucCZm \951\\puGecalbg ‘cloud_instance_n : "microsoftonline.com","cloud
[TrafficShapng/ContentRegulationV2. asmx : text/xmi; charset=utf-8 Toud_graph_host_name”: "graph.windows.net", "msgraph_host": "graph.microsoft.
fOneCollector/1.0/?cors =trueScontent-type =application/x-j... d7da51570176", “Togin_hint": "rudyooms@wvdcioud.n1", “canary™: "ZhsQe/YfXifRvg
) CA\-\R\ O-qS\zLBadS»‘"‘vJ.‘Z”‘igSl.'l\b "»Edrl*\.x.\xn-\ -
Tew" . Yam kFork

fcommon /SAS ProcessAuth?ochfio Soxhplatformversio...

When the feature was first activated, the IsMDMEnrolimentRequired
config was ALWAYS send over to the device..

Even when the MDM enrollment was disabled

- - - e -~ -~ ~ ’ o | -~ LAJ - .
enrollment when adding w ir school account on Window




Disable MDM Enrollment

MODERN
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2 C [ =

= Microsoft

Allt:-‘w your organization to manage your . . .

device? Luckily, this issue
This will let your organization to control application ttings, and data on this .

e, T 9 CoNOI PSS e ‘ was fixed before
Chogsing Mo might restrict access to your organization's resources, th e f e O t u r e

Really went GA

eam more about device management

Impact across common Windows enrollment scenarios

_ Default behavior Opt-in recommended behavior

BYOD / personal devices High risk of accidental enrollment App access without device takeover
Microsoft Office / Teams sign in May initiate MDM enrollment No MDM enrollment unless user chooses

Microsoft Entra hybrid join (corporate) Microsoft Entra joined Microsoft Entra joined

Windows settings enrollment MDM enrollment MDM enrollment

Windows Autopilot / provisioning MDM enrollment MDM enrollment
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MDM Scope

&
Automatic Enrollment



MDM Scope / Automatic Enroliment

Default Preferred?

Home Devices | Enrollment > Home > Devices | Enrollment

Microsoft Intune - Microsoft Intune

MOM user scope (i)

' ' MNone some " Al
MDM terms of use URL (D)
https.//portal.manage.microsoft.co..,
MDM discovery UR
https://enrollment. manage.microso...
MDM compliance URL ()

https.//portal.manage.microsoft.co..,

We need to define the MDM scope if we want to
automatically enroll our devices with Intune

Automatic MDM enrollment is a premium Microsoft Entra feature available for Microsoft Entra ID Premium

subscribers. If you can't see the automatic enrollment settings, select Automatic MDM enrollment is available only

for Microsoft Entra |ID Premium subscribers to activate a free trial.
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The Automatic MDM Enrollment

MODERN
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MANA
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Tenant Details |

TenantName : Patch My PC DSREGCMD /status
TemantId : _T-7°2°7 2 oII I T T
AuthCodeUrl : https://login.microsoftonline.com/
AccessTokenUrl : https://login.microsoftonline.com/
MdmUrl : https://enrollment.manage.microsoft.com/enrollmentserver/discovery fs
MdmTouUrl : https://portal.manage.microsoft.com/TermsofUse.aspx
MdmComplianceUrl : https://portal.manage.microsoft.com/?portalAction=Compliance
SettingsUrl : eyJVemlzIjpbImh@dHBz0i8va2FpbGFuaS5vbmUubWljecm9zb2ZOLmNvbSE
:aWNyb3NVEmGur2Stydu Q=
JoinSrvVersion : 2.8

The moment the MDM scope is configured it should show up using DSREG
DSREG fetches the data from the Tenantinfo registry key

cudDemainlointTenantinfolb -131e-4 B6clfadbfb
MName 3 Data

ab|(Default)

ab| MdmComplianceUr! ! . s m,'? Compliance
ab| MdmEnrollmentUrl ! osoft. / fdiscon

ab| MdmTermsOfUselrl
ab| NgcEndpoint

ab|NgcResourceld




Configure the MDM Scope: This is Fine!
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What if Automatic Enrollment doesn’t kick in on new
enrolled AP devices after configuring the MDM scope???



Troubleshooting Automatic Enrollment

MODERN
ENDPOINT

MANA

SUMMIT
» 2021

Autopilot skipping the ESP... because Automatic MDM Enrollment didn’t work!
And.... Somehow the MDM urls are empty?

TenantName :
Tenantld : . e A T T i S e e e
AuthCodeUrl : https://login.microsoftonline.com/ /oauth2/authorize
AccessTokenUrl : https://login.microsoftonline.com/ /oauth2/token
MdmUrl :
MdmTouUrl :
MdmComplianceUrl :
SettingsUrl :
JoinSrvVersion : 2.0

Manually Enrolling the device also fails....

Tu Tl ]

of Af E U o T

Event 76, DeviceManagement-Enterprise-Diagnestics-Provider

General Details

..n'-‘n.u'lfc! MDM Enroll: Device Credential (D), Failed (Mobile Device Management (MDM) is not configured.)

* Useris licensed for P1
e Userisinthe MDM Scope and has an Intune License



Troubleshooting Automatic Enroliment

MODERN
ENDPOINT

SUMMIT
Home > Mobility (MDM and WIP) > S =C.

Mobility (MDM and WIP)

Microsoft Entra admin center

f+ Home
T What's new

Bl Diagnose & solve problems I~ Add application () iew A Got feedback?

Favorites

Mame 7

Identity Microsoft Intune

Home > Mobility (MDM and WIP) 3

Microsoft Intune

MDM user scope (@
C h ec ki n g t h e M D M O None ( me (@ Al
Policies in Entra -
fenrollmentserve

n/?portalAction=Compliance




Troubleshooting Automatic Enroliment

Let’s use Fiddler to Troubleshoot! I Shawerar oy G

oSession["https-Client-Certificate”] = "C:\\test\\Intune.cer";
Progress Telenk Fiddler Web Debugger 1

File Edit Rules Tools View Help if (eSession.Hestnamels("manage.microsoft.com™)) {
= o = - oSession["https-Client-Certificate™] = "C:\\test\\Int - "
) %2 Replay X~ b Go | ¥ Stream iiiliDecode | Keep: All sessions ~ &3 Any Process 34 Find [l Save | 15 () &8 Browse - gk Clear Cache [ P L AR MRS e

Protocol Host URL ~ [I= Fiddier Orchestra Beta “g FiddlerSaript El Log [] Filters — Timeline if (pSession.Hostnamels("fef.amsubB382.manage.microsoft.com™)) {
HTTPS www. fiddler2.com  [UpdateCheck. aspudis Get Started (3) Statistics LA Inspectors £ AutoResponder & Composer oSession[ "https-Client-Certificate"] = "C:\\test\\Intune.cer";
Tunnel to  dizhdvaanizo. doud Request Count: 1 ~
i o Bytes Sent: 174 {(headers:174; body:0) s oSession.Hostnamels (" : : "
Byres Received: 1,127 (headers:259; body:S868) if ( ("checkin.dm.microsoft.com”)) {
oSession[ "https-Client-Certificate™] = "C:\\test\\MDM.cer";

ACTUAL PERFORMANCE }

E_}jen:gonr_\ﬁited: .. igig' if (oSession.Hostnamels(“discovery.dm.microsoft.com™)) {
culizq;.gglueiﬂzfﬁz' 13:16:51. oSession["https-Client-Certificate”] = "C:\\test\\MDM.cer";
ClientDoneRequest: 13:16:5 1

Determine Gateway: oms

DNS Lookup: Y oms if (pSession.Hestnamels(“enrollment.dm.microsoft.com™)) {
TCP/IP Connect: T4ms . " 14 _ crar wy] - v ",
el to  bat.bing.com: 44 HTTFS Handshake: = oSession["https-Client-Certificate”] C:\\test\\MDM. cer™;
Tunnel to D, ads.linkedin. com:=4 serverconnected: 116:51.585 1

Tunnel to  connect. facsbook.ne Z;EELEEEE&;E:?:?‘SH figf- Egg if (oSession.Hostnamels("enterpriseregistration.windows.net™)) {
fiddler?.com foontentfGetArtides?c servergeginResponse: 13:16:51.784 oSession[ "https-Client-Certificate”] = "C:\\test\\Azure.cer";
GUtRESDUﬂSEHEadEI’S: :16: . 724 }

fiddler2.com foontent/GetBanner?c ServerDoneResponse: 13:16:51.784

- - p ClientBeginResponse: 13:16:51. 784
dévibcy3ong7S.do...  ffonts/2.0.0/fakislabe ClientDoneRkesponse: 13:16: .784
dtzbdySannizp.dou... [cache/efafich3abbb:
www. telerik.com  RestApifpersonalizat Overall Elapsed: 100100, 233 e .
N \agead/conversion : | RESPONSE BYTES (by Content-Type) We can even attach the Intune and Entra Certificate to it!

applicarion/json: B6S8
~headers~: 259

ESTIMATED WORLDWIDE PERFORMANCE

The Tollowing are VERY rough estimates of download times when hitting Gptil:uns
servers based in Seattle.

General HTTPS  Connections Gateway Appearancs

With Fiddler we can intercept HTTPS Traffic / Decode it and use it for troubleshooting (or other things..) Fiddler can decrypt HTTPS sessions by re-signing traffic

Capture HTTPS COMMNECTs

o AppContainer Loopback Exemption Utility )
Decrypt HTTPS traffic

ecurity and reliability reasons, Windows blocks “Immersive” apps from sendin

comp 1c Utility enables removal of this restriction for debugging purposes. from all processes e

*+ Refresh Exempt All  |Exempt None i
eres - ? [] lgnore server certificate errors (unsafe)

[] Check for certificate revocation

https://call4cloud.nl/fiddler-decrypt-capture-intune-traffic/




Troubleshooting Automatic Enrollment

On a working device:
When joining Entra, The ID Token should be there holding
the MDM enrollment URL

MODERN
ENDPOINT

sumMMmIT |/
2‘0&;‘: f

Transform: From Basef4 v [)Viewbytes  Encodings... Save Qutput: As Session ToFile.. ~ Send output to input N

yp""JWT" "dg":"none"}
"aud"*25d%d98-3469-4536-ade 2498 1hc 10605 " "iss™ itps://sts windows net/02ad%%c- 36964 77b-8cb 3

badeladacdc/” at": 1678373134 "nbf"; 1678373134, "exp” 16"m€- amr”;

he microsoft com

13010763331 53119309"113 pud 00325{'274311431"_'pad Ji' 'H‘ps porta' m’crc%ﬂonlr:co'r Change%sm wer """ AToAnF-
FoY2e{eMsbuk dKmsndit 2Spp D ZFreL 5gowd YF46ADE ", "sid"."S-1-12-1-4279119295-1259845536- 3774606554 3404346 1", "sub™."Yos eladLy-

iCuHsBApdk L5gRBsaxdtgKkh 78 _idM" tenant_display_name™:"wvdcloud”,tenant_region_scope”:"EU" tid":"(2ad%¥3c-3696-477-8cb3-

hadela%acSkc” tokenAutologonEnabled™:1, "unique_name":"rudy@wvdcloud nl”,"upn™"rudy@wvdcloud nl” “user setting_sync_ud":"eyJViemizipbimhOdHBz0xeveS
fub25Lm 1pY3ve 29mdC5ib 20viwiaHROcHMBLySrYWis YW S Ny Svbm b WiemSzb 2Z0LmNvb SEXX0=",“ver"“1.0')}

"pwd"],"domain_dns name”:"mmsmoaJocal”, "doman netbios name":"MMSMOA" "qiven name™"rudy”,"paddr™:"185.44.163.130" 'mdm_compliance _ur";"hitps://portal mana

hortalAction=Compliance”, ‘mdm _enrolment_ul" Htp< cnmli'rcnt manage 'ncrcwf‘m enrolmentserver/dsgovery svc, m terms_of use_ud""https://portal manage micr
hsoft com/ Temsdfumess oy b ey “onprem_sid""S-1-5-21-2607092747-

3l




Troubleshooting Automatic Enroliment

This how it looked like on the BROKEN devices

10:46:31,481

10:46:31.481 login.microsoftonline.com /comman/oauth2/token

10:46:32.625 enterpriseregistration.windows.net  fwyddoud.nl/discover ?api-/iigion=1.7

ogin.live.com  [RST2.srf
enterpriseregistration.windows.net - [EnrollmentServer fdevice Papi-verfgn=2.0

10:46:33.801
10:40:32.625

575 P —m e

The TextWizard encodes and decodes text. Input text and select a transform from the dropdown.

0 XACHKV1QILCUhbGeiCilub 25In0 ey hdWGIOiOWQBZWQE0C hND YEL TQ MYt YWRIM ImO T Ym MeZDYwNW LiLC Jpe 3Mi0iJodHRwezov L NGy B3l kb daL
mEHdCOuMim P NW Y5 Yy Dz 2L TQINZHOGNiIMy 05YmEDZTBAOWFOW My fiwia W Dfox NzMEMY 20 Dk 2L CuYm YiOTE Iy YAC TMslmVAcCIGM TezO IO Mywi YW1
¥lipb nBIZCksIm ImYSJdLC kb2 1haWEZG52X25hb WUIOib XNb 2ELb G YWwiLCJko2 ThalWabm VD Ymbve 1 u YW o TUT TTUSBlwi Z22ZWEbmR 2516 NgHALCUpZHR
5eClBInVzZXLCIpcGRZHICibeODULNDQuMTYSLEZMClelm3hb WLICH SdWRSIHwg UGF T 20Ne VB D iwib2kloiZmYwZT k Ym Yt Yikz MCODYEILW Fm ZGCt Nz YWNK MG
RkZjEBimi 25wem EX3NRD Voh Y 2Nvd WEDX25hb WLIOyd WRSlwicHVp ZCIBHEWMDMyMDAYN2Qz MTIOMz B LCwd 2Rfd XJslioiaHROcHMELy b 0¥ WbV Nm 320270
b 2552l HLmNvb 530G RuZ2VA Y XNzd2%yZC5he JBdiwicmai il LcFUb OFu R0 XBZMmUwZU1zNXVNEt c25KanQyU 2encERaRn I TDVn Yndk WU Y 3aEFERT AR 541LC
aWGCHTLTEMTEMSO0McSMTESM 1LTEyNTKANDUSMZROTCINDYw UL TGzNDAIODGZMSIsInTYilBlhve ChOMW RuQUFSLWdDan Vi) Be Khr TvnUk OhKd
GdL52g3015pNEGLCOZWEhbn RFZGIzcGrhe Vu YW T joid32k Y 2o WLC0ZWShbn RFcmbina W SuX 303 B oiR Y UILC Ca VW QiCil MmNV Y Sy DNk 2L TANZ G Ni
My05YmEQZTBHCWHOWNLC) Db2bk F1dGsb 2dvbk VYWs ZWIDiEsIn VuaXF1ZV5uYWlinicn Ve UB3dmRipGI1 ZCSubCle nViwbilGlnd 1ZHIAQ 32 Y 2ovd WQubmyRC
1c2WX3NidHRpbmefe JuY 13 cmwiOile Up WY 21seklgeGdb WowZ EhCek SpOHZh Mk Zw Yk GaWFUWXVIMVs TGic Pk zSn 1Mt ZEM TamlyMHZ JaXdpYUhSMGNITT.
ThWVider 1IXNXRORTVZYm VAW, ¥h(anih TIRYiIaMPit TnZi | IshnW FrwP Sleln il RiFuMClelnhte 1507 H IhCIREFa(C1

Transform:  From Basesd v [JViewbytes  Encodings.. Save Output: As Session ToFile..  Send output to input

{'typ"JWT" "alg" mone"}

{'aud""25d%d98 24694536 ade 2498 1bc1dA0%" s " Wips://ats windows net/02adF3c-3696-477b-Sch -

Gbadeladecic/" "iat" 1739266853, "nbf" 1735266833, "exp" 1735270753 "amr":

['owd""mfa"],"domain_dns_name":"mmsmoa local","domain_netbios_name":"MMSMOA" "given_name":"udy” "idtyp™:"user" 'ipaddr™"185.44.169. 130" "name""Rudy
PatchMyPC","oid""ff0e 2dbf b 330-4b 17 afdd-

423acd0ddf19" "onprem_sam_account_name":"rudy”,"puid":"1003200274312431" "pwd_ud""https://portal microsoftonline com/Change Password aspx”,'th"."1 AToAnF-
Y22 0eMsbuk 4Kmandt 25ipp DZ Fre Bgbwd YFTRADEGAA." "sid"."5-1-12-1-4279119235-1253845936-77460655-434048461" "sub " YosHN 1dnAly-
aCjuHsBAydc U5gRBsaxkakkh 7B _i4M" “tenant_display_name":"wvdcloud","tenant_region_scope":"EU" "tid"."02ad ¥ %¢-3696-47b-8cb 3
Shadelaacic”, tokenAutologonEnabled "1, "unique_name":"udy@wvdcloud nl""upn" " tudy@wvdcloud nl","user_setting_sync_ud":"ey Vemlzljpbim
T Yub 23 Lm 1Y Jve29mdC 5o 20vlimia HROGHMBLySr Y Wie YW ap Ny SvbmUub Wicm 320 2Z0Lm Nvb SBXXD=","ver":"1.0° "ms _idrel""1 8"}

MDM enroliment URL MISSING

iBvaZFpbGFu

Elalalted 17 alalst C &) LOMPposer [ FOdET UTtNEsTd bEld  es| FOOErSORT (=] L0 ] FIE

This connection uses HTTP/1.1 To inspect it with HTTR/2, use Fiddler Everywhere.
Cookies ||Raw | JSON | XML

POST https://login.microsoftonline. com/common/oauth2 /token HTTP/1.1

Drigin: https://login.microsoftonline. com

Referer: https://login.microsoftonline. com/WebApp/CloudDomainloin/10

Accept: application/json

Accept-Language: en-GB,en-Us;g=0.7,en;q=0.3

Content-Type: application/x-www-Torm-urlencoded

Accept-Encoding: gzip, deflate, br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4; MSAppHost/3.0) Applewebkit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36
Edge/18. 26100

Host: login.microsoftonline. com

Content-Length: 1116

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: fpc=An_tGuzLge181Z3aDZ5Z0xT -2V 10AQAAABKTPUBDAAAAPTYODOEAAABCEZ 3TD gAAAEDEOMCBAANAT NN I3W4AAAN;
esCLx=PADABBWEAAABYF SpeuanR am2 JAF LXRQELUQOKYqOLZvmTpyiplt4v-1BdEC__311xTh4nfoPD]jy_uxu4kqQos03IFhRzex1_PXK7RqFt24h1qULlZxVYMIDZMgSGOTgBEmMeNerz K-
FGHOK K 4MUd0sKOBNS BGLWPCS kOQHPCWKMBY AWYKXTIdq0AQIr HEARIME LrQ-CXKIHQOAA; X-ms-gateway-s1ice=estsfd; stsservicecookie=estsfd; buid=1.AToANF-
TApY2e0eMssuk4Kmsn]t251ppDZ FreLs ghwiYF4BAAAGAA, AQABGIEAAABYT SpeUWanRam2 JAF LXROE4RXSS-BjOmnc2317ve_GLAFkX0duqBi_9dDL 9gKBEZ aAR HOZ BXFw-
V2ZNg2STNNamYDCHONSh3gLGeMw_gMOW-TLZBI_eQtPSLuU]Ynesh3Yo4x8RONDYOCSqILqTgUMOaXVE 17pBSrmISegakahmbI0XANZ XXpgs X601RQIUXLMOAA,
MicrosoftApplicationsTel emetryDeviceld=62852902-bcB9-4133-2494-579806878306; brcap=0; ai_session=NTDJIRgBMIDSi3IvLUZOVM|1739267157592 |
1739267166512, MSFPC=GUID=e8f5 86T 4C4494a759447e077h6T7D3484HASH=28T5aLY=202502&V=4&LU=1739267076959; ESTSAUTHPERSISTENT=1,ATOANF-

TApY2e0eMs5 Uk 4KmsnT251 ppDZ FreLs ghwiYF4BAAAGAA, AQABFWOAAABYT SpEUWanRam2 JAF LXROEAWDS_WUASP_CRXG-UTxvonuqnpTeLriwtksQgoszAivdzmz117_TpFy8eqsiL-
0IINY57X_udXedv4d14thigycUtaiyve-0agps3nPs0iD iz 2Q3VeNn3peDNys-90T q0VaB3eHS FrnsnL40TLHF 27ECTLM_1GKTZ 4b7 npSNNRECYPR2KyUGYXaS LPL 4p2WfUXP-
FEqXmezhf8xyLg0hd_J2WVKE_1oul7-vAOD 1XGES_D-KDai PRVUFZhps7MyRUVAEZ Uc-5V0-9ajPCEE_109] 26YFRNDL - 1ZNIF a5_RF jP8izF-

pWZ FRONSMgNMeSucd JEEShS TFXSKEC175q3L _ST94LFZTOmYENEL1ZZ ARB_BFOFKDLKWIGPZM3I2ZpNT-HI2BCS9e0NbGY7TOPCTTLEAC -XNANLIODW]d01gg; ESTSAUTH=1.AT0ANF-
tApYZe0eNssuk4kmsn]jt251ppDZFreLs gbwdYF4BAAARAA . AQABFROAAABYT SpeUWanR am2 JAF LXROEAWDS_wUA9PS1IEFD7MyuUAL 9GT gXrypanGz 1C3WPIwTLvOnX ] IVAIgc4xe] ItVGTR
guR_NZYOzVeaM 07Xz Uhukd] 4npgFG7aMaT 1IRneymal6_GSEAQKX240zD]5DAN2YZ j tBLIapydXhIF 3UPkmWETQpWCChS 52 UXNT cwr ERGWWy Gk IXAUMDX 22 T700dSVICZXZX342-
1n3x8RkqIkr4sLMUmi cejleHs-5VxcwudqhaNsDI13Pggpvqubqg2hA_pAq-

RGEROVTE0Z eLz SyH] THHRQS dFVQSmyGroUXkLX30WsTISNFwi_XyezhHt SqbrvgvaTCys4j 3afCBPEEWE WKy Tk 38MukdvOGTM10HZOTC VKL 48LDTDZ K Ink-

v1z0TtLF j JAZRps JpQZyx0ks TR ENQACQF 70T WZWITWHC vapTLYNOLULDPO_Et9gwnaDPRfhgdX0ELDIRS Wk LAKNPOUKWH] 6E T HApTtAYNTwtFG7 aD9ddy Iz kah-OmhC2FSEQUCKDOUL39a6
7mpEciwf&f 2pifP72v0121c1¥9z0bkS dnlUphay-DOWD3587mi111TGx2Ir Jaogz 4alvke2h14C haHs aEORMFKG1uBg-5zK cQue-7ov_oTR iDvadHvhR -ryi)i I5zCr PURWY] ALESmhdEUG;

Find... (press Ctrl+Enter to highlight &ll) || ViewinNotzpad

Headers = TextView | SyntaxView | WebForms | HexView | Auth

sformer | Headers  TextView | SyntaxView | ImageView | HexView = WebView | Auth | Caching | Cookies  Raw ||JsON | XML

B SON
‘ ress_token=eyJ0eXAICI KV 1QLCIbGAOiISUZ INiTsIng 1dCT6 ImltaTBZMnowZFILeEJ0dEF xS 13UdDV oL UayIsImtnZ IS ImitaTBZMnowZFLeE J0dEF x5 19UdD Vol Jay 9, ey hdWQIOTwMWNMig 3032
: pires_in=298
- eXpires_on=1739267432
T
-id_token=eyI0eXAi0IKV 1QILCIhDGAOIub 25In0. ey JhdWQIOTyOWQ SZWQ50C THNDY SLTO IMzYEWRIM ImOTaxmMxZDYwNWUILC Jpc3Mi0iJodHRwezovL 3M0cy 53 W Skb 3dzLmSIdCEwMmPKNWY 5Yy0zhik.
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Troubleshooting Automatic Enroliment

Using Graph to find the MDM Policies
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The Broken one

They had a different MDM provider before moving to Intune... but the removal
of the MDM policy in the portal failed to delete it from the backend



Troubleshooting Automatic Enroliment 7+
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€3 Device preparation
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* After deleting the broken enrollment policy.... It worked within seconds
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Lesson Learned:
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We need to test every single
feature before implementing it
and yeeting it to prod
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Wrapping Up
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We implemented some funny Security Features

*Potential Issues: Misconfigurations leading to enrollment failures,
compliance problems, policy enforcement issues, admin privilege
complications.

*Best Practices: Don't deploy stuff to prod and all devices! Use Deployment
Rings! And wait until the feature goes GA!
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