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Where do I start?



• Export platform scripts from Intune

• Save time on creating and uploading Win32 apps

• Upgrade Windows 11 to current and stay in control

• Unused groups or policies



F12 Developer Tools

• Use the Intune portal to identify the API calls
• Graph X-Ray is great Merill Fernando



Graph Explorer

• Identify the API call and use Graph Explorer for initial tests
• Works perfectly for small quick/tasks
... and for testing

aka.ms/GE



• All API sets are in general availability status
• Upcoming API updates are announced beforehand

Microsoft 
Graph v1.0

• This endpoint generates waaaay richer results
• Upcoming updates could break your current scripts

Microsoft 
Graph BETA



PowerShell: why?
• Combine data from different sources

• Create reports
• Decode BASE64 payloads

Example: 

Identify stale objects and corresponding BitLocker and WLAPS password 
before deletion… 

Or create a good-looking report with exactly the data and format you 
need.



DEMO

• Windows LAPS
• F12 dev tools
• Graph Explorer

• v1 vs BETA





PowerShell: The True Hero





PowerShell: how?

• Use PowerShell to execute the API calls
• Great for more advanced scenarions such as creating reports
• BASE64 decoding

PowerShell modules are great but not always required



DEMO

• Dad jokes!
• JWT



Some of our greatest PS tips:

• Less is more
• Hash tables

• PSCustomObject
• Modules: Only when necessary
• NextLink

• Throttling



Windows LAPS history

• The portal will only show the current password
• There are scenarios where we need old passwords



Intune Win32 Apps

• Use PowerShell to wrap and upload Win32 apps. Supports icon
• Huge time saver!! 



TPM / Hardware info

• Use Graph to identify TPM manufacturer. 
• Known issue with RSA 3072bit
• Nuvoton and ST Micro



Custom Compliance Script and JSON payload

• Custom compliance requires an inventory script and JSON for validation
• Standard compliance policies doesn’t measure the running value 



Device mapping, based upon primary user
Yes, please!

• Dividing devices into groups could be hard while not using a device 
name prefix

• If we know where the user belongs, we could use that to tag devices 
with extensionAttributes



Configuration as code

• Less clicks, more testing… let’s focus on the correct stuff
• Check in policies, create backups and just enjoy your day to day



Scope tags... Huge manual work!



Stay in control

• Intune and cloud in general is a fast-shifting environment and can 
be extremely hard to follow along.

• This is not only Intune but the eco system of Microsoft, so how do 
we ensure that we keep the control?

• If you are on Windows 11 23H2 or 24H2 you soon will have to 
upgrade to 25H2. 

• Easy out of the box IF…. You have WUFB / Autopatch, but here is the 
thing….



Windows feature updates
• The eco system of Microsoft requires us to stay current to ensure 

we stay supported. 

• The only constant is that we know we have to move.
• For Windows that means new features introduced, old deprecated.

• When new features are introduced, we as admins needs to know 
about them and take action. The same needs to happen to have a 
clean environment that keeps being healthy and simpler to manage.

• Where do we start?



Windows feature updates technology

• To stay current, we have multiple options available.
• Autopatch
• Windows update for business
• WSUS

API management to Windows Update for Business deployment 
services



PowerShell is the answer to many things



Control your Intune environment

• Do you have full control of your environment?
• Some will say, YES, but our bet is that most have already started to 

build up technical dept, just as we did with good old GPO’s.



DEMO

• Windows 11 23H2 -> 25H2
• Intune TOTAL control.



Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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