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What? Why? How Much?



What?

• AI capabilities built into Microsoft Intune that help admins 
manage devices, policies, and apps faster, using natural 
language instead of clicking through menus or writing queries.

• Embedded in the Intune Portal
• Security Copilot Standalone
• Agents



Why?

•Save admin time
• Faster troubleshooting
• Lower skill barrier e.g. no KQL required for queries
• Fewer misconfigurations
•Stronger security posture



How Much?

•Security Copilot required - SCU-based billing
• Entry point ~$2,920 / month (1 SCU, 24/7)
•Some agent may require extra licenses
•Consumption scales with usage - monitor SCU burn
•ROI: admin hours saved vs. monthly spend



Intune Agents



Four agents currently

•Change Review Agent
•Device Offboarding Agent - Deprecated
•Policy Configuration Agent
•Vulnerability Remediation Agent



Change Review Agent

This agent evaluates the effect of approval requests in Intune and 
makes recommendations for the actions you can take.



Change Review Agent Use Case

• Third-party script review. MSP or consultant submits a script, 
agent flags risks before approval

• Catching destructive commands. E.g. Remove-Item on system 
paths, registry wipes, mass-uninstalls flagged as high risk

• Junior admin submissions, senior reviewer gets an AI second 
opinion with context

• Understanding unfamiliar scripts, agent summarizes what the 
script actually does

• Insider-threat mitigation, adds a review layer before a script hits 
production devices



How does it work?

• Reviews policy changes before they're applied
• Analyzes impact: affected devices, users, groups
• Flags conflicts with existing scripts
• Summarizes the change in plain English
• Recommends proceed, adjust, or roll back



What doesn't work (yet)

• Only PowerShell scripts on Windows via Multi-Admin 
Approval

• No config, compliance, or app policies (yet)
• No device actions wipe, retire, sync, etc.
• Max 10 requests per run, manual trigger only no 

scheduling
• Public preview, public cloud only  not for gov clouds
• Not retroactive



How to enabled it?

• Enable MAA
• Enable Agent
• Create a Platform Script
• Fill reasonable Business Justification
• Run Agent



Demo



Device Offboarding Agent

The Device Offboarding Agent can find devices that were 
removed from Intune, but might linger in Microsoft Entra. It 
provides steps to properly remove them from Entra.



Device Offboarding Agent

https://learn.microsoft.com/en-us/intune/copilot/agents/device-offboarding-agent
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How it works?

• Enable Agent
• Run agent
• Follow tasks to remove devices



How doesn’t it work?



Policy Configuration Agent

The Policy Configuration Agent turns your command or written 
security baselines like STIGs, CIS, or your own requirement docs 
into Intune Settings Catalog policies. It maps each requirement to 
the matching setting so you don't have to build the policy by 
hand.



Policy Configuration Use Case

• New regulatory baseline, turn a fresh CIS or NIST release into an 
Intune policy draft in minutes

• Government / defense tenants, map STIG requirements to 
Settings Catalog without hand-mapping

• Custom internal hardening doc, upload your security team's 
Word/PDF baseline and generate a draft

• Client onboarding (MSPs) quickly stand up baseline policies 
aligned to the customer's framework

• Audit prep, prove baseline coverage by generating policies 
directly from the audit framework



How does it work?

• Upload a baseline document (STIG, CIS, custom) - up to 25 KB
• Create your own query to have the agent create your policy
• Agent maps requirements to Intune Settings Catalog
• Review draft with rationale per setting
• Agent creates a Settings Catalog configuration profile
• Admin assigns, scope-tags, and deploys as normal



What works well?

•Turns written compliance into policy drafts in minutes
•Handles known baselines - STIG, CIS, NIST
•Shows reasoning per setting - not a black box
• Lowers the skill barrier for baseline hardening
•Natural-language prompts also supported



What doesn't work (yet)?

• Settings Catalog only - no Templates, Compliance, App 
Protection, or Endpoint Security

• One document per run, 25 KB max
• Not every requirement maps - unsupported items must be 

handled manually
• Manual trigger only - no scheduling
• Public preview, public cloud only - not for gov clouds
• Every run burns SCU



Demo



Tenant mismatch issue



Word mismatch issue
All laptops must have hibernation turned off and a lock screen policy of 10 minutes when 
inactive.



Word mismatch issue
All laptops must have hibernate turned off and a lock screen policy of 10 minutes when inactive.



Vulnerability Remediation Agent*

The Vulnerability Remediation Agent for Security Copilot in Intune 
uses data from Microsoft Defender Vulnerability Management to 
identify Common Vulnerabilities and Exposures (CVEs) on your 
managed devices.

* Limited public preview



Vulnerability Remediation Use Case

* Limited public preview

• Patch Tuesday triage: agent ranks this month's CVEs by real 
exposure in your fleet

• Zero-day response: quickly see which devices are exposed and 
what update to deploy

• Third-party app vulnerabilities: flags outdated Chrome, Zoom, 
Adobe versions with fix guidance

• Audit / compliance reporting: show prioritized CVE backlog and 
remediation progress over time

• Small security team: focus limited hours on the highest-impact 
fixes first



How does it work?

• Pulls CVE data from Microsoft Defender Vulnerability 
Management

• AI prioritizes CVEs by severity and device exposure
• Generates a ranked list of suggestions in the Intune admin 

center
• Provides step-by-step remediation guidance per CVE
• Admin deploys the fix through normal Intune workflows

* Limited public preview



What works well?

• Focuses attention on what matters - top CVEs ranked by impact
• Bridges Defender and Intune in one view
• Actionable guidance - tells you what to deploy, not just what's 

broken
• Shows affected device counts and CVSS scores
• Accessible from both Endpoint Security and Agents nodes

* Limited public preview



What doesn't work (yet)?

• Limited public preview - access gated, request via Microsoft
• Windows client only - no Windows Server editions
• No scope tag support - all admins see all data
• Manual trigger only - no scheduling
• No auto-remediation - admin still deploys the fix
• Identity expires after 90 days inactivity - SCUs per run

* Limited public preview



Demo

* Limited public preview



How to enable it?

• Enable Agent
• Choose run frequency

• Start agent
• View suggestions



Suggestions overview

• Suggested action
• Factors
• Actions to take
• Configurations
• CVE Count
• Exposed devices



Issues to report

• Mark as applied
• Exposed devices

• Object id
YEAP…
Object id
not
on
Intune



Security Copilot In Intune 
Embedded Experience



Security Copilot Embedded

Security Copilot Embedded is the AI chat pane built 
directly into the Intune admin center. It answers questions 
in plain English about your tenant - policies, devices, users, 
apps - using data from Intune, Entra, and Defender. Instead 
of clicking through blades or writing queries, you ask and it 
explains.



Security Copilot Embedded Use 
Case

• Quick policy summary - "What does this Conditional Access 
policy do?"

• Device troubleshooting - "Why is this device non-compliant?"
• Group / assignment tracing - "Why did this user get this app?"
• Policy comparison - spot differences between two similar 

policies
• Onboarding / training - junior admins ask in plain English instead 

of hunting in docs



How does it work?

• Chat pane embedded directly in the Intune admin center
• Context-aware - knows what policy, device, or user you 

have open
• Backed by Security Copilot - same SCU billing as the 

agents
• Uses natural language - no KQL or Graph syntax required
• Read-only - answers questions but doesn't change 

configuration



What works well?

• Fast policy and device summaries in plain English
• Great for troubleshooting - explains why a device is failing 

compliance
• Surfaces data without switching blades or writing queries
• Lowers skill barrier - junior admins get answers faster
• Helps compare similar policies side by side



What doesn't work (yet)?

• Read-only - can't create, edit, or assign policies for you
• Answers can be vague or generic - still need admin judgment
• Limited coverage - not every Intune blade or data type is 

supported
• Consumes SCUs per prompt - cost grows with usage
• Public cloud only - not available in government clouds
• Needs Security Copilot licensing - not included with Intune alone



Demo



Intune Explorer



Intune Explorer

Using natural language and your own words, you can query and 
explore your Intune data. An intelligent search matches your 
request to available query views that are built into Intune.



What can be queried?

• Advanced Analytics
• App configuration and app protection
• Apps
• Audit logs
• Compliance
• Device Configuration
• Device updates
• Devices (device properties)
• Endpoint Privilege Management
• Role based access control (RBAC)
• Users and groups
• Windows Autopilot deployments



What actions can be taken?

• Add devices to a group
• Add users to group



Security Copilot Standalone



Security Copilot Standalone

Security Copilot standalone is Microsoft's dedicated generative-AI 
workspace for security, accessed through its own portal. Unlike the 
embedded experience in Intune, it can pull signals across Defender, 
Sentinel, Entra, Purview, Intune, and third-party plugins in one place 
- giving SOC and security teams a unified chat surface for 
investigations, threat hunting, and reporting.



Security Copilot Standalone Use 
Case

• Incident investigation - summarize a Defender incident and pivot across 
connected products

• Threat hunting - natural-language KQL across Sentinel and Defender data
• Script & malware analysis - paste a suspicious script or command line, get 

an explanation
• Executive reporting - turn incident data into plain-English summaries for 

management
• Custom promptbooks - automate recurring investigation flows for SOC 

analysts



How does it work?

• Dedicated portal at securitycopilot.microsoft.com
• Connect plugins - Defender, Sentinel, Entra, Intune, Purview, 3rd-

party
• Ask in natural language - Copilot picks the right plugin 

automatically
• Runs on SCUs (Security Compute Units) - billed per hour of 

provisioned capacity
• Promptbooks - reusable prompt chains for recurring tasks



What works well?

• One surface across the whole Microsoft security stack
• Script and incident summaries save hours of analyst time
• Lowers the skill floor for KQL and threat hunting
• Audit trail - every prompt and response is logged
• Extensible - custom and partner plugins beyond 

Microsoft's own products



What doesn't work (yet)?

• Expensive - SCU billing stacks up fast (~$2,920/mo for 1 SCU, 
24/7) – or not???? Stay Tuned ;-)

• Answer quality varies - can hallucinate or give vague results
• Steep learning curve - prompt skill heavily impacts output quality
• No agentic actions - it analyzes, but doesn't remediate 

automatically
• Public cloud only - not available in government clouds
• Data scope depends on configured plugins and permissions



Demo



Demo



Costs



Is it really worth it?



Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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