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Intune Deep Dive:

How Policy And App Delivery Really works...
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Microsoft MVP 5 years 4@ el
Patch My PC i
Multiple Nicknames
-TroubleMaker
-The guy that reverse Code for fun
-Mister DLL
-Mister MDM

Hobbys? = The Above
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Microsoft MVP 4 years @ Microsoft-
Secure at Work Professional
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The Goal of this Webinar ©

How it works... H : .
2 ow Microsoft is
lemg P90P|e How it doesn’t Work! working on

a clear understanding Improvements
How policies

coming down...
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 The Basics
 The Full Policy Flow
 Windows Notification Service
* The Fastlane
* Maybe More... ?(Depending on Time)




The Basics

Intune

Win32Apps/Scripts...
MDM WORLD

Policies
IME WORLD

Infra Backend

]

IME / SideCar Agent \ /[ OMA-DM]—[ WIN-DC

Windows

Win32App Policy Engine

Workload/ Re‘j:::i";:;ME (CSPs/Declared
PowerShell C fi )




How Intune policies are delivered

Policy Engine
(CSPs/Declared
Config)
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Let’s first
examine
how and
when
policies are
sent over




Configuration settings

~ Device Lock

Device Password Enabled (&

Allow Simple Device Password (O

Alphanumeric Device Password Required

Device Password Expiration ©

Device Password History (O

Max Device Password Failed Attempts

Max Inactivity Time Device Lock @

Min Device Password Length (O

Scope tags

Default

Assignments

Included groups

Group

All devices

Deployin

Enabled

Password, Numeric PIN, or Alphanumeric PIN required.

Status Group Members . Filter

Active None

Excluded groups

g Policies

=1

Microsoft Intune

@ Configure devices a feceus

Configuration App protection Device
Policies policies compliance
policies

Profiles

Manage apps

Apps Apps
configuration

policies

Let’s start creating a Policy




How Intune policies are delivered

1 CO nfigu re PO l_i Cy Device Password Enabled (O Q Enabled

i N I ntu N e Allow Simple Device Password (0 Allowed. 4 The CSP engine applies it
locally. (get / set / get

¢ /Device/Vendor/MSFT/Policy
o Config

o {AreaName}

MDM Client (OMA-DM)
parses the SyncML payload.

o {PolicyName}
o ConfigOperations
o ADMXInstall

o {AppName}

o {SettingsType}
(-\) o {AdmxFileld}
Q . Intune sends policies in Pro?ertTes
SyncML (XML format). o {SettingsType}

o {AdmxFileld}

o Version




How Intune policies are delivered
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i G policies are

S g sent over to
) the device
E? / A1 ....in detail

I NEED TO KNOW DETAILS




What happens when creating a new policy

[Admin adds/edits policy)

So... again... lets create the policy first...




Do we need to wait?

/U : 10
5 PushRenewal Multiple triggers ...  10/13/2025 10:39:19 PM  9/29/2025 7:39:!
) Schedule #1 created by enroliment client At 10:41 PMon 9... 9/29/2025 7:53:(
5 Schedule #2 created by enrollment client At 10:56 PM on 9... 9/29/2025 8:41:(
=] Schedule #3 created by enroliment client At 12:56 AMon9... 9/29/2025 5:56:00 PM  9/29/2025 9:56:(
5 Schedule created by enroliment client for r... At 6:33 AMon 4/... 4/10/2026 3:33:00 PM 11/30/1999 12:0
~) Schedule to run OMADMClient by client Ready 9/29/2025 1:16:«

eneral Triggers Actions Conditions Settings History (disabled)

When you create a task, you can specify the conditions that will trigger the task. To change these triggers, open the task
property pages using the Properties command.

Trigger

One timé At 12:56 AM on 9/29/2025 - After triggered, repeat every 08:00:00... Erlbled

Do we need to wait 8-hours before the policy arrives at the device?




WNS Is
(still)
pretty

important
(for now)




« When we are changing targeting (adding or removing a device/user group)

- When we are Editing a payload (changing/adding a new Intune policy)
« When Entra group membership changes

Intune will ask the WNS to deliver a message to the device, telling it to check in.

Windows OS

Admin adds/edits policy

l App Client

(lntune evaluates scope) Al ‘ A

ush request -

Windows
Notification

= : ;
WNS service Platform
(black box)




WNS the Blackbox

; ?
WNS “should” send a message to ' 5 °
device asking it to check in.. Q ,
R q '
SEND PUSH = "AND |T'S ¢

C
>

But with WNS being a black box.
That message might reach the device
instantly, or it might disappear into the void
without you ever knowing.




The Push Launch Task

WNS service
(black box)

The Push Message is just a wake-up call!

WNP Transport Layer received command: PNG, Trid: 31, Namespace: CON, CV: RVK4dyN4DEGtvrV1.22.0
containing 126 bytes of payload:
0x4D532D43563A205256483464794E3444454774767256312E32322E300D0A0D0A3CT0696E672D726573706F6E73653E3

C776169743E34393C2F776169743E3C636FOEOERS6374696F6E2D7374617475733E436F6EOE6563 7465643 C2F636FOEGEDS

6374696F6E2DT7374617475733E3C2FT0696E672D726573706F6E73653E. IsLongRunning: Data Connection.

L g
Device receives NFY/ACK Once and if the push message arrives, It wakes up

the PushLaunch scheduled task.

Hlpu.shla.und-\ == -
PushLaunch triggers

How does the PUSH wake up the PushLaunch Task?




The Push Launch Task -

The PushLaunch task "listens” to a specific (75€0....)
Windows Notification Facility (WNF) State Change

. </Settings>
Somethin <Triggers>
g
H d <WinfStateChangeTrigger>
a ened.. 2
pp </HWnfStateChangeTrigg
And now </Triggers>
. Acti C ="
we need to take action iy

75ABBCAS323889213 WMF_ENTR_PUSH_RECEIVED An enterprise WNS based push was

*WNF is the notification system within the Windows OS




The Push Launch Task

% MonitorWNS  Ready Custom Trigger 26-12-2025 10:36:13 () Rudy Ooms

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will occur when your task starts. Te change these actions, open the task
property pages using the Properties command.

Action Details

Start a program powershell.exe -MoProfile -Window5tyle Hidden -EncodedCommand JABsAGEAZwBOAGEAROBIACAAPOAgAL

Start a program Fewindirf\system32\deviceenroller.exe /o "27TA3B0AB-ATOD-4936-31E1-006ES0EGB2CE" /c /b

Start a program

powershell.exe -MoProfile -WindowStyle Hidden -EncodedCommand JABTAGgAZ QBsAGWAIAASACAATEIAHG

The funny thing is that you can create your own scheduled task
with the same WNF State Change to trigger “something”
Don’t do that.. Only Rudy Does that...




OMA-DM Client Sync

loc_14B@19F95:
- test h Er ft_‘u..!:i_ruj|::';-.'5F'h|::r'|E_‘.Z.‘rr‘-a[.‘rr:_CIiErlt_F'-"n::'-_.-'idE"Enahlr:Eiits., 8
PushlLaunch triggers jz  shert loc_146819FD7

MDM Client (OMA-DM)
parses the SyncML payload.

OMADMClient syncs

 Schedule created by enroliment client for r... Ready At 6:33
5 Schedule to run OMADMClient by client Ready

The PushLaunch task will *kick off The
OMA-DM (phoneprovider) client and will
reach out to Intune to fetch the policies

*with a delay of 5 minutes Queued Schedule
(if you don't have the feb 2026 update installed)




How A device receives a policy in nutshell L

(Admin adds/edits policy
summary:

(i voes Editting/Adding a policy will ask WNS (the
blackbox) to wake up the device.

WNS service
s ]m It will trigger the pushlaunch, which will kick
(i off the Sync with Intune to receive the

[ Device receives NFY/ACK l pO I iC ieS.

Y
PushLaunch triggers |
)

OMADMClient syncs

THAT'S IT IE?: UTSIIE“.P
L_Po]icy appliedJ > Bﬁg"}nuﬁ' i h’




We are not lying? i

, Demo to

o. | ‘e Prove it

It's allMrue.




% Endpoint security
Agents

BB geports

& users

& Groups

A’ Tenant administration

*\. Troubleshooting + support

Microsoft Intune admin center

i Devices | Configuration

Policies

@ overview
B} All devices Create
® Device query
= Monitor

By platform

B Windows Policy name
B i0s/iPadOs
™ macos
® Android
M Linux
Device onboarding
#® Windows 365
B Enroliment
Manage devices
@ Configuration
N Compliance

@ Conditional access

B8 Scripts and remediations

Group Poiicy anaiytics

eSIM cellular profiles
(preview)

) Policy sets
B: Device categories

[4 Partner portals

https//intune microsoft.com/2view/Microsoft_Intune_DeviceSettings/DevicasMenu/~/aliDevices

o 2 em of rain

Import ADMX Monitor

Refresh Export Columns

Add filters

Policy type

Last modified

1/29/2026, 8:22:56 AM
1/29/2026, 12:58:17 AM
1/21/2026, 7:40:41 AM
1/19/2026, 4:43:20 AM
1/19/2026, 4:40:02 AM
1/9/2026, 3:56:52 AM
1/4/2026, 5:07:00 AM
1/4/2026, 5:06:31 AM
12/30/2025, 4:19:41 AM
12/24/2025, 2:57:54 AM
12/14/2025, 10:48:33 PM
12/14/2025, 10:34:38 PM
12/14/2025, 10:34:38 PM
12/14/2025, 10:34:38 PM
12/14/2025, 10:34:37 PM
12/9/2025, 3:06:10 AM
12/9/2025, 3:04:28 AM

12/9/2025, 2:51:51 AM

Gepit @ 3 O

check@wvddloud.nl 4
RUDY'S DLL LAS (WVDCLOUDNL) &P

105 policies

10:52 AM

A~ .o 1/29/2026



The 8 hour sync myth Busted

Y PushRenewal

Y Schedule #1 created by enroliment client

5 Schedule #2 created by enroliment client

=i Schedule #3 created by enrollment client

5 Schedule created by enroliment client forr...
L) Schedule to run OMADMClient by client

Ready

Muiltiple triggers ...
At 10:41 PM on 9...
At 10:56 PM on 9...
At 12:56 AM on 9...
At 6:33 AMon 4/...

1071372025 10:39:19 PM

9/29/2025 5:56:00 PM
4/10/2026 3:33:00 PM

872072025 1:16:
0/29/2025 7:39:"
9/29/2025 7:534 |
0/29/2025 8:41:(
9/29/2025 9:56:(
11/30/1999 12:0
0/29/2025 1:16%

eneral Triggers Actions Conditions

Settings

History (disabled)

When you create a task, you can specify the conditions that will trigger the task. To change these triggers, open the task

property pages using the Properties command.

Details

Trigger

One time

At 12:56 AM on 9/29/2025 - After triggered. repeat every 08:00:00...

Status
Enabled

So we don’t need to wait or manually sync our devices
(if the push.. Arrives..if




Multiple Changes

- ——

A lot has changed.

What
happens if
WEANELG

multiple
changes?




Be aware of throttling!! (for now)

Fallback: Maintenance check-in
(8h OMA-DM / 3.5h MMP-C)

Change #1 — WNS push almost immediate

«Change #2 and #3 (<30 min later) — bundled, resolved when device responds to the same notification

«Change #4 (>30 min later) — new WNS push delivered

That’s where the new “Fast Lane” will improve things




The Fast Lane (when its there!)
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The Fast Lane: How It Changes
Policy Delivery

D”ft ’-"'\\
Detected or /4 a1y Drift Apply
Policy Changes 3T:\Am'2?te‘. Corrected Updates

‘When a drift (change) is detected, a timer starts.
*If no further changes happen within ~3 minutes, a notification is sent immediately.

*If more changes occur, the system queues them in small increments (up to ~10 minutes)




WNS did its job... what now? -

n How
P® \ v

q Policies Are
being
Applied

HOW?J J




Applying the Policies on the device

Admin adds/edits policy
Intune evaluates scope

ush request

WNS service
(black box)

Notification

Device receives NFY/ACK
PushLaunch triggers

OMADMClient syncs

Policy applied

Now it's time for the
Configuration Service
Provider (CSP) to start
applying the policies

The CSP engine applies it
locally. (get / set / get

e /Device/Vendor/MSFT/Policy
o Config
o {AreaName}
o {PolicyName}
o ConfigOperations
o ADMXInstall
o {AppName}
o {SettingsType}
o {AdmxFileld}
o Properties
o {SettingsType}
o {AdmxFileld}

\ -~ -~
o Version

20:
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Today’s Enrollment & Policy Delivery

(= ®

User device Intune device
check-in
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1 Device Contacts Intune

Asks for the current
2 Value of the policy

Respond with the
3 Configured value

4 Sendingthe new value

5 ACK

Check if policy matches
Configured value

Policies delivered using OMA-DM Protocol (SyncML format)
Multiple round trips PER policy: get > set > get




Today’s Enrollment & Policy Delivery "
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Example: Setting the Config Refresh Cadence to 30 Minutes \ <y mmir
—le={=V 4

Get45/ 30/ Get 30

dit profile - Config Refresh

Ca - = e
settings catalog

o Configuration settings

+ Add settings (@

Remove category

~ Config Refresh

Refresh cadence * (0 0 | o

Config refresh () ‘ '9




Edit Rules Tools View Help

) 43 Replay X~ b Go | Stream il Keep: All sessions ~ €5 Any Process 38 Find [l Save | I8} (O @ Browse ~ < Clear Cache [T TextWizard | [H Tearoff

Protocol GetStanJed @ statistics 1{ Inspectors 4 AutnResmﬂder ﬁ Compose- E Fiddler Orchestra Beta
—_—

& WinConfig

Result

Host URL
%0 -

-
-

File Options Actions Help

SyncML Representation Protocol Stream | SyncML S ivity Profiles | MDM Diagnostics | About

SyncML Req

<Target>
<LocURI>./Device/Vendor/MSFT/BitLocker/RequireDeviceEncryption</LocURI>
</Target>
<Meta>
<A:Format>int</A:Format>
<A:Type>text/plain</A:Type>
</Meta>
<Data>1</Data>
</Item>
</Replace>
<Replace>
<CmdID>5</CmdID>
<Item>
<Target>
<LocURI> ./DevicelVendorll—\SFTlDMlient/ProviderlMS%ZODHxZBServer/canfigﬂefreshlmnocURI >
</Target>
<Meta>
<A:Format>int</A:Format>
<A:Type>text/plain</A: Type>
</Meta>
<Data>3@8</Data>
</Item>
</Replace>
<Exec>
<CmdID>6</CmdID>
<Item>
<Target>
<LocURI>. /Vendor/MSFT/HealthAttestation/TriggerAttestation</LocURI>
</Target>

cadence

=

<Data>{"rpid":"https://endpoint.microsoft.com/asttestation”, "endpoint™: "https://intunemaaped.neu.attest.azure.net/att

</Item>

MSDN Search... @

%Gy Fddersaipt  [E] Log [ Filters

Clear Stream “ Save As
I Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools

ERFERIVFOI &I LA/ BRIBHE

Time of Day PID Operation

Options  Help

: Value HKLM\SOFTWARE\Microsoft\Enroliment
07:12:32,6308987 33504 fE RegSetValue

07:12:375336402

ilters Hide Process=3(
ide ‘onedrive:* Hide'm
ide 'edge.microsoft.com

= AllPrt

Search

HKLM\SOFTWARE\Microsoft\Enroliments\88D683A1-A2E2-4991-9392-1BCESBA715EA\ConfigRefresh\Cadence
33504 (Ef RegQueryValue HKLM\SOFTWARE\Microsoft\Enrolments\88D683A1-A2E2-4991-9392-1BCESBAT15EA\ConfigRefresh\Cadence

& Online

= Timeline

oi IhﬂIDZ]ZDMBGSLTZJQOLHEIVWVENZH Yy O5MDQnt 2M3NmF INIM 1LC 32 dWI101 I0enNjUGS0VWZ 6WVBhanIOTURZ XONGYUVXYXVUd3VpMKK1
hyz1jTiwidws pcXv1X25hbwuioi JydwRSb29tc0B3dmR jbG91ZC5ubCISInVwbiI6In]1ZHIvb212QHd2ZGNsb3vkLmssTiwidXRpIjoicig
‘A5 1105 Inhtc19kY2gi013CQnhmbwlhd1pQbEtyamdyavoz ajhulzN4bE pBaXNwKOhL bVpPVINU4QNkwPSISInhtc19kcnQi0jESNTIONTKINZ
IXNT anRyZwwi0i IXMCAXINO. ZywGR JZLz TAUYhS ug3MugdP 4G4kpuDbbrD i 602HUEL _kpkkuCgkHCGIMO_RIC_M2Vj168vphvBlbvkByOsQSa
{hU182rDqGSCNNr 7Vy 4148TjugeXsuYwbeM7 unw2VvIpy] FZEmY2ZhyvFTMO_

INW SMWDZ EQMXPV1E 3SG4WTMVYRS]S. ey IhdwQi01 JodHRwczovL 21hbmFnZ S5 TawNyb3NvZnQuy29tLyIsImlz cyI6ImhOdHB201 8ve3RZLN
[ZI30TI00SWiZXhwIjoXNzUzMjgzMTQSLCIhbXI101s1cnNhI10sImRT1dm]jZW1kIj010DR JMZZ IMWE TNZ EYOC 000WRKL TgXMZ ITY JEXODYWM
1ImkdHIwIjoiZ6V2awN1 TiwiaXBhZGRyIjoiMIE3LjYZL JTAINCAXMIMiLCIvanQioi TI0ZDEOYZ dmZ SOSOWNTLTR iNjUTOGI 2MCOWYTgIN2UO
[61jg0YZM2ZTFhLTCXMgTND 1kZCO4MTMyLWIXMTg2MDE 1NZ EyNy IsInR 1 bmFudF 9yZwdpb25 f c2NvcGUi01 IFVSISINRpZCISIJAYYWQ1Zj1
'NfZGNOI]D'IQFCJ-lZmltYXdaUGXLWGanGIaMZB4h1BZerKQ\\‘]ZCCtISZlaTlV'IOEJSMDO'ﬂLC]4bXNfZHJOIJDXI\1u’yM)ESN‘FCKLC J4bXNFZn
1J0iMTgg0S19. 1adManDPYL 18gUK-DOd7 IYpWiFgZqenF7 sFDdb7 SwmyOoMr bADTTZea3DqVNs TwMCSgTWD3SMUhR VWY VONXFOvk 1 S0g-
JKCG7-0F 0ILa)-Skr8Z 2uzD7qHKPN4AZWATRF FpwXUGHUM-w7 LT~

H Viewin Notepad

ationvector

I gWl https: //r.manage.microsoft. com/deviceqatewayproxy/cimhandler. ashx#l I Zo Lt 104857641 11 44 KTKI 141 \I 541 L1 O
e, /Devoe:au/excmevi CeHardwareDatasi [ 11 SKi 441 Tt . /Vendol‘fMSFTfDMSQSS|0ﬂACt‘\Oﬂ$/MS‘éZOD
FTUS#I 111 SKE G4F TnWE . /cimv2,/Win32_| Logica‘lm sk/Win3z2_| Logica'lm sk. Devi ceID="C:'/Freespaces:

H ce/vendur,‘mSFT/Hea'lthAttestatw on/GetServiceCorrelationIDseiiFEil

SUCCESS
SUCCESS
SUCCESS

Type: REG_DWO...
Type: REG_DWO...

[ viewinNotepad




Latency

Connection Interrupted

Why
Latency is
NOT funny

(well maybe a bit)




The Latency Bottleneck

MODERN
* Each policy requires multiple roundtrips (GET > SET > GET) » ENDPOINT
SUMMIT
20
» Throttling kicks in after too many requests =
(we have all been there... clicking the sync button a lot of times to speed it
up)

Device sync status

Syncing keeps security policies, network profiles, and managed
applications up to date.

Last Attempted Sync:

The sync was successful

7/28/2025 9:52:01 AM

Sync

* No offline enforcement

* Admins get limited visibility when something fails




Yes (msft) can!

CANWEFIXIT?

Fixing the
— Policy

& - Latency

M,

YES WE CAN!"




This is called a Linked/Dual Enrolled

All Devices now have both

OMA-DM and WinDC channel e

1

Intune + MMP-C enrolled Device -
(Dual Enrolled State)

o
X
]

| MDM Server

R - \_ OMA-DM OMA-DM
' ntU ne Y M M P-‘c ) Documented
manage.microsoft.com 1}

Enrollment
.dm.microsoft.com J :

e com—
Windows Device

OMA-DM Protocol I

Declared Configuration CSP

T

nt Management Stack

Declared Configuration({DC] service Properties {Local Computer)
Which lets devices manage their own settings and send s e G
status updates to the management server on their own, T e _
) ) X Display name: Declared Configuration(DC) service
without having to constantly check in

Description: [Process Declared Configuration documents recevied
e from MDM and other channels and perform

marfinnrstinme an davica




Declared Configuration Policies

ser device Intune device

_ check-in
o Device Contacts Intune

— OASkS for the current

Value of the policy

Respond with the
Configured value

— oSendingthe new value

o ACK
>

Check if policy matches
Configured value

’® 2
[ 7
1w e

'8y
e
[
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Declared Policies

To SET / GET...for everything at once (The Fastlane!)

|

User device

Device Contacts Intune
1 Documents on device - metadata

3 Send reports

=

Intune device
check-in

SET - Send delta Documents
GET - Missing reports

Done

MdDERN
ﬁ‘NDF’OINT
SUMMIT
20:

* batched declared configuration
document that describes the
entire desired state.

* Device will keep itself in a desired
state Even offline!

*  Will proactively checkin to intune if
a change occurs




It’s Fast.... We Are not Lying "

, Demo to

o. | ‘e Prove it

It's allMrue.




File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\DeclaredConfig

\HostOS\Config 1l

> T Advanced INF Setup Name Type
> :LG 5] (Default) REG SZ
N = SyncML Viewer - oliverkieselbach.com - 1.4.0
> ’ A File Options Actions Help
: =3 ﬁ SyncML Representation Protocol Stream | SyncML ESyncML
>E4 1
|
>34
>34
=
54
>&4q
>m4
> 3¢
>
=4
>8ad
NC d‘

B I

<o
I T .
VI 2 ] B R I = = RN RPN -

Data

(value not set)

[ Connectivity Profiles | MDM Diagnostics ! About

Clear Stream ‘ l Save As I

—— etwork "

DESKTOP-HRCEAQO .;1';'

HostOS Search HostOS Q

(B Details

'bfc795c237f8d331315ebbcadaalbec3717deabb7ede794c0ec24a45f8a27f_S4BD4A1L

243c49278eaf46d66aa35aceae1f3a2932214866d3af70817b42b017623719_4EALES14

pf38b3b7edf 1b6f7fb287305e6f 178161 calfead339b8283f0243424bcB7f_2B5910C9-B3

ScenarioSchema

> DevDiv
'ﬂ Device Association Framework 3Jitems
» _ Devicelnventory —
> 7 DeviceManageabilityCSP
DeviceReg
> 53 Dfrg
. DFS
DiagnosticLogCSP
DIAL
" DirectDraw
Mirartinm

v

) 18°C
c Grotendeels be...

Q Search

-
&l
13
-2

A % [} e

0,
28-7-.



What about the Apps/Scripts? C

Win32Apps/Scripts...

How the IME /
SideCar agent is
also evolving

IME / SideCar Agent

Real Time IME

Workload/ N
Actions

PowerShell




What about Apps?

public CheckinIntervalManager(ITimer timerlrapper)

{

}

Guard.ArgumentNotNull((object) timerWrapper, nameof (timerWrapper));
this.timerWrapper = timerWrapper;

this.shouldupdateTimer = false;

this.intervalForTimer = 3600000.0;
this.setTimerIntervalToDefaultFlag = false;

public void SetTimerInterval(int? nextCheckinIntervalnMins)

{

}

this.shouldUpdateTimer =
this.intervalForTimer =

true;
!nextCheckinIntervalnMins.HasValue ? 3600000.0 :

public void SetTimerIntervalToDefault()

{

}

this.setTimerIntervalToDefaultFlag = true;
AppWorkloadlLog.TraceInformation("[Win32App][CheckinIntervalManager] SetTimerIntervalToDefault.");

public void UpdateTimerIntervalForNextCheckin()

{

AppWorkloadLog. TraceInformation($"[Win32App][CheckinIntervalManager] UpdateTimerIntervalForNextCh

if (this.timerWrapper.GetInterval() == this.intervalForTimer)
return;

AppWorkloadLog.TraceInformation($"[Win32App][CheckinIntervalManager ]

if (this.setTimerIntervalToDefaultFlag)
this.timerWrapper.UpdateInterval(3600000.0);

else if (this.shouldUpdateTimer)
this.timerWrapper.UpdateInterval(this.intervalForTimer);

AppWorkloadLog. TraceInformation($"[Win32App][CheckinIntervalManager ]

{nameof (UpdateTimerInterval

{nameof (UpdateTimerInterval

PowerShell = 8 Hour
Required Apps = 1 hour

(double) (nextCheckinIntervalnMins.Value
AppWorkloadLog. TraceInformation($"[Win32App][CheckinIntervalManager] SetTimerInterval. {$"{"shouldUpdateTimer"}:

Today, required Apps and PowerShell Scripts
Rely on instead of Push

if (emsPolicyListl ! null B8R emsPolicylistl.Any<EmsPolicy»() E& AADJoinHelper.IsDev
{

Log.Tracelnformation( [PowerShell | Calculating effectivePolicies.
foreach (EmsPolicy emsPolicy in emsPolicyListl)

1
b

if (emsPolicy.ExecutionContext != 1)

emsPolicylist2.Add{emsPolicy);
else
Log.Tracelnformation(” | PowerShell]
}

emsPolicyList]l = emsPolicylistl;

if (iflagl BR emsPolicylistl != null &8 "EEE!

this.TimerInternal.Interval = J5808009.0;
Log.TraceInformation(§" [ PowerShell] P5S Script is changed to {TimeSpan.
}

Log.Tracelnformation(” [ PowerShell] After filter, get (8)
dictionary.Clear();
dictionary.Add{"5tep™, (
this.msg = string.Format
dictionary,.Add("EventiMes

policies for wser {1

obfect) "PolieyProcess™);
({IFcrmatProvider) Colturelnfo.lnmvarisntCulture, “[PowerShell
- .

|
& [object) this.msg);

BE &
if (emsPolicylistl.Any<EmsPolicy>((FunccEmsPolicy, bool>) (policy => policy.PolicyTy




Asking the User to reboot
(logoff/logon - Session Change)
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1 7 "
Log.TraceWarning
rosoft.Manage Se \ e sionChange), nameof (OnS
(changeDescription.Reason)

1

Log.TraceWarning(
Thread.Sleep(3
Log.TraceWarning
Log.TraceWarning("”
this.CallSelectedOnTimer
Process—p:san‘
Log.TraceWarning(”
RebootHelper.Check
Log.TraceWarning

{ ' 4 “J L4 og.TraceWarning 3 use
HEllO IT Have yOU t, Ed z:;lc,;oller Ins tam.e ;chedulel ct) new C cinReasonTypes( < (ElapsedEventArgs) null);
turnmg it of an_lon again?, —

. g »
___\ b - .

It works......
It will trigger the IME to kickoff the
Win32 App and PowerShell Workload




Can MSFT make it better?
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CANWEFIXIT? G55/

Fixing the
Apps/Scripts

3 Latency
)

P

vesu;ul;u!




IC3!

This is where IC3 Comes in
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Intelligent Conversation and Communications Cloud (I 3xC)

Intelligent Conversation and Conmunications Cloud

Signaling
rvices

IC3 is the core infrastructure platform powering Microsoft Teams and Azure
Communication Services (ACS) for instant communication




Teams and its
“connection status”
(Online/Offline/Away)

Be right back is well known

Do not disturb

Appear away

Appear offline

Overview

Manage A Essenthals What if th iS iS
P ar | ement name v.::::;:cc.ms_‘-.', ndows_9/29/2025_5:38 A go I ng to S h OW
up in Intune?

Monitor

B Davirs ivanton
s Device inventory

B Hardware e manufacture Microsoft Corporation




NotificationPayload notificationPayload =

JsanSerializer.Deserialize<NotificationPayload:(json);
tificationPayload with NotificationID: *

ssagelistener
string notificationId
Log.TraceInformation($" [ I«

try

+ notificationPayload?.NotificationID);

: {no
1

await this.deviceActionCallback(({object) jsen);

ush request

IC3is a
replacement/improvement/addition
Notification (or how you want to call it) for
Windows Notification Services

WNS service
(black box)




slmam

@ NotificationCalibackiPushNotificationChannel sender, PushNotificationReceivedEventArgs ) : vaid
) Notification
-0 Microsoft. Management.Chents.IntuneManagementExtension. SidecarNotification
4 (} Microsoft. Management.Clients.IntuneManagementExtension.SidecarNotification
4 '*3 SidecarNotificationPayload
B NotificationID : G
[ Notificationintent : Sidecarhlotification nType
3 Microsoft.Management. Clients.IntuneManagementExtension. Win32AppPlugln
4 {} Microsoft. Management.Clients.IntuneManagementExtension.Win32AppPlugin
Fl ';slnbm?\tanegu
@) DropAppNotification{ApplicationNotify appNotification) : void
4 =2 [ToastCmdHelperWrapper
0 PopToastNotification(int sessionld, string toastMessage, SideCarApplicationClientPolicy appPolicy, Si
4 98 ToastCmdHelper
C_l PopToastNotification(int sessiond, string toastMessage, SideCarApplicationClientPolicy appBaficy, SideCarApy
R Netification
4 g ToastCmdHelperWrapper
@ PopToastNotification(int sessionld, string toastMessage, SideCarApplicationCliepolicy appPolicy, SideCardpy
4 g Win32AppConstants
&} ApplinstaliNotification : string
=0 Microsoft.Management. Senvices.intuneWindowsAgent. AgentCommon
4 () Microsoft.Management.Senvices.IntuneWindowsAgentAgentCommen
4 ¥ ActionName
f CustomTextNotification
4 Gg ClientContext
?ﬂ NotificationlD : Guid
[ Notificationintent : str ng
4 9 Constants
& IMENotificationAppAUMID : 5
&l NotificationChannelUriExpirationDate : str
MetificationChannelUriKey : string
NotificationErrorMessageKey : string
&, NotificationFullSyncFreq : int
& NotificationFullSyncFreqKey :
& MotificationLastChannelUriKey 3
MotificationLastFullSyncTime : string
&l NotificationWNSChannelLastErrorKey : sting
(&) SidecarNotificationKey : string

Lock,

PinReset,
PinResetHybrid,
EPSignaturelpdate,
EPFullScan,

EPQuickScan,

Retire,

Wipe,

EnableLos

Disablelos

LocateDevice,

RebootNow,

NGCPinReset,
CleanPCRetainingUserData,
CleanPCWithoutRetainingUserData,
LogOutUser,

DeleteUser,

ShutDown,
WipePersistUserData,
MNone,
UpdateDeviceAccount,
Automat icRedeployment,
RevokedppleVpplicenses,
PlayLostModeSound,
Rename,

SetPinAction,
SaveDevicelocation,
BypassActivationLock,
RequestRemoteAssistance,
SyncDevice,
SetDeviceName,

Timeloop,
RotateBitLockerKeys,
RenameAndReboot,
RotateFileVaultkey,
CustomTextMotification,
Protectedwipe,
RotateUserSubmittedPersonalRecoverykey,
RequestDiagnostics,
ActivateDeviceEsim,
Deprovision,

Disable,

Reenable,
MoveDeviceToOrganizationalunit,
RemoveDFCIManagement,
InitiateMDMKeyRecovery,
RemoteHelpLaunch,

OnDemandProactiveRemediation,
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With it ALL ... ALL remote actionsin
Intune...
(also the ones living in MDM world)

Can move over to the IME and could
become instant!

public enum SidecarNotificationActionType
={
[EnumMember] None,
[EnumMember] RemoteAssist,
[EnumMember] Win32Applorkload,
[EnumMember] EndpointAnalytics,
[EnumMember] RunRemediation,
[EnumMember] IntunePivot,
[EnumMember] ComplianceScripts,
[EnumMember] WindowsRemoteHelpUnattended,




IC3

When IC3 starts working.. The NotificationInfra.log will start showing cool stuff!!

[NotificationManager] Successfully retrieved Notification Infra client start flag from ECS: True. Has valid config: True
NotificationTelemetryService] Started telemetry reporting service
[NotificationTelemetryService] Telemetry service started
[NotificationClient] Initializing logger

[NotificationClient] Logger initialized

[Eotificatichllent] Successfullx initialized IC3 client I
[NotificationClient] Configuration: Providerld=https://login.windows.net, TrouterEndpoint=go-eu.trouter.communications.svc.cloud.microsoft

[NotificationClient] Extracted 'exp' claim from JWT using JsonWebTokenHandler: 1776600194

[NotificationClient] Extracted token expiration from JWT: 04/19/2026 12:03:14 +00:00

[NotificationClient] Fetched new token, expires at: 04/19/2026 12:03:14 +00:00 with token: eyJOeXAiQUKV1QiLCJub25jZSI6lIFITTFUaUUzZ2ctamRLRUTdVIURZNEbUNYUK4tZ3Z572c4RHFUc2t3TzgiL CJhbGciQiJSUzI TNilsing 1dCl6lIUxc....
[2026-04-19 11:29:24.835] Notification Infra Logger: Informatior§ Registerlistener called
[2026-04-19 11:29:24.851] Notification Infra Logger: Informatiory Start called
[2026-04-19 11:29:24.871] Notification Infra Logger: Information: [C&v3] [1] [] [J: Trouter client started with options: trouterHost=ge-eu.trouter.communications.svc.cloud.microsoft, applicationName=intune, applicationVersion=3...
[NotificationClient] Trouter client started successfully

[2026-04-19 11:29:24.996] Notification Infra Logger: Information: [C#v3] [1] [] [WS#]: Creating new connection to wss://go-eu.trouter.communications.svc.cloud.microsoft:443/v3/c?timeout= 558 epid= bbc ™ rmmrmmms |

[2026-04-19 11:29:25.006] Notification Infra Logger: Trace: [C#v3] [1] [] [WS#]: About to preconnect to wss://go-eutrouter.communicatiens.sve.cloud.microseft:443/v3/c??timeout=558&epid=bbcc 27eb
[2026-04-19 11:29:25.008] Notification Infra Logger: Trace: [C#v3] [1] [] [WS#]: PreConnect returned wss://go-eu.trouter.communications.svc.cloud.microsoft:443/v3/c?7timeout=55&epid=bbcc **27eb
[2026-04-19 11:29:25.010] Notification Infra Logger: Information: [C#v3] [1] [] [WS#1]: Starting to connect to wss://go-eu.trouter.communications.svc.cloud.microsoft:443/v3/c?7timeout= 558 epid= bbc ¥ r rrrmmmmmm . .
[2026-04-19 11:29:25.010] Notification Infra Logger: Information: [C#v3] [1] [] [WS#1]: Connecting to wss://go-eu.trouter.communications.svc.cloud.microsoft:443/v3/c??timeout=558tepid=bbcc 27eb

[NotificationClient] Returning cached token, expires at: 4/19/2026 12:03:14 PM +00:00, token length: 1515

[2026-04-19 11:29:25.454] Notification Infra Logger: Trace: [C#v3] [1] [] [WS#1]: socket state Open sending 363 bytes

[2026-04-19 11:29:25.454] Notification Infra Logger: Trace: [C#v3] [1] [LSNGE_QzrE-534jd4gx2KwQ] [WS#1]: Writing to socket

[2026-04-19 11:29:25.454] Notification Infra Logger: Trace: [C#v3] [1] [] [WS#1]: socket state Open sending 363 bytes

[2026-04-19 11:29:25.454] Notification Infra Logger: Infermation: [C#v3] [1] [LSNGE_QzrE-s34j4gx2KwQ] [WS#1]: OnMessageloss: Events arguments do not contain any new dropped indicators
[2026-04-19 11:29:25.501] Notification Infra Logger: Trace: [C#v3] [1] [] [WS#1]: Read message. Type: 'Text’; Read count: '8’ eom: 'True’;

[2026-04-19 11:29:25.538] Notification Infra Logger: Trace: [C#v3] [1] [] [WS#1]: Read message. Type: 'Text'; Read count: '8' eom: 'True';

[2026-04-19 11:30:08.258] Notification Infra Logger: Information: [CE aacadBeg T adebccented cv=UGoYGz65)0SeCNfVSPYFYg.1

025-04-18 11-20-08 298] Motification lofra | aager Trace: [C#v3] [1 Registration status is:True, was:False
NotificationClient] Connected to Trouter endpoint: ttps://pub-ent-pree-vo T.crouter.te BEOTE. COTI oo/ v3/f/LSNGE_QzrE-s34jdgp@KwQ/

[DEBUG_STATS][IC3Statistics] Incremented successful attempts from 0 to 1. Threadld: 8, Call stack: IC35tatistics.IncrementSuccessfulConnection:0 -> <>c.<StartAsync>b_16_0:0 -> <<InvokeAllDelegates> g__InvokeSafe|0_1>d1...
026-04-19 11:30:08.264] Notification Infra Logger: Information: [C#v3] [1]: Successfully registered Trouter transport for the entire duration of the connection (6.16:37:36.9842405)

Which is way better then the WNS event log in Windows... Which didn’t show anything useful

G

N 4/19/2026 4:29:24 AM
N 4/19/2026 4:28:24 AM
N 4/19/2026 4:25:24 AM
N 4/19/2026 4:28:24 AM
N 4/19/2026 4:2%:24 AM
N 4/19/2026 4:29:24 AM
N 4/19/2026 4:29:24 AM
N 4/19/2026 4:29:24 AM
N 4/19/2026 4:29:24 AM
N 4/19/2026 4:28:24 AM
N 4/19/2026 4:29:24 AM
N 4/19/2026 4:29:24 AM
N 4/19/2026 4:29:24 AM
N 4/19/2026 4:29:24 AM
N 4/19/2026 4:29:24 AM
N 4/19/2026 4:28:25 AM
N 4/19/2026 4:29:25 AM
N 4/19/2026 4:28:25 AM
N 4/19/2026 4:25:25 AM
N 4/19/2026 4:25:25 AM
N 4/19/2026 4:25:25 AM
N 4/19/2026 4:28:25 AM
N 4/19/2026 4:29:25 AM
N 4/19/2026 4:29:25 AM
N 4/19/2026 4:29:25 AM
N 4/19/2026 4:29:25 AM
N 4/19/2026 4:30:08 AM
N 4/19/2026 4:30:08 AM
N 4/19/2026 4:30:08 AM
N 4/18/2026 4:30:08 AM
N 4/18/2026 4:30:08 AM




In development for Microsoft Intune

Remote Help connectivity updates for Windows devices

We're working 1o improve connectivity when using the Launch Remote Help feature in the Intune admin center for
public enum SidecarfotificationictionType Windows devices. The improvement involves the addition of a new endpaint

[Enustiember] Mone, * . trouter.comsunications. sve.clowd.microsoft.com
Enusiiember] Remotedssist,
EnumMember] Win32AppWorkload, I For the best experience wiecommend updating firewall rules to include the new endpoint once it becomes available.
EnumMember | EndpolntAnalytics,
[Enumiember] RunRemediation, For the current fist of requirell network endpoinis, see Network re
[Enumtember] IntunePivet, F
[Enumtlember] ComplianceScripts,
[EnumMember] WindowsRemoteHelpUnattended

te Help
Applies o

" Windows

try

{
4 {) Microsoft.Management.Services.IntuneWindowsAgent.IC3 t:s1’::;::::;:‘::::{;::::St'm ol
b ‘% DefaultTrouterClientFactory -
b €% IC3Client

i Log. (“[Ic3client] Failed to start Trouter client: {0}, (object) ex);
g %E?»Connedmnsuts this.UpdateState(IC3C1ient. TrouterClientState. ConnectionError);
b 4 IC3Constant St

catch (Exception ex)

Remote Help is the first one to start using IC3.
Ensure you allow the new endpoint!!!




Everything Starts Coming Together
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Intune Managemen A
Extension i Ve

W Intune ..
¥ { ; Win32Apps/Scripts Policies
e\ IME WORLD MDM WORLD
7 3

7 W, i

Win32 App Timer - > PowerShell Script Timer
3600000 ms (1 Hour) e €, 28800000 ms (8 hours)

@.,, User Logon T p . Z
i OMA-DM / WIN-DC

Say gOOd bye to Win32App Policy Engine

Workload/ HEST Taeiie (CSPs/Declared

th e I M E Ti m e rS PowerShell JFAE Aetin Config)
\u 4

-/ b
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L]
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Summary
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A change in Intune will result in a WNS push to wake up the device to receive the policy
WNS is a blackbox!

Intune today: Policies apply on check-in, with lots of round trips. (get-set-get)

Drift goes unnoticed until the next sync.

MMP-C fixes this by enforcing the declared state locally.

Devices use a linked dual enrollment: OMA-DM + MMP-C.

One configuration document replaces dozens of SyncML transactions. (get-set)

The IME is also evolving with IC3

With IC3, Microsoft could ditch their dependency on WNS.
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