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THE 
OBVIOUS

• Naming

• Versioning

• Break Glass accounts

• Some “gotchas” 



THE OBVIOUS

• Even though MS recommends less is better when it comes to CA policies, I prefer granularity

• Conditional Access policy per functionality

• For each Conditional Access policy there is a specific exclude group (which also includes the 
Breakglass accounts) – protect those groups with Restricted Management Administrative Units 
(RMUA)

• Therefore, if exceptions are made, they can be very specific

• Consider implementing access reviews on those exclude groups if you have Azure AD P2

• Naming convention is very important, follow MS best practices

• The Conditional Access policies are numbered, and versioned
• CAP = Conditional Access Prerequisite
• CAU = Conditional Access User

• CAD = Conditional Access Device

• CAL = Conditional Access Location
• CAC = Conditional Access Custom

• Example: CAD007-O365: Session set Sign-in Frequency for Apps for All users when

Modern Auth Clients and Non-Compliant-v1.0



Gotcha’s

CLOUD IDENTITY
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• Using Terms of use in 
combination with 
GDAP Access 

• Source: Jay Kerai on LinkedIn

https://www.linkedin.com/posts/jay-kerai-cyber_fido2-entra-conditionalaccess-activity-7339622643064578048-UJJf


Gotcha’s

• The Intune Enrollment 
app must be excluded 
from any Conditional 
Access policy requiring 
Terms of Use because it 
isn't supported.

• Source: Windows Autopilot known issues | 
Microsoft Learn

https://learn.microsoft.com/en-us/autopilot/known-issues
https://learn.microsoft.com/en-us/autopilot/known-issues


Gotcha’s



Gotcha’s

• Remote Help on Windows 

• Source: Using Remote Help on Windows to assist authenticated users. - Microsoft Intune | Microsoft Learn

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/remote-help-windows#building-a-conditional-access-policy
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/remote-help-windows#building-a-conditional-access-policy
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/remote-help-windows#building-a-conditional-access-policy


Gotcha’s

Teams Phones

Source: Authentication best practices for Teams phones - Microsoft Teams | Microsoft Learn

https://learn.microsoft.com/en-us/microsoftteams/phones/authentication-best-practices-phones#best-practices-for-the-deployment-of-shared-teams-phones
https://learn.microsoft.com/en-us/microsoftteams/phones/authentication-best-practices-phones#best-practices-for-the-deployment-of-shared-teams-phones
https://learn.microsoft.com/en-us/microsoftteams/phones/authentication-best-practices-phones#best-practices-for-the-deployment-of-shared-teams-phones


Gotcha’s

Microsoft Defender for Endpoint

• Source: Configure Conditional Access in Microsoft Defender for Endpoint - Microsoft Defender for Endpoint | Microsoft Learn

https://learn.microsoft.com/en-us/defender-endpoint/configure-conditional-access?view=o365-worldwide#step-5-create-a-microsoft-entra-conditional-access-policy
https://learn.microsoft.com/en-us/defender-endpoint/configure-conditional-access?view=o365-worldwide#step-5-create-a-microsoft-entra-conditional-access-policy
https://learn.microsoft.com/en-us/defender-endpoint/configure-conditional-access?view=o365-worldwide#step-5-create-a-microsoft-entra-conditional-access-policy


Gotcha’s

Microsoft Defender mobile app

New-MgServicePrincipal

• Source: Resources for Microsoft Defender for Endpoint for mobile devices - Microsoft Defender for Endpoint | Microsoft Learn

https://learn.microsoft.com/en-us/defender-endpoint/mobile-resources-defender-endpoint#microsoft-defender-mobile-app-exclusion-from-conditional-access-ca-policies
https://learn.microsoft.com/en-us/defender-endpoint/mobile-resources-defender-endpoint#microsoft-defender-mobile-app-exclusion-from-conditional-access-ca-policies
https://learn.microsoft.com/en-us/defender-endpoint/mobile-resources-defender-endpoint#microsoft-defender-mobile-app-exclusion-from-conditional-access-ca-policies


Gotcha’s

Azure Virtual Desktop

• Source: Enforce Microsoft Entra multifactor authentication for Azure Virtual Desktop using Conditional Access - Azure | 
Microsoft Learn

https://learn.microsoft.com/en-us/azure/virtual-desktop/set-up-mfa?tabs=avd#microsoft-entra-joined-session-host-vms
https://learn.microsoft.com/en-us/azure/virtual-desktop/set-up-mfa?tabs=avd#microsoft-entra-joined-session-host-vms
https://learn.microsoft.com/en-us/azure/virtual-desktop/set-up-mfa?tabs=avd#microsoft-entra-joined-session-host-vms
https://learn.microsoft.com/en-us/azure/virtual-desktop/set-up-mfa?tabs=avd#microsoft-entra-joined-session-host-vms


Gotcha’s

Microsoft Purview

• Source: Microsoft Entra configuration for content encrypted by Microsoft Purview Information Protection | Microsoft Learn

& Conditional Access MFA Gives Outlook Desktop a Problem

https://learn.microsoft.com/en-us/purview/encryption-azure-ad-configuration#conditional-access-policies-and-encrypted-documents
https://office365itpros.com/2024/02/12/conditional-access-mfa-email/


Gotcha’s
Subscription Activation

• Source: Require compliant, hybrid joined devices, or MFA - Microsoft Entra ID | Microsoft Learn & Subscription activation 
Issues and the Windows Store API

https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-alt-all-users-compliant-hybrid-or-mfa#subscription-activation
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-alt-all-users-compliant-hybrid-or-mfa#subscription-activation
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-alt-all-users-compliant-hybrid-or-mfa#subscription-activation
https://call4cloud.nl/windows-store-api-subscription-activation/
https://call4cloud.nl/windows-store-api-subscription-activation/


Gotcha’s
Defender for Cloud Apps

• Source: What's new - Microsoft Defender for Cloud Apps | Microsoft Learn &  Create session policies - Microsoft 
Defender for Cloud Apps | Microsoft Learn

https://learn.microsoft.com/en-us/defender-cloud-apps/release-notes#internal-session-controls-application-notice
https://learn.microsoft.com/en-us/defender-cloud-apps/release-notes#internal-session-controls-application-notice
https://learn.microsoft.com/en-us/defender-cloud-apps/release-notes#internal-session-controls-application-notice
https://learn.microsoft.com/en-us/defender-cloud-apps/session-policy-aad#sample-create-microsoft-entra-id-conditional-access-policies-for-use-with-defender-for-cloud-apps
https://learn.microsoft.com/en-us/defender-cloud-apps/session-policy-aad#sample-create-microsoft-entra-id-conditional-access-policies-for-use-with-defender-for-cloud-apps
https://learn.microsoft.com/en-us/defender-cloud-apps/session-policy-aad#sample-create-microsoft-entra-id-conditional-access-policies-for-use-with-defender-for-cloud-apps
https://learn.microsoft.com/en-us/defender-cloud-apps/session-policy-aad#sample-create-microsoft-entra-id-conditional-access-policies-for-use-with-defender-for-cloud-apps


THE OBVIOUS



Michael Scott
Microsoft MVP · Endpoint & Security

Role
Manager

Focus
Intune · Windows 365 · Security

Blog, Hobbies and more
Being awesome

about://me

Kenneth van Surksum
Microsoft Security MVP · Intune, Identity & Access 

Role
Modern Workplace Consultant at Secure At Work

Focus
Intune · Entra· Security

Blog, Hobbies and more
https://vansurksum.com



Implementation





IMPLEMENTATION

• Approach

• Make a copy of every CA policy and make it a Learn policy, which 
stays in Report-only mode during your migration, this policy is 
scoped to All Users

• You can now target Groups in your CA Policies which you are going 
to activate



Filters



FILTERS

• You cannot filter on device properties you don’t receive in the 
first place

• Source: Filter for devices as a condition in Conditional Access policy - Microsoft Entra ID | Microsoft Learn

https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-condition-filters-for-devices#supported-operators-and-device-properties-for-filters
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-condition-filters-for-devices#supported-operators-and-device-properties-for-filters
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-condition-filters-for-devices#supported-operators-and-device-properties-for-filters


Block challenges



≠



ALL RESOURCE (ALL CLOUD APPS) AND 
BLOCK CHALLENGES

Requested scenario’s

• Only give Guest users access to Office 365

• Only allow access to CloudPC from unmanaged device



ALL RESOURCE (ALL CLOUD APPS) 
AND BLOCK CHALLENGES

• Source:Conditional Access: Target Resources Overview - Microsoft Entra ID | Microsoft Learn

https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-conditional-access-cloud-apps
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-conditional-access-cloud-apps
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-conditional-access-cloud-apps
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-conditional-access-cloud-apps


Configuring Conditional 
Access for Guest Users: 

Allowing Only Office 365 and 
Essential Apps

October 12, 2025 | Kenneth van Surksum | https://vansurksum.com

https://www.vansurksum.com/2025/10/12/configuring-conditional-
access-for-guest-users-allowing-only-office-365-and-essential-apps/

https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
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https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/
https://www.vansurksum.com/2025/10/12/configuring-conditional-access-for-guest-users-allowing-only-office-365-and-essential-apps/


IP Locations



IP LOCATIONS

CLOUD IDENTITY

SUMMIT ‘25

• IP versus GPS

• eSim while on holiday

• Guest network uses same IP breakout as 
corporate network



Monitoring



MONITORING

• Workbooks
• Advanced Workbooks for Conditional Access | by Christopher Brumm | Medium

• Maester

https://chris-brumm.medium.com/advanced-workbooks-for-conditional-access-9efa73b4a575
https://chris-brumm.medium.com/advanced-workbooks-for-conditional-access-9efa73b4a575
https://maester.dev/
https://maester.dev/


MONITORING

• Member added to group starting with AAD_UA_CA

AuditLogs
| where OperationName == "Add member to group"
| extend Type = tostring(TargetResources[0].type)
| where Type == "User"
| extend ['GroupName'] = 
tostring(parse_json(tostring(parse_json(tostring(TargetResources[0].modifiedProperties))[1].newValue)))
| where ['GroupName'] startswith "AAD_UA_CA"
| extend UserAdded = tostring(TargetResources[0].userPrincipalName)
| where isnotempty(UserAdded)
| summarize ['UsersAdded']=make_set(UserAdded) by ['GroupName'], startofday(TimeGenerated)
| sort by ['GroupName'] asc, TimeGenerated desc 



MONITORING

• Member added to group with name AAD_UA_ConAcc_Breakglass
AuditLogs
| where OperationName == "Add member to group"
| extend Type = tostring(TargetResources[0].type)
| where Type == "User"
| extend ['GroupName'] = 
tostring(parse_json(tostring(parse_json(tostring(TargetResources[0].modifiedProperties))[1].newV
alue)))
| where ['GroupName'] startswith "AAD_UA_ConAcc-Breakglass"
| extend UserAdded = tostring(TargetResources[0].userPrincipalName)
| where isnotempty(UserAdded)
| summarize ['UsersAdded']=make_set(UserAdded) by ['GroupName'], startofday(TimeGenerated)
| sort by ['GroupName'] asc, TimeGenerated desc 



Conditional Access Baseline 
October 2025 (v2025-10) 

Available on GitHub

October 18, 2025 | Kenneth van Surksum | https://vansurksum.com

Conditional Access Baseline October 2025 (v2025-10) Available on 
GitHub - Modern Workplace Blog

https://www.vansurksum.com/2025/10/18/conditional-access-baseline-october-2025-v2025-10-available-on-github/
https://www.vansurksum.com/2025/10/18/conditional-access-baseline-october-2025-v2025-10-available-on-github/
https://www.vansurksum.com/2025/10/18/conditional-access-baseline-october-2025-v2025-10-available-on-github/
https://www.vansurksum.com/2025/10/18/conditional-access-baseline-october-2025-v2025-10-available-on-github/
https://www.vansurksum.com/2025/10/18/conditional-access-baseline-october-2025-v2025-10-available-on-github/
https://www.vansurksum.com/2025/10/18/conditional-access-baseline-october-2025-v2025-10-available-on-github/


Please rate this session on Sched.com  

We would love to hear what you liked 
and how we could improve! 
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