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Why do we need custom detections?

I bought a tool, now I can sit back and relax or 
maybe not.



Detect bad things

Proactive 
Threat 

Hunting
Tasks Detections

Find the hidden
Proactive Threat 

Hunting

Query-based data 
review

Daily/Weekly

Custom Detections
Known bad or 

suspicious

Use-case drivenHypothesis driven



MITRE ATT&CK

https://attack.mitre.org

https://attack.mitre.org/


DEMO
MITRE ATT&CK & Threat Analytics



Why custom detections

Tailored threat 
detections for unique 

environments

Network architecture

Directory services

Home brewed applications

Tiering models



Reason 1

Early threat detections

Newly discovered attack vectors

Vulnerabilities

Behavioral Analysis



Reason 2

Threat Intel

Threat Intel providers

In-house Threat Intel 

Shared Threat Intel in open and 
closed communities



Developing Use-Cases
Core building pieces



Components

Aggregated data

Well-defined 
description

Data sources

Logic

Threat 
Intelligence

Playbook

What is the goal

Severity

What is bad

Required data sources

Query data

Thresholds

Required actions

Automation

Use-case

Documentation

Management

MITRE ATT&CK MAP

Scheduling



Jump into the tech side
Unified Custom Detections



USX – Sentinel moves into XDR

https://learn.microsoft.com/en-us/azure/sentinel/move-to-defender
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Analytic Rules vs
Custom Detections

https://learn.microsoft.com/en-us/azure/sentinel/compare-analytics-rules-custom-detections
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https://techcommunity.microsoft.com/blog/microsoftthreatprotectionblog/custom-
detections-are-now-the-unified-experience-for-creating-detections-in-micr/4463875
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Watchlists

• Can be used in Custom 
Detections (unified)

• Exclusions – Same query
in multi-tenant scenarios



Scheduling

• Challenge
• NRT is limited to 

Single Tables

• NRT does not 
support joins, 
unions or 
external data



Query Lookback

https://learn.microsoft.com/en-us/defender-xdr/custom-detection-rules
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External data

Dynamically 
enrich

Can be 
somewhat 

secured

Use AI to create 
lists?



Tuning

Avoid change 
query Delegate Multi-tenant



Query Resources Report



DEMO
What does Unified Custom Detections look like



Custom Detections API

https://learn.microsoft.com/en-us/graph/api/resources/security-
detectionrule?view=graph-rest-beta
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USE-CASES



Abusing unquoted service path

Service Control Manager

</>

ntdll!NtCreateUserProcess

• interpret the first token as the 
executable

• If it fails, expand to the next space
• Repeat until something exists on 

disk

Sample Service
• C:\Program.exe
• C:\Program Files\Super.exe
• C:\Program Files\Super Security.exe
• C:\Program Files\Super Security Vendor\SuperService.exe



Abusing unquoted service path
To long for a slide…

https://github.com/mattiasborg82/Talks/tree/main/MemSummit2026

https://github.com/mattiasborg82/Talks/tree/main/MemSummit2026


Remote Access Tools

MITRE:T1219

Network traffic

EDR / Network

Admin

PAW

Admin Network

Corp net Factory



Remote Access Tools
let KnownNames = dynamic(["teamviewer","anydesk"]);
let RATProcess =
DeviceProcessEvents
| where ProcessVersionInfoCompanyName has_any(KnownNames)
| extend DetectionMethod = "Process";
let RATMetwork = 
DeviceNetworkEvents
| extend DNSRequest = (parse_json(AdditionalFields)).query,
DNSResponse = (parse_json(AdditionalFields)).answers, HTTP = (parse_json(AdditionalFields)).host 
| where ( 

RemoteUrl has_any (KnownNames) or 
RemotePort == 5938 or
DNSRequest has_any (KnownNames) or
DNSResponse has_any (KnownNames) )

| extend DetectionMethod = "Network";
union RATMetwork,RATProcess



Tiering misbehavior

MITRE:T1021

Tier 0 attempt/successful logging 
on to/from Tier 1 systems

Tier 1 attempt/successful logging 
on to/from Tier 2 systems  or Tier 0 
systems

T0 Admin

Corp net

T0 Admin

Admin

PAW

Admin Network

Factory



Tiering misbehavior

IdentityLogonEvents
| where Account startswith "a0-" or Account starts with "a1-“
| where ActionType == "RemoteInteractive" or ActionType == "Interactive“
| where DeviceName startswith "cli-"

Dynamically get Domain Administrators (to be used with querys related to Domain 
Admin activities such as logins)

ExposureGraphNodes
| extend json = (parse_json(NodeProperties)).rawData
| where json.nestedAdGroupNames has "Domain Admins“
| where NodeLabel == "user“
| mv-apply EntityIds on (summarize Identifiers = make_bag(pack(tostring(EntityIds.type), 
EntityIds.id)))
| project AccountName = tostring(json.accountName)
| distinct AccountName



Unexpected network traffic

Traffic from factory network or 
other segmented or sensitive 
networks where no traffic is 
expected

Corp net Factory

MITRE:TA0008 Admin

PAW

Admin Network

Factory



Unexpected network traffic

let MgmtPorts = dynamic([3389,22,5985]);
let UnexpectedNetwork = dynamic(["10.10.10","10.10.11"]); //Factory
DeviceNetworkEvents
| where LocalPort in(MgmtPorts)
| extend RemoteSubnet = extract(@"\d{1,3}\.\d{1,3}\.\d{1,3}",0,RemoteIP),
LocalSubnet = extract(@"\d{1,3}\.\d{1,3}\.\d{1,3}",0,LocalIP)
| where RemoteSubnet in(UnexpectedNetwork)



Traffic from unknown device

MITRE:T1200

Admin

PAW

Admin Network

Corp net Factory

Traffic from devices which are 
not onboarded to Defender



Traffic from unknown device

DeviceNetworkEvents
| where ActionType == "InboundConnectionAccepted"
| where LocalPort in (3389,389,445,636,139,22) //Port filter or maybe add network filter
| extend IP = RemoteIP //IP is used in DeviceFromIP, and we want the remote IP
| invoke DeviceFromIP()
| where isempty(DeviceId1)



DNS Exfiltration or C2

53

Corp net

MITRE:T1071,T1048

Communication to 
external DNS

Admin

PAW

Admin Network

Factory



DNS Exfiltration or C2

DeviceEvents
| where ActionType contains "DnsQueryResponse"
| extend jsondata = parse_json(AdditionalFields)
| extend DNSQuerySubDomain = jsondata["DnsQueryString"], QueryResult = 
jsondata["DnsQueryResult"]
| mv-expand QueryResult
| extend DNSQueryType = parse_json(tostring(QueryResult)).DnsQueryType
| extend DNSQueryResult = parse_json(tostring(QueryResult)).Result
| project-away jsondata, QueryResult
| where DNSQueryType == "TEXT"
| extend DNSParentDomain = extract(@"((\w+|-){1,}.([^.]*))$",0,tostring(DNSQuerySubDomain))
| summarize NumberofSubDomains = dcount(tostring(DNSQuerySubDomain)) by 
tostring(DNSParentDomain)
| where NumberofSubDomains > 5 //Trim



Remote Services
Corp net

22443

445

3389

MITRE:T1021

SMB
RDP
SSH
WINRM
…etc

Admin

PAW

Admin Network

Factory



Remote Services

let MgmtPorts = dynamic([3389,22,5985]); //Add mgmt. ports
let PAWNetwork = dynamic(["10.10.10","10.10.11"]); //PAWs
DeviceNetworkEvents
| where ActionType == "InboundConnectionAccepted"

| where LocalPort in(MgmtPorts)

| extend RemoteSubnet = extract(@"\d{1,3}\.\d{1,3}\.\d{1,3}",0,RemoteIP),

LocalSubnet = extract(@"\d{1,3}\.\d{1,3}\.\d{1,3}",0,LocalIP)

| where RemoteSubnet !in(PAWNetwork)



Malicious inbound e-mail
Corp net

Malicious attachments
Attachment executed
Malicious URLs

MITRE:T1566 Admin

PAW

Admin Network

Factory



Malicious inbound e-mail

let phishurls =
externaldata(Domain:string,rem_foo:string,rem_foo1:string,URI:string)
[
h@“<INSERT THREAT FEED HERE“

]
with(format="csv",ignoreFirstRecord=true)
|project-away rem*
| distinct Domain;
let safelink= "https://nam.safelink.emails.azure.net/redirect/?destination=";
EmailUrlInfo
| extend Url = iff(Url startswith
safelink,url_decode(tostring(split(Url,safelink,1)[0])),Url)
| extend UrlDomain = iff(UrlDomain == 
"nam.safelink.emails.azure.net",extract(@"https?://([^/]+)",1,Url),UrlDomain)
| where UrlDomain in~ (phishurls)



Malicious inbound e-mail

let includeurlenc = false; //change to true to include urlencoded mail domain as well (causes more false positives)
let regexString = 
EmailEvents
| where EmailDirection == "Inbound“
| extend emaildomain = extract(@"@.*",0,RecipientEmailAddress) //Get all inbound email domains to prepare for regex and base64 encode
| extend urlencoded = url_encode(emaildomain)
| distinct emaildomain,urlencoded
| extend Base64 = replace("=","",base64_encode_tostring(emaildomain)) //padding chars removed
| distinct Base64,urlencoded
| summarize make_list(Base64),make_list(urlencoded) //make a list of all inbound email domains
| extend urlrexString = replace_regex(tostring(list_urlencoded),@'(",")',"|") //cleanup
| extend urlrexString = tostring(replace_regex(urlrexString,@'\"|\[|\]',"")) //cleanup
| extend base64rexString = replace_regex(tostring(list_Base64),@'","',"|") //cleanup
| extend base64rexString = tostring(replace_regex(base64rexString,@'\"|\[|\]',"")) //cleanup
| project-away list_Base64,list_urlencoded
| extend rexstring = iff(includeurlenc == 1,strcat(@"(",urlrexString,@")|(",base64rexString,@")"),base64rexString) //Create regex
| extend b64regexString = strcat(@"https?:\/\/.*http.*(",rexstring,").*") //Final regex string matching http/https <anything> https <anything> base64 encoded email <anything>
| distinct b64regexString;
let potentialbadmails=EmailUrlInfo
| where Url matches regex toscalar(regexString) 
| join (EmailEvents
| where Subject !contains "Newsletter“
| where DeliveryAction !contains "blocked") on NetworkMessageId
| where Url !contains "safelinks.protection.outlook.com“
; 
potentialbadmails
| extend extractedDomain = extract(@'^https?://([A-Za-z0-9.-]+)(:[0-9]+)?/.*$',1,Url) //check if multiple domains remove to get more results if anything is missed
| extend removefirstdomain = replace_string(Url,extractedDomain,"") ) //check if multiple domains remove to get more results if anything is missed
| extend RedirectToNew = iff(removefirstdomain !contains extractedDomain,true,false) ) //check if multiple domains remove to get more results if anything is missed
| where RedirectToNew == 1 //check if redirect (experimental)



Outbound internet 
communication

Corp net

445 and other ports

SMB PowerShell

MITRE:T1071 Admin

PAW

Admin Network

Factory



Outbound internet 
communication

DeviceNetworkEvents

| where RemoteIPType == "PubliC"

| where RemotePort == "445" //Or use allowed port list

// Exclude

| where RemoteIP == "x.x.x.x"// MSP Hosted FileServer

DeviceNetworkEvents

| where InitiatingProcessFileName =~ "powershell.exe"

| where RemoteIPType == "Public"

//Exclude

// Some Admin running Exchange PowerShell from Jump server



DeviceLogon from Public IP
Corp net

MITRE:T1078, T1087

RDP
SSH 
ETC

Admin

PAW

Admin Network

Factory



DeviceLogon from Public IP

DeviceLogonEvents

| where ActionType == "LogonSuccess“ //Separate attempted and success

| where RemoteIPType == "Public"



Break-glass account usage

•Detect Usage of Break Glass Account  
AD/Entra ID

MITRE:T1078



Break-glass account usage

IdentityLogonEvents

| where AccountName == "secret-break-glass-account"

| where ActionType == "LogonSuccess"

AADSignInEventsBeta

| where AccountUpn == "secret-break-glass-account@myupn.com"

| where ErrorCode == 0



Publicly Exposed devices
Corp net

MITRE:T0883 Admin

PAW

Admin Network

Factory



Publicly Exposed devices

DeviceNetworkEvents

| where ActionType == "InboundConnectionAccepted"

| where RemoteIPType == "Public“

DeviceInfo

| where IsInternetFacing == 1



Helper queries
Contextualize data



Domain Admins

ExposureGraphNodes

| extend json = (parse_json(NodeProperties)).rawData

| where json.nestedAdGroupNames has "Domain Admins"

| where NodeLabel == "user"

| mv-apply EntityIds on (summarize Identifiers = 
make_bag(pack(tostring(EntityIds.type), EntityIds.id)))

| project accountName = 
json.accountName,Identifiers,accountEnabled=json.accountEnabled,disti
nguishedName=json.distinguishedName,adminCount=json.adminCount,Accoun
tControl=json.userAccountControl



Domain Admins

ExposureGraphNodes

| extend _jsonBlob = (parse_json(NodeProperties)).rawData

| extend Roles = _jsonBlob.deviceRole

| where Roles has "DomainController"



Some good places to find Custom 
Detections from the community

• http://blog.sec-labs.com / www.defenderboys.com
• https://github.com/bert-janp
• https://github.com/f-bader
• https://github.com/alexverboon
• https://github.com/falconforceteam
and more..
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Wrap up and summary

▪Start moving to Custom Detections
▪Make use of MITRE ATT&CK
▪Threat Modelling

▪ Find the risks in your environment

▪Purple Team Exercise
▪Document your use-cases not only your detections
▪Lifecycle Management of Detections is important

▪Relevant | Not Relevant | Microsoft Coverage



Defender Boys NetCodeSecrets

https://github.com/mattiasborg82/PublicTools/tree/main/Defender%20Boys/Bin/NetCodeSecrets

https://github.com/mattiasborg82/PublicTools/tree/main/Defender%20Boys/Bin/NetCodeSecrets




Thanks!

Thank you for attending the 
session!

Please rate this session on 
Sched.com  

We would love to hear what you 
liked and how we could improve! 

Connect with Mattias

Twitter: https://twitter.com/mattiasborg82

LinkedIn: https://www.linkedin.com/in/mattiasborg82

Connect with Stefan

Twitter: https://x.com/stefanschorling

LinkedIn: https://www.linkedin.com/in/stefanschorling

Defender Boys
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