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Slides & demos

Slides are available
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https://github.com/damienvanrobaeys/Events Slides

2= Demos.zip

B9 Make Intune reporting better and secure (MEM 2025).pptx

Hseuen C)

1. Log Analytics basics

2. Log Ingestion APl DCR
3. Custom reporting

4. Securing API calls

5. Starting with KQL

6. Quick lab


https://github.com/damienvanrobaeys/Events_Slides

Custom reports

©

Monitor BSOD (blue screen)

A dashboard allowing you to
troubleshoot BSOD on your devices

Drivers inventory

A dashboard allowing you to see
all drivers installed on all devices

Windows Secure Boot certificate
expiration dashboard

Monitor Secure boot certificate
expiration on your Intune devices
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. Available on my blog
Link here

Available on my blog
Link here

‘ Available on my blog
Link here


https://www.systanddeploy.com/2023/02/devices-bsod-blue-screen-dashboard-with.html
https://www.systanddeploy.com/2023/07/drivers-inventory-dashboard-on-devices.html
https://www.systanddeploy.com/2023/09/send-intune-discovered-apps-to-log.html

Overview

Who use Log Analytics ?
Who use Azure Automation ?
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What will you learn ?
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What is Log Log Analytics API
Analytics ? vl vs v2
4 3
O O
Sending custom data How to use the API
(2 ways)

6
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Securing API calls (a bit more)



About me
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Modern Workplace consultant (Metsys) 2(

Dual MVP Microsoft (9 years) & Official Contributor
Working with PowerShell, Intune, MS Graph, MECM,

Log Analytics...

@ systanddeploy.com
g @syst_and_deploy 0 @systanddeploy

P4 damien.vanrobaeys@gmail.com

Damien Van Robaeys m Damien Van Robaeys

Microsoft & Microsoft
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Learn KQL in one month

10 books to win

LEARN KQL IN ONE VIONTH
2025 EDITION

o 50 DAYS OF EXERCISES
o SOLUTION & EXPLANATION
o CREATE A WORKBOOK LAB

€ BOOK AVAILABLE ON AMAZON

A yellow paper on your chair ?
If you see it, you win ©
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LEARN KQL IN ONE MONTH - 2025 EDITION

=3 DAY 13

12 Exercises of the day

Demo lab environment

Open aka.ms/LADemo

Use the below datatable

Display records where LastContact column is < than 7 days
Why is there an error?

Convert the LastContact column to a date

Format the date as: MM/dd/yyyy

Create a variable Date = '2023-12-18'

In a new variable DateFormat, convert variable to a date
. In a new variable, Today, add the date of today

10. Format the date as: month/day/year

11. Add & hours to the variable Today

12. Format the variable Today to different time zone

e e el

Intune environment
1. Use the IntuneDevices log

2. Do the same than in "demo lab env” part 3, 4, 5,6, 7, 8, 9,
10, 11, 12

Q, Key words

= datetime, make_datetime, format_datetime, datetime_add
= let, now(), datetime_local_to_utc



A question ?

Time is limited, come to me at the end of the session
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what is it ?

Classification NaTran : Public [ ] Interne [X] Diffusion limitée [ ] Confidentiel entreprise [ ]



Whatis it ?
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Azure service available from Azure & Intune portals
Goal: analyze data collected by Azure Monitor
Centralize data from Azure services, resources, Intune devices...
Run queries and play with data from your tenant, devices...
Run KQL queries to investigate, monitor, create dashboard

In Log Analytics data are located into Logs

By default, Log Analytics is empty you need to configure it



Starting with Log Analytics

K ZTf;i;T; J
Blog post series about starting with Log Analytics <a”
https://www.systanddeploy.com/search/label/LogAnalytics Start

Creating our first Log Analytics workspace

Importing your own data into the workspace

Creating our first workbook

Add Intune data into Log Analytics workspace

Running KQL queries in Log Analytics with PowerShell

Creating a lab by importing a CSV with fake data

Give your workbook a better look

Sending data to Log Analytics from Azure Automation

Running KQL queries on a workspace through Azure Automation
10 Securing Data transmission to Log Analytics v2 with Azure Automation
11. Securing Data transmission to Log Analytics v2 with Azure Function

©ONOUTAWN =


https://www.systanddeploy.com/search/label/LogAnalytics_Start

Prerequisites

?NDPOINT
SUMMIT

w—ie yy

1. Azure subscription
2. Resource group (container that holds all your resources) *

3. Log Analytics workspace

* More info about resource group

https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/
manage-resource-groups-portal



https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal

Log Analytics workspace

When you collect logs, all data are stored in a workspace

Contains all things relative to your logs and data:

v Logs, Custom log
v" Microsoft Sentinel, Microsoft Defender portal
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Data structure

Data are sent from a source in Tables in a Workspace

From devices, Intune...

I,
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Log Analytics workspace
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Data structure
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Tables organized in columns containing rows of data
A table = A Log

Column name Description Type
CurrentBIOSDate Datetime

CurrentBIOSDateFormat Datetime

Tables i - -
—_ CurrentBIOSDays0ld Int

N I I S — CurrentBIOSDays0OldRange

T CurrentBIOSVersion
| — | E———
| e e e | -
ModelFamilyname lsUptoDate CurrentBIOSVersion LastBIOSVersion
— m
— ThinkPad T14s Mo 132 134

ThinkPad T14s Mo 132 134

ThinkPad T14s Gen 3 Mo 128 146

Log Analytics workspace
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Query log and play with data to create dashboard...
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Log Analytics workspace




What about pricing ?
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Log Analytics is priced/billed by ingestion and retention
The default pricing for Log Analytics is a pay-as-you-go

Default pricing (get it through the portal):
v" Ingestion: €2,80/GB
v Retention: €0,61/GB

For more info go to: Usage and estimated costs

Settings Usage and estimated costs

= Tables The Data ingestion per solution chart on the Usage and estimated costs page for

7 Agent each workspace shows the total volume of data sent and how much is being sent
& A 5
by each solution over the previous 31 days. This information helps you determine

{:. Usage and estimated costs trends such as whether any increase is from overall data usage or usage by a

particular solution.
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Explore your usage
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= Useful table to analyze data & usage: Usage (in LogManagement)
= Use IsBillable == true (records for which there's an ingestion charge)
=  Query to get billable Data ingested by table

Usage

where IsBillable

summarize BillableDataGB=sum(Quantity) / 1.0E3 by DataType
extend BillableDataGBRound = round(BillableDataGB, 2)

sort by BillableDataGB desc

project Log=DataType,['Billable Data']=BillableDataGBRound

+ More info:
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/analyze-usage



https://learn.microsoft.com/en-us/azure/azure-monitor/logs/analyze-usage
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/analyze-usage
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/analyze-usage
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/analyze-usage
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/analyze-usage
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/analyze-usage
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/analyze-usage
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Cost analysis: Cost Management > Cost analysis
Filter on resource group, workspace, month... Cost

Management

~ Reporting + analytics
Total (EUR) @ Average Budget: Alert

€2 6 5 . 3 0 Moot € 1 0 ) 5 4 iy €70, 0 0 0 o %_Cost analysis

Showing 9 of 9 services
Service Publisher type
3 we  Amme v Log Analytics

g Azure

v = |
) Azure Total Meter

>

>

3 N — : €17.07 | Pay-as-you-go Data Ingestion
>

+  Anme €6.52 | Pay-as-you-go Data Retention



Creating a workspace
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Manually
1. Go to Log Analytics workspaces > Create
2. Fill information

Project details

No log analytics workspaces to display

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

Try changing or clearing your filters. manage all your resources.
Create log analytics workspace Subscription * Visual Studio Enterprise W
Resource group * (U Metsys-GRP W

Learn more f

Log Analytics workspaces = - | .. deuis

SystAndDeploy Name * | Metsys-Workspace

—+ Create @ Open recycle bin EE} Manage view v/ negon® © yrance Centr e
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With PowerShell

1. Install module Az: Install-Module -Name Az -Force
2. Connect-AzAccount -
3. New-AzOperationnallnSightSWOrKSPaCe s ot e oo st o e gt s oo o

manage all your resources.

Subscription * Visual Studio Enterprise ~
/ Resource group * © Metsys-GRP v
SSubscriptionID = "Your subscriptior | |
nstance details
SResourceGroup = "Metsys-GEP" Name * ( I —
= "Motovyva_Tr- argro 't €
$WorkspaceName = "Metsys-Workspace o O e — -
SLocation = "francecentral” -

Connect-AzAccount|-Subscription $SyYbscriptionlD
New-AzOperational ! =Location—gLelcation -Name $WorkspaceName -ResourceGroupName $ResourceGroup




Adding Intune data
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By default Logs part is empty (no tables) , S0 g

= (o to Intune > Tenant administration > Diagnostic settings
= Click on Add diagnostic setting

Diagnostic settings

3 Grou P25 Name Storage account Event hub Log Analytics works...
L. ) Intune damien
_-i} Tenant administration
Intunelogs metsys-workspace

#< Troubleshooting + support
+ Add diagnostic setting

D. t tt Click 'Add Diagnostic setting’ above to configure the collection of the following data:
* 1agNOsLICs setlings T Auditlog:
* OperationallLogs

* DeviceComplianceOrg
* Devices




Intune logs
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Select built-in logs to add

Logs "

Categories

AuditLogs
OperationallLogs

DeviceComplianceOrg

Devices

AuditLogs: activities record that generate a change in Intune
Intune (including create, update, delete, assign, and remote
actions)

OperationallLogs: details about users and devices that
successfully enrolled (or failed) to enroll and details on non-
compliant devices

DeviceComplianceOrg: Contains report for device compliance in
Intune and details on non-compliant devices

Devices: device inventory and status information about Intune
enrolled and managed devices



Intune logs
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Select workspace where to send data

Destination details

Send to Log Analytics workspace

Subscription

Visual Studio Enterprise

Log Analytics workspace

LATests ( francecentral )

AuditLogs: activities record that generate a change in Intune
Intune (including create, update, delete, assign, and remote
actions)

OperationallLogs: details about users and devices that
successfully enrolled (or failed) to enroll and details on non-
compliant devices

DeviceComplianceOrg: Contains report for device compliance in
Intune and details on non-compliant devices

Devices: device inventory and status information about Intune
enrolled and managed devices
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Log Analytics and Intune [

Go to Logs

You have now Intune logs
= Example IntuneDevices (list enrolled devices)

You can now run query on your Intune datas

Language for query is KQL (Kusto Query Language)

m Time range : Last 24 hours
pace sumr

1 IntuneDevices

MRanara |

o Jo]

2 Logs

_Results  Chart

TimeGenerated [UTC]

12/9/2021, 5:17:07.218 AM
12/9/2021, 5:17:07.218 AM
12/9/2021, 5:17:07.218 AM

12/9/2021, 5:17:07.218 AM

ENDPOINT
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[0 Columns v (©) Display time (UTC+00:00) (® ) Group columns

Completed. Showing results from the last 24 hours. ® o00:042 {7 94¢
%  OperationName % Result %  Deviceld Y  DeviceName
Devices None
Devices None
Devices None
Devices None
Devices None

>
>
>
>
>

12/9/2021, 5:17:07.218 AM
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Battle of the API

Classification NaTran : Public [ ] Interne [X] Diffusion limitée [ ] Confidentiel entreprise [ ]



Log Analytics APIs
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= | og Analytics V1: Data Collector API (Old way and deprecated)
= Log Analytics V2: Log Ingestion APl (Modern way)

() Note

The Azure Monitor HTTP Data Collector APl has been deprecated and will no

longer be functional as of 9/14/2026. It's been replaced by the Logs ingestion
API.
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Log Analytics v1: data collector APl [
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= Script use Data Collector API to send collected data to a Custom Log
= Then you can query your logs and create dashboard, alerts...

r ' B’
9 m [}
l I".ltul'ljl".l
——— | Insights -
\ @ J
Azure resources p
—»| Dashboards me
\ y
Applications
' b
Logs =~ Log Query »| Workbooks
Virtual machine agents \ \ y
' ™
: »| Log Analytics (111
Data Collector API ~ /
' N
— — »{ Log Alerts u
L A
' ™
»| Services @ G
\ »




Log Analytics v2: Log Ingestion API |
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Prerequisites
1. Custom table must exist before in Log Analytics workspace
2. App registration to authenticate against the APl OR a managed identity*
3. Data collection endpoint (DCE) to receive data
4. Data Collection Rule (DCR) to direct the data to the target table
< Il Data sent to the APl must be formatted in JSON

Nice script from Morten Waltorp Knudsen:
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/set-up-logs-ingestion-
api-prerequisites

* Depending of context ?
= |If running under Azure (automation/function app): use Managed identity
= |f running outside of Azure (remediation script): use app registration


https://learn.microsoft.com/en-us/azure/azure-monitor/logs/set-up-logs-ingestion-api-prerequisites
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First step: app registration [

App registrations =

+ New registration &) Endpoints /?
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1. Create app registration to authenticate against the API , 2O=E

* Name

The user-facing display name for this application (this can be changed later).

Logslngestion| v

Supported account types

Who can use this application or access this API?

'@3' Accounts in this organizational directory only (SystAndDeploy only - Single tenant)

2. Give the app registration access to the DCR

Dashboard > Monitor | Data Collection Rules > CustomlLogsEndpoint Current role assignments  Eligible assignn

2 CustomLogsEndpoint | Access control (IAM) ¢

Data collection rule

|)3 Search | «

& Overview
H Activity log
Ra Access control (IAM)

€ Tags

Settings

Assignments for the selected user, group, servic

A Search by assignment name or description

—+ Add £ Download role assignments 3

; o~
Check access  Role assignments Roles Role assignments (1) )

Role
My access

View my level of access to this resource. Monitoring Metrics Publisher
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2"d step: Data Collection Endpoint (\

Gateway between endpoint and Azure Log Ingestion Pipeline

DCE: connection used by Logs ingestion API to send collected data
= A DCE can support multiple DCRs

Endpoint details

Endpoint Name * Endpoint Name

Settings

Subscription * () Visual Studioc Enterprise w Diagnostic settings

: Data Collection Rules
Resource Group * (D ~

Create new ¢+~ Data Collection Endpoints

Region* (i) East US




Last step: Data Collection Rule [
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DCR is here to define how and where the data should be stored

Determines what to do with your data:
¢ Which data should be collected
*+ How to transform that data
* Where to send data

MS recommends to have one DCR by type of data
Give the app registration access to the DCR
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Creating the DCR
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Creating a table (custom log)

= The table/custom log should be created first P
= Go to Tables > Create > Custom log (DCR-based)
= Specify structure of the table by importing JSON

Table details

Start by adding a mame and description for the table you're creating. On the next step, upload a sample of your custom
og and adjust the table details to your nesds.

ﬂ Basics ﬂ Schema and transformation

Table name * | Up to 45 alphaunumeric characters |

CL

3 Upload sample file
Description Description ; F =
Data collection rule T
Data collection rules (DCR) define the data coming into Azure Monitor and specify where that data should be sent or Pleasze |..|‘J|L‘-E|d a3 Eample oif I-.':-gs in J5OMN format. You can drag and -::Ir-:-p it here
tored. maore or
Brouwesa far filas

Ssts collection rule | V| Browse for files
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Creating the DCR '
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Creating a table (custom log) \2O=Ey

= The table/custom log should be created first
= Go to Tables > Create > Custom log (DCR-based)
= Specify structure of the table by importing JSON

@ sasics €@ Schema and transformation { ) )
"TimeGenerated”: "vendredi ©2/69/2824 16:53 +@l:ee",

"DeviceName": "P64000168",
¢ Upload sample file "ModelFriendlyName"”: "ThinkPad T48@s",
"DeviceManufacturer": "LENOVO",
"Model™: "2@L8SDllee",
"DriverName": "System Interface Foundation V2 Device",
"DriverVersion": "1.2.8.11",
(:Ej "DriverDate": null,
_ ) _ "DeviceClass": "SYSTEM",
Pleaze uplozd a sample of logs in JSOM format You can drag and drop it here "DeviceID": "ROOT\\SYSTEF‘T\\B@EZ",
ar "manufacturer"”: "“Lenovo",
Browse for files "InfName": "oeml87.inf",
"Location": null




Log Ingestion process
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= API sends data to DCE/DCR (through a script) =]
Il Data sent to the APl must be formatted in JSON -
= DCR transforms incoming data to match to the target table

= DCR sends transformed data to the custom log

Azure Monitor

g Data Collection Rule (DCR)
»  Definition of incoming stream
= KOL to apply to each record of incoming data
»  Qutput must match structure of destination table

Source Data ingestion pipeline Destination
——
\h-)_) ~ Transformation _
. KaL :
Incoming data Transformed data
Custom J Log Analytics
application workspace

Custom application sends Ingestion pipeline applies
data to endpoint and J transformation query to each recofd

specifies DCR in the call. and sends result to destination.




Demo 1

What will we see ?

= Creating a DCE
= Creating a table (custom log) & DCR

Classification NaTran : Public [ ] Interne [X] Diffusion limitée [ ] Confidentiel entreprise [ ]
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KQL:

Kusto Query
Language

Classification NaTran : Public [ ] Interne [X] Diffusion limitée [ ] Confidentiel entreprise [ ]



KQL: the heart of your analysis
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KQL for Kusto Query Language

Language to request/explore data from your Logs
Same language than in CMPivot

Used in Log Analytics, Sentinel, MDE...

Now in Intune device query

You can use Copilot



Starting with KQL
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1. Select a log like IntuneDevices

2. Select a time range
3. Use pipe | delimiter with where operator (there are essentials)

= | where : allows you to filter on a field (contains, ==, startswith...)
= | project operator : allow you to select fields (columns) to display
= isnotempty(column), | join, | order, | count, | top, ago(delay)

' m Time range : Last 24 hours Save v |~ Share
m Time range : Last 24 hours Save g

] . ] 1 IntuneDevices | project DeviceName, Model, CreatedDate
1 IntuneDevices | project DeviceName, Model 2 | where DeviceName contains "DESKTOP"

-




KQL cheat sheets [ 52N
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An easy way to start with KQL

https://techcommunity.microsoft.com/t5/azure-data-explorer-blog/azure-data-explo
rer-kql-cheat-sheets/ba-p/1057404

~

That's awesomel® .
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https://techcommunity.microsoft.com/t5/azure-data-explorer-blog/azure-data-explorer-kql-cheat-sheets/ba-p/1057404
https://techcommunity.microsoft.com/t5/azure-data-explorer-blog/azure-data-explorer-kql-cheat-sheets/ba-p/1057404
https://techcommunity.microsoft.com/t5/azure-data-explorer-blog/azure-data-explorer-kql-cheat-sheets/ba-p/1057404

MODERN
ENDPOINT

SUMMIT

Custom reporting

&
Log Analytics

Classification NaTran : Public [ ] Interne [X] Diffusion limitée [ ] Confidentiel entreprise [ ]
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Scheduling the script sending data to Log
Add & schedule the script @ Analytics through API
(Remediation or Azure Automation)

The script will send them into a Custom

Creating a script to get data Log in Log Analytics (through the DCR)

Import
Create a script to get data you PO
want from devices or tenant custom Data Gather data in a report
process Once data are in the Custom Log,
Add prerequisites we can create a workbook with
them

App registration, DCE, table, DCR
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Sending data: from where ?

1. Remediation script: to import data from devices
= Drivers inventory

= Windows Secure boot cert expiration IE’_L.‘

2. Azure Automation runbook: send data from your environment

= BSOD report ( !

= |Lenovo BIOS and warranty dashboards
= Discovered apps dashboard




Prerequisites for sending data
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Prerequisites you need in your scripts: L 20264
1. Get the DCE URI (in Monitor > Data Collection Endpoint)
2. Get the DCR immutableld (in Monitor > Data Collection Rule)
3. Specify custom log where to send data

Configuration Access
https://customlogsendpoint-txk0.francecentral-1.handler.control.monitor....

\L-::mgs Ingestion
https://customlogsendpoint-txk0.francecentral-1.ingest monitor.azure.com

Resource ID

-t |;‘suhm:riptic:nﬂfdﬁi?1CED—EBSC—4?BE—98EC—83D9eaSBECEf,fresnurceGmups;’MEtsys—GEP;’pmviders

1 {
DCR - 2 "properties™: {
3 “" I'immutableId": "dcr-8f1b210628ac428aba9663c4a2bd7266",
A

"dataCollectionEndpointId”: "/subscriptions/d9371c20-288«
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From remediation script (\
)

1. Add prerequisites in variables (DCE, DCR, custom log
2. Add app registration info (tenant id, app id, secret)
3. Get data you want (drivers, custom info...)

$Properties = [Ordered] @{

TimeGenerated"” = Get-Date ([datetime]::UtcNow) -Format O
DeviceName" = "LAPTOPL1"

lelFriendlyName" = "ThinkPad T480s"
DeviceManufacturer" = "Le ‘

lel™ = "20L8"

$Custom Infos = New-Object -TypeName "PSObject"” -Property $Properties

4. Convert data to JSON

$Body JSON = $Custom Infos ||

ConvertTo-Json -AsArray;




From remediation script
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5. Authenticate and get a token through the app registration | =

# Getting token through the azure app from Azure monitor pipeline

$scope =_[Svyvstem.Web HttpUtility]l::UrlEncode("hittos://monitor azure.com//.default")

$body =|"client id=S5appld&scope=5scope&client secret=5appSecretfgrant type=client credentials"”
$headers = @l content-lype" = napplication/x wWww-Iorm-uriencoded" };

S$uri = "https://login.microsoftonline.com/StenantId/ocauth2/v2.0/token"

$bearerToken = (Invoke-RestMethod -Uri $uri -Method "Post"” -Body $body -Headers $headers) .access token

6. Send data to Log Analytics using Log Ingestion API

# Sending data to Log Analytics Custom Log

$headers = "Authorization” = "Bearer obearerToken"; "Content-Type" = "application/json" };

suri "SDceURI/dataCollectionRules/SDecrImmutableld/streams/Custom-5Table"+"?api-version=2023-01- Hll
sbody = $Eustcm_Infos | ConvertTo-Json -RAsArray;

$uploadResponse = Invoke-RestMethod -Uri $uri -Method "Post" -Body $body -Headers S$headers;




From Azure Automation [ 53
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Create Azure Automation with a managed identity

Grant permission on the DCR to the managed identity (MI)

Create a Runbook (script) in Azure Automation

Specify prerequisites in variables (DCE, DCR, custom log)
Authenticate against the Log Ingestion API with the M| and get a token

SIS CNION-

5 Connect-AzAccount -Identity | Out-Null
SbearerToken = (Get-AzAccessToken -ResourceUrl "https://monitor.azure.com//.default").Token




From Azure Automation
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6. Collect data you want & convert data to JSON 2026 4 |

$Propertles = [Ordered] @&{
"TimeGenerated" = Get-Date ([datetime]::UtcNow) -Format O

DeviceName" = "LAPTOP2
le1FriendlyName” = "T14s Gen4

$Custom Infos = New-Object -TypeName "PSObject” -Property $Properties
$body = $Custom Infos | ConvertTo-Json -AsArray;

/. Send data using Log Ingestion API

# Sending data to ng Analytics Custom Log
Sheaders = @{"! orization™ = "Bearer SbearerToken"; "Content-Type" = "5pp;i:5f":;j5::" };

Suri = ”i::“”__’l ZEGZLL?R:iZ“*ZL;LErDSIZKT"_%k;?:df?:r?iiéfﬂ": om—-5Table"+"?api-version=2023-01-01";
$uploadResponse = Invoke-RestMethod -Uri $uri -Method "FPost” —Body $body -Headers $headers,



Managed identity: what is it ?

What is a managed identity ?
= Accounts in Entra ID
= Goal: Access to Entra ID resources without credentials

Runbook/Script use the Ml to get token
= Two kinds of MI (System or User)

Pros ?

= You don’t need to manage credentials

= Credentials are never exposed in the code

= Can be used without any additional cost

How to ?
= |[n Automation > Identities, enable System assigned

ENDPOINT

N/ 1N/

{s automating-reports

Automation Account

‘,O Search (Ctrl+/) | «

b

Identity (Preview)

System assigned  User assigned

Status @

( off m

Here are some of the benefits of using managed identities:

* You don't need to manage credentials. Credentials aren’t even accessible to
you.

* You can use managed identities to authenticate to any resource that supports
Azure AD authentication, including your own applications.

* Managed identities can be used without any additional cost.
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System vs User

Creation* Created when Mlis enabled Separately and should be created first
Scope Can be used only by one resource* Can be used across multiple resources*
Lifecycle Bind to the resource Independant of the resource
Persistence Ml is deleted with the resource Ml persists if resource is deleted

MI = Managed Identity

*A corresponding service principal (enterprise application) is generated in Entra ID
* Resource can be Azure Automation, Logic App, Function app



Managed identity authentication |
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Az.Accounts Connect-AzAccount -Identity

Microsoft.Graph.Authentication Connect-MgGraph -ldentity



What about permissions ?
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= Permissions are applied on the managed identity
= Can not be added through the Azure portal, only with PowerShell

# Your tenant id (in Azure Portal, under Azure Active Directory -> Overview )

$TenantID=""

# Name of the manage identity or enterprise application
$DisplayNameOfMSI=""

# Permission to set to the managed identity

$Permissions = @('DeviceManagementManagedDevices.Read.A11l")

# Check if module is installed and if not install it
If(!(Get-Installedmodule Microsoft.Graph.Applications)){
Install-Module Microsoft.Graph.Applications}Else{Import-Module Microsoft.Graph.Applications}

# Authenticate

Connect-MgGraph -Scopes Application.Read.RAll, AppRoleRAssignment.ReadWrite.All, RoleManagement.ReadWrite.Directory -TenantId $TenantID
# Get info about the managed identity

SMSI = Get-MgServicePrincipal -Filter "displaylame e
SAPI = Get-MgServicePrincipal -Filter "displaylName eq
# Check permissions to add

$AppRoles = $API.AppRoles | Where-Object {($_.Value -in $Permissions) -and ($_.AllowedMemberTypes -contains
# Set permissions

ForEach ($Role in S$SAppRoles) {°

New-MgServicePrincipalAppRoleAssignment -ServicePrincipalld $MSI.Id -Principalld $MSI.Id -AppRoleld $Rele.Id -ResourcelId $API.IdS

}

eq 'sDisplayNameOfMSI'"

BY

Microsoft Graph

'Bpplication™)}
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Demo 1

What will we see ?
Send data through remediation script
Configure Azure Automation
Adding permissions on the M
Send data through Azure Automation

Classification NaTran : Public [ ] Interne [X] Diffusion limitée [ ] Confidentiel entreprise [ ]
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Make it a bit more

secure without the
app registration

Classification NaTran : Public [ ] Interne [X] Diffusion limitée [ ] Confidentiel entreprise [ ]
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We will use an intermediate step between the device and Log Analytics.

Two ways for that:

1. Azure Automation {}

2. Azure function app Z4uN\
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The new process & -

Scheduling the script
Add & schedule the script @
] ] Azure Automation or
B LERtiptToiget data Import function send data to LA

Create a script to collect data custom Data
process

ENDPOINT

Sending data to Azure ‘S2gMM|T
Automation or function >

The script will send data to Azure
Automation or Azure function app

send data sent by devices into a
Custom Log in Log Analytics

Add prerequisites Gather data in a report

Once data are in the Custom Log,
we can create a workbook with
them

Use Azure Automation with MI Grant
access on the DCR to the Ml

¥ Azure Automation or function app will
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With Azure Automation

From the device side

Add a webhook to your runbook first

Collect data to send & transform data to JSON
Call the runbook from device using the webhook:

$header contains password in message

$webhookURI contains URL of the webhook

Pass collected data (formated to JSON) through SBody parameter
Use Invoke-WebRequest cmdlet and POST method

SwebhookURI = ""

SProperties = [Ordered] @{

TimeGenerated"” = Get-Date ([datetime]::UtcNow) -Format O

"DeviceName" = "LAPTOP3"

"ModelFriendlyName" = "ThinkPad Tl4s Gen3"

"DeviceManufacturer" = "Lenovo"

"Model" = "21BS"

}

$Custom Infos = New-Object -TypeName "PSObject" -Property $Properties
$Body = $Custom Infos | ConvertTo-Json -AsArray;

$Secure header = @{message='Ilam 2 bit more secure'}

e®
’
Tk

e
He'
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Invoke-WebRequest -Method Post -Uri $webhookURI -Body $Body -UseBasicParsing -Headers $Secure header



With Azure Automation
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From the Azure Automation side
1. Check the header provided by the script & compare password provided in message

If ($SWebhookData.RequestHeader.message -ne 'Izam =2 bit more secure')

2. Check |f the deV|ce Is managed with Graph API

SURL = 'https://graph.microsoft.com/beta/deviceManagement/managedDevices?Sfilter' + "=contains(deviceName, '$DeviceName')"
$Get Device = Imvoke WebRequest -Uri $URL -Method GET Headers $Header5 —UseBa51cPar51ng
$Get_pevicg_jscn = ($Get_Dev1ce Content | ConvertFrom-Json) .value

If ($SGet Device json -ne $null) # "The device is allowed"

3. Send data to Log Analytics using Log Ingestion APl and the managed identity

LA™ L Y = T DE‘ILLLJJ._‘!I’L\J G W2 Y O LTIl WSk

S$headers = @{"Ruthorization" = "Bearer SbearerToken"; "Content-Type" = "application/json" };
Suri = "iDceURZfda:aff__2“21:131;935_[ 1_44‘Hmb_r_dft: eams/Custom-5Table"+"?api-version=2023-01-01";
$uploadResponse = Invoke-RestMethod -Uri $uri -Method "Post"” -Body $Inputs JSON -Headers S$headers;



Main process
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1. Script is executed on the device




Main process

Sparams = (@E{

DeviceNames "Senv:COMPUTERNAME" ;

}

$Secure header =|@{message='Iam a bit more secure'}
$URI S I _ _

Sbody = ConvertTo-Json -InputObject $params
Invoke-WebRequest -Method Post -Uri $URI -Body $body -UseBasicParsing

%
’
i1 .
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-Headers $Secure header
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Main process
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3. Runbook gets the script content

0] 4

param (
[Parameter (Mandatory = S$false)]
[cbiect] S$WebHookData
)
SInputs = ConvertFrom—Json Swebhookdata.RequestBody
SDeviceName = $(SInputs[(0].DeviceName)
$Inputs JSON = $webhookdata.RequestBody
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If (SWebhookData.FRequestHeader . message -ne 'Iam a bit more secure')

{

4. If header password is not OK = EXIT

"EequestHeader not valid"™
EXIT
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4. If the device not found in Intune = EXIT -
YOUSHALL NOT PASS!
$DeviceName = §$ ($Inputs.DeviceName)
Connect-MgGraph -Identity
$Get Device Info = Get-MgDeviceManagementManagedDevice -Filter "contains (devicelame, 'sDevicelame')
if (-not $Get Device Info) {
Write-Output "Device not found in managedDevices."
EXTIT
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5. If everything is OK = Send data to Log Analytics

YOU SHALL NOT PASS!

o e
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Demo 1

What will we see ?

= Securing API calls
= Send data through script without secret

Classification NaTran : Public [ ] Interne [X] Diffusion limitée [ ] Confidentiel entreprise [ ]



Thanks!

Please rate this session on
Sched.com

We would love to hear what
you liked and how we could
Improve!
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