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Expectation vs Reality
• Autopilot should be simple… right?

• User opens laptop 
• Signs in 
• Everything is ready 

• Reality:
• ESP stuck 
• Slow setup 
• Inconsistent results

https://learn.microsoft.com/en-us/autopilot/manual-registration



Expectation vs Reality

• Autopilot should be simple… right?
• User opens laptop 
• Signs in 
• Everything is ready 

• Reality:
• ESP stuck 
• Slow setup 
• Inconsistent results
• Network blockers



Make Windows Autopilot Work for You

Planning Configurations Applications

End User Experience Troubleshooting? Session Takeaways

…



Planning
No one size fits all. What’s best for you is up to you
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Start with the Right Questions

Before you touch Intune, answer these:

Entra ID Join or Hybrid Entra Join?
This alone determines which Autopilot options you have

User self-service, IT pre-staging, or kiosk/shared devices?
User-driven, pre-provisioning, self-deploy - each has trade-offs

How many apps must be installed before the user is productive?
Every required app is a potential failure point during enrollment

Your answers shape everything that follows.



Planning Checklist
• Identity: Entra Join vs Hybrid - decided
• Autopilot version: v1, v2
• Network: URLs allowlisted and tested
• Group Tags: naming convention defined
• Deployment profiles: configured and assigned
• Groups & Filters: designed
• ESP strategy: block / skip / which apps to track
• Required apps: minimized
• Compliance: grace period configured
• Windows Hello for Business: configured
• Testing: corporate + home + hotel network
• Logging: diagnostic collection enabled



Plan Provision/deployment  method

Autopilot v1 (Classic)

• Hardware hash = device bound to tenant

Only known devices can enroll

Stronger device ownership model

• Deployment: User-driven, Pre-provision, Self-deploy

• Persona: User, Technician, Service provider

• Join Type: Entra ID Join, Hybrid Entra Join

• Enrollment Status Page

• Maturity: GA (Mature), Battle-tested

Most orgs are here today

Autopilot v2 – Device Preparation

• No hardware hash needed, just manufacture, 

model and serial number. 

Not device ownership model, just an allow list 

• Deployment: User-driven only

• Persona: User only

• Join: Entra ID Join only

• No Enrollment Status Page (ESP) headaches

• Maturity: GA (Windows 11 only)

Genuinely better experience, but not a drop-in 

replacement (yet)

Sept 2017 
Announced at Ignite

2018
General availability
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Plan Provision/deployment  method

Autopilot v2 – Device 

Association

(Coming soon)

• Coming soon

• NDA

• NDA

Autopilot v2 – Device 

Preparation

• No hardware hash needed, just 

manufacture, model and serial 

number. 

Not device ownership model, just an 

allow list 

• Deployment: User-driven only

• Persona: User only

• Join: Entra ID Join only

• No Enrollment Status Page (ESP) 

headaches

• Maturity: GA (Windows 11 only)

Genuinely better experience, but not a 

drop-in replacement (yet)

Autopilot v1 (Classic)

• Hardware hash = device bound to 

tenant

Only known devices can enroll

Stronger device ownership model

• Deployment: User-driven, Pre-

provision, Self-deploy     

• Persona: User, Technician, Service 

provider

• Join Type: Entra ID Join, Hybrid Entra 

Join

• Enrollment Status Page (ESP)

• Maturity: GA (Mature), Battle-tested

Most orgs are here today

Self-deploy



Limitation of                           

• Isn't supported for Microsoft Entra hybrid join
• Isn't supported for Token Protection Conditional Access:
https://learn.microsoft.com/en-us/entra/identity/conditional-
access/deployment-guide-token-protection-
windows#known-limitations

Token Protection is a Conditional Access session control that 
attempts to reduce token replay attacks by ensuring only device 
bound sign-in session tokens, like Primary Refresh Tokens (PRTs), are 
accepted by Microsoft Entra ID when applications request access to 
protected resources.

Self-deploy
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Why Most Orgs Are Still on v1
Process & automation investment

• Years of scripts, workflows, Group Tags, reporting built around v1

• Changing all of that is not trivial

Device ownership & security

• v1: Hardware hash binds the device to YOUR tenant

• v2: Corporate identifier is just an allow list (serial number)

• Not linked to the tenant - not the same level of device control

• Some organizations need to own the device, not just allow it

Required Scenarios

• Pre-provisioning, Self-deploy, Kiosk

• Hybrid Entra Join

v1 is not legacy - it is still the right choice for many scenarios



v2 - The Future Is Coming
What v2 does well today:

• Faster enrollment, more stable, simpler for users. 

• No hardware hash management overhead

• No ESP timeouts or stuck screens

What is coming:

• Device Association - pre-associate users to devices

• Looks promising as a solution for IT pre-staging

• Still in development - stay tuned

The practical approach:

• Don't rip out v1 - it works

• Pilot v2 for new cloud-native, user-driven devices

• Plan your transition - don't rush it



Autopilot Monitoring



Autopilot v1 Monitoring



Autopilot v1 
Monitoring

Reporting

Autopilot v2



Autopilot V2 Monitoring



Autopilot v2 
Monitoring



•Reporting

Autopilot v2



Autopilot v2 
Monitoring



Autopilot v2



Plan Your Network
Microsoft's full URL list:
•   https://learn.microsoft.com/en-us/autopilot/requirements?tabs=networking

The critical URLs:
•   https://ztd.dds.microsoft.com - Autopilot deployment service
•   https://cs.dds.microsoft.com - Autopilot deployment service
•   https://login.live.com - Authentication

The trap: login.live.com works but ztd/cs do not?

•   Device enrolls WITHOUT Autopilot profile!
•   Looks enrolled, but skips all your customizations.



Plan Your Network

• Network quality matters 
• Community tool

• https://manima.de/2024/08/intune-network-requirements-everything-i-learned/

• Corporate ≠ home ≠ hotel WiFi
• Proxy/firewall SSL inspection can break things

• What helps:
• Test outside corporate network 

https://manima.de/2024/08/intune-network-requirements-everything-i-learned/
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Plan Intune naming and targeting
• Intune uses Entra groups

(No SCCM collection)

•Naming standards for 

everything

•User group vs Device group

•Entra Dynamic groups

• super slow

• Intune filters



Rename Enrollment profile 

Problem
➢Inconsistent naming conventions

➢Group tags
➢Enrollment profile names

➢Tattooed to devices
➢Intune filters, CA filters and 

dynamic device groups

Solution
• Plan, plan, plan!
• Scripts to change Group tags



Dynamic Groups vs Filters

• Dynamic Groups vs Filters
• Filters – ESP filter only supports multiple supported 

properties, not all
• Dynamic Groups – Remember the background update timing 



Enrollment Status Page - Helpful or 
Painful?
What ESP does (v1):
•   Tracks app/policy installation during OOBE
•   Blocks user until setup is complete
•   Device Phase (system context) + User Phase (user context)

v2: No ESP at all
•   v2 can choose what applications and PowerShell script want to install

The v1 reality:
•  ESP often becomes THE bottleneck
• Timeout failures, stuck screens

Question: Do you actually need ESP for v1?



No ESP



ESP: Skip It? Or Keep it?

• SKIP ESP 

You "can" SKIP ESP when:

• Cloud-native, all SaaS apps

• You want faster enrollment  and accept 

background install

• You just want get to the desktop fast

• And don’t care anything else

DON’T DO IT

Keep ESP

You NEED ESP when:

• Code-signed certificates (SCEP/PKCS)

• Must be present before user works

• Self-deploy Kiosk with Autologon

• Profile applies during ESP

• VPN config needed for first access

• Security apps (EDR, DLP) required

• Third party VPN

• SkipUserESP?  = user gets desktop fasterSkipUserESP? 



OMA-URI: 

./Vendor/MSFT/DMClient/Provider/MS DM Server/FirstSyncStatus/SkipUserStatusPage

Data type: Boolean

Value: True

Required SkipUserESP (True) for Autopilot Self-deploy Kiosk Autologon with 
KioskUser0, otherwise the application won’t install after ESP is finished. 
https://learn.microsoft.com/en-us/autopilot/faq#why-don-t-applications-install-after-the-esp-is-finished-on-an-intune-managed-device-when-

using-autologon-with-windows-autopilot-self-deploing-mode-

Recommend SkipUserESP (True) for Hybrid join. 

SkipUserESP? 
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SkipUserESP
set to True

No User 
setting applies



SkipUserESP set 
to False or not 
configured 
(default)

User settings will 
apply



Configurations
What breaks autopilot? Bad combinations of best practices
Targeting (users vs devices) can break the flow (pre-provisioning)
Autopilot v2 – disk already encrypted with 128, not 256
Conflicting configurations (expected/unexpected reboots, baselines)
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Where problems actually start

• Most issues start before the device is turned on
• Too many required apps 
• Poor targeting (user vs device) 
• No real-world testing
• Failing apps
• Network challenges 

• Key point:
Configurations are the root of most of these issues





Policies That Break Autopilot (v1)

• From CIS benchmark: Disable automatic logon

• From Microsoft DOC:

https://learn.microsoft.com/en-us/autopilot/troubleshooting-faq#what-are-some-of-the-known-policies-that-conflict-with-windows-autopilot-



Policies That “Break” Autopilot (v1)

• Policies that conflict with Autopilot
• Security baseline (Microsoft, CIS, STIG…)
• Unexpected reboot
• Pre-provisioning with Device lock, break password-less



Policies breaking Autopilot

Some settings that usually work after the 
device is provisioned can cause conflict 
with Autopilot.

• Known policies conflict with Autopilot. 
https://learn.microsoft.com/en-
us/autopilot/troubleshooting-faq#what-are-some-of-
the-known-policies-that-conflict-with-windows-
autopilot-

• Knowledge from the community
• https://patchmypc.com/autopilot-pre-

provisioning-invalid-token-801c03ed-entra-join
by Rudy Ooms
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Policies That Break 
Autopilot (v1)

Some settings that usually work after the 
device is provisioned can cause conflict 
with Autopilot.

• Known policies conflict with Autopilot. 
https://learn.microsoft.com/en-
us/autopilot/troubleshooting-faq#what-are-some-of-
the-known-policies-that-conflict-with-windows-
autopilot-

• Knowledge from the community
• https://patchmypc.com/autopilot-pre-

provisioning-invalid-token-801c03ed-entra-join
by Rudy Ooms
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Policies That Break 
Autopilot (v1)

Some settings that usually work after the 
device is provisioned can cause conflict 
with Autopilot.

• Known policies conflict with Autopilot. 
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Policies breaking Autopilot

If you use the Interactive Logon message, the device will have a black screen during Autopilot. 

Solution: 
Disable First Logon Animation



Warning! 

• Disabling Microsoft Account Sign-in Assistant will break 
Autopilot Pre-Provisioning. 



Avoid ESP Unexpected Reboots

ESP Reboots (v1):

Expected: only during Device phase, triggered by Intune
• App reboot suppressed until end of device setup

Unexpected: never use 'shutdown.exe /r' in scripts!
• Use exit code 3010 (soft reboot) instead

https://learn.microsoft.com/en-us/troubleshoot/mem/intune/device-enrollment/understand-troubleshoot-esp#identify-unexpected-reboots
https://techcommunity.microsoft.com/t5/intune-customer-success/support-tip-troubleshooting-unexpected-reboots-during-new-pc/ba-p/3896960



BitLocker - Handle with Care

BitLocker & Autopilot v2:
•   v2 uses default XTS-128 encryption
•   REGARDLESS of your BitLocker policy (even if set to XTS-256)!
•   This is a known v2 behavior - plan for it

BitLocker & Compliance:
• Device Health (BitLocker, Secure Boot) may need reboot
• CA checking compliance can block access too early
• Solution: compliance grace period



“Password-less" with Autopilot

FIDO Key & Web Sign-in for Autopilot
• Passwordless from the very first login
• But: Pre-provisioning + Device Lock setting targeted to device,
FIDO and Web Sign-in options won't show!

Workaround: Target Device Lock policy to users



Applications
Required vs Available
Control blocking apps
Control installations during OOBE

03



Applications in Autopilot ESP
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Applications in Autopilot ESP



Applications in Autopilot ESP

YES (Default): 
• Pre-provisioning takes a longer time
• Installs all required apps, but only 

failed tracked apps

NO: 
• Pre-provisioning will be faster
• Install only apps that are in the 

blocking (tracking) list

https://learn.microsoft.com/en-us/intune/device-enrollment/windows/setup-status-page?source=recommendations



Applications in Autopilot ESP



Applications in Autopilot ESP



Application Challenges

The Challenge:
Application is required, but will 
break ESP flow

The Solution:
Add a requirement script 
to detect if you are in OOBE. 

https://oofhours.com/2023/09/15/detecting-when-you-are-in-oobe/



End User Experience
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End User Experience
When is the device ready?
When is the user productive?

Checking Reboot Signing in ESP WHfB Desktop



End User Experience

Challenge
oOneDrive is not updated

oDefender is not updated

oTime zone is wrong

oWindows Hello for Business is 
not onboarding

oDevice not compliant,
user blocked by CA

oApp configurations

oTune Windows Experience
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End User Experience

Challenge
oOneDrive is not updated

oDefender is not updated

oTime zone is wrong

oWindows Hello for Business is 
not onboarding

oDevice not compliant,
user blocked by CA

oApp configurations

oTune Windows Experience
o Tune the Start Menu

https://learn.microsoft.com/en-us/windows/configuration/start/layout?tabs=intune-10%2Cintune-11&pivots=windows-11#start-layout-example



New features for End User Experience

• Windows Backup Restore

• Windows Quality Updates 
during OOBE
• Might restart the device

https://learn.microsoft.com/en-us/windows/configuration/windows-backup/faq



New features for End User Experience

• Windows Backup Restore 

• Windows Quality Updates 
during OOBE
• Might restart the device

https://techcommunity.microsoft.com/blog/windows-itpro-blog/get-ready-for-windows-quality-updates-out-of-the-box/4434498





New features for End User Experience

Checking Reboot Signing in ESP WHfB Desktop



New features for End User Experience

Checking Reboot Signing in Restore? ESP Updates WHfB Desktop

https://learn.microsoft.com/en-us/windows/configuration/windows-backup/faq



Troubleshooting?

05



Troubleshooting?
• Plan well, everyone follows the 

process:
• No need to troubleshoot

https://msendpointmgr.com/intune-debug-toolkit/



Troubleshooting - Think 
First, Tool Second

• When things go wrong
• Ask yourself:

• Is it licensing?
• Is it network? 
• Is it app? 
• Is it targeting?

• Approach:
• Identify the phase first



Troubleshooting?
• Plan well, everyone follows the 

process:
• No need to troubleshoot

• Configure Intune to upload logs 
• Give the device time to upload

• Reading logs
• Community tool from Petri Paavola

https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics



Troubleshooting?
• Plan well, everyone follows the 

process:
• No need to troubleshoot

• Configure Intune to upload logs 
• Give the device time to upload

• Intune Debug Toolkit
• Collection of great tools

https://msendpointmgr.com/intune-debug-toolkit/



Common real-world issues

• What we often see
• ESP stuck 

→ app issue 

• Works in the office, fails at home 
→ network

• Works at home, fails in the office 
→ network

• Works for some users only 
→ targeting

• Microsoft has bugs



PowerShell Scripts and 
Remediation Script

Simple, make sure all those scripts work
• Platform scripts run first, no tracking (v1)

If PowerShell.exe hangs, app installation 
may fail too!

Script best practices:
• Do error handling and proper exit codes
• Add logging to every script
• Test in SYSTEM context



Session Takeaways
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Session Takeaways

• Make Autopilot Deliver Today

• Make Autopilot work with testing

• Avoid complexity (Keep it simple)

• Design for users, not engineers

• Test in real conditions



THANK YOU!

Sandy ZengSimon Skotheimsvik

Please rate this session on Sched.com  

We would love to hear what you liked 
and how we could improve! 
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