Making Windows Autopilot
Work for you

“making windows enrollment work for you”
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Connect with me
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Connect with me

/in/simonskotheimsvik

skotheimsvik.no

linktr.ee/simonskotheimsvik
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Windows AutoPilot

Upload |4 & Configure 1
: —_— AutoPilot Profile . _
DevicelDs | == 4 — Existing Devices
=1 |
— = Self
@ Harvest Device IDs Deploy

Hardware Vendor IT Admin 18

>

Ship ' Deliver direct to Employee ‘ﬂ'ﬂ
» »

Employee unboxes
device, self-deploys

https://learn.microsoft.com/en-us/autopilot/manual-registration
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Expectation vs Reality
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 Autopilot should be simple... right?

 User opens laptop
* Signs in
 Everything is ready

Windows AutoPilot

Configure

°
R ° Upload - =
- ea I Ityo p | = X AutoPilot Profile " .
DevicelDs | == p Existing Devices

= Self
= E S P Stu C k @I ' Harvest Device IDs Deploy

 Slow setup

. Hardware Vendor TrarT + >
* Inconsistent results
Ship . ' Deliver direct to Employee X ﬁﬂ
* Network blockers ' e
mployee unboxes

device, self-deploys
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Planning Conflguratlons Applications

No one size fits all. What's best for you is up to you Wh ilot? Bad combinati s me,el( | ilab
( VS G 3 Kk D O ) Cc ol bloc

Control ins ons during OOBE

Make Windows Autopilot Work for You

End User Experience Troubleshooting? Session Takeaways
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Planning

No one size fits all. What's best for you is up to you



Start with the Right Questions
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Before you touch Intune, answer these:

Entra ID Join or Hybrid Entra Join?
This alone determines which Autopilot options you have

User self-service, IT pre-staging, or kiosk/shared devices?
User-driven, pre-provisioning, self-deploy - each has trade-offs

How many apps must be installed before the user is productive?
Every required app is a potential failure point during enrollment

Your answers shape everything that follows.



Planning Checklist

- |dentity: Entra Join vs Hybrid - decided \ SO0 4
 Autopilot version: v1, v2

» Network: URLs allowlisted and tested

 Group Tags: naming convention defined
Deployment profiles: configured and assigned
Groups & Filters: designed

ESP strategy: block / skip / which apps to track
Required apps: minimized

« Compliance: grace period configured

« Windows Hello for Business: configured

» Testing: corporate + home + hotel network

 Logging: diagnostic collection enabled




Plan Provision/deployment method 4
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Autopilot v1 (Classic)

« Hardware hash = device bound to tenant
Only known devices can enroll Sept 2017

Stronger device ownership model Announced at Ignite

 Deployment: User-driven, Pre-provision, Self-deploy G
« Persona: User, Technician, Service provider General availability
« Join Type: Entra ID Join, Hybrid Entra Join

 Enrollment Status Page

« Maturity: GA (Mature), Battle-tested

Most orgs are here today



Plan Provision/deployment method

Autopilot v1 (Classic)

« Hardware hash = device bound to tenant
Only known devices can enroll
Stronger device ownership model

» Deployment: User-driven, Pre-provision, Self-
deploy

 Persona: User, Technician, Service provider
« Join Type: Entra ID Join, Hybrid Entra Join
 Enrollment Status Page

« Maturity: GA (Mature), Battle-tested

Most orgs are here today

Autopilot v2 - Device Preparation

« No hardware hash needed, just manufacture,
model and serial number.

Not device ownership model, just an allow list

« Deployment: User-driven only

* Persona: User only

« Join: Entra ID Join only

« No Enrollment Status Page (ESP) headaches
« Maturity: GA (Windows 11 only)

Genuinely better experience, but not a drop-in
replacement (yet)

VO :90°t¢0¢



Plan Provision/deployment method,

Autopilot v1 (Classic)

* Hardware hash = device bound to
tenant

Only known devices can enroll
Stronger device ownership model

» Deployment: User-driven, Pre-
provision, Self-deploy

» Persona: User, Technician, Service
provider

« Join Type: Entra ID Join, Hybrid Entra
Join

« Enroliment Status Page (ESP)
« Maturity: GA (Mature), Battle-tested

Most orgs are here today

Autopilot v2 - Device
Preparation

« No hardware hash needed, just
manufacture, model and serial
number.

Not device ownership model, just an
allow list

« Deployment: User-driven only
* Persona: User only
« Join: Entra ID Join only

« No Enrollment Status Page (ESP)
headaches

« Maturity: GA (Windows 11 only)

Genuinely better experience, but not a
drop-in replacement (yet)

Autopilot v2 - Device

Association

(Coming soon)

Coming soon
NDA

NDA
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* Isn't supported for Microsoft Entra hybrid join
* Isn't supported for Token Protection Conditional Access:

https://learn.microsoft.com/en-us/entra/identity/conditional-
access/deployment-guide-token-protection-
windows#known-limitations

Token Protection is a Conditional Access session c;ontrol that.
attempts to reduce token repla{ attacks by ensuring only device
bound sign-in session tokens, like Primary Refresh Tokens (PRTs), are

accepted by Microsoft Entra ID when applications request access to
protected resources.
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Why Most Orgs Are Still on v [ %
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Process & automation investment b 20):

* Years of scripts, workflows, Group Tags, reporting built around v1

» Changing all of that is not trivial

Device ownership & security

» Vv1: Hardware hash binds the device to YOUR tenant

» v2: Corporate identifier is just an allow list (serial number)

* Not linked to the tenant - not the same level of device control

» Some organizations need to own the device, not just allow it
Required Scenarios
* Pre-provisioning, Self-deploy, Kiosk

* Hybrid Entra Join

v1is not legacy - it is still the right choice for many scenarios



v2 - The Future Is Coming & -
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What v2 does well today:

» Faster enrollment, more stable, simpler for users.
* No hardware hash management overhead

* No ESP timeouts or stuck screens

What is coming:

» Device Association - pre-associate users to devices
» Looks promising as a solution for IT pre-staging

« Still in development - stay tuned

The practical approach:

* Don'trip out v1 - it works

* Pilot v2 for new cloud-native, user-driven devices
* Plan your transition - don't rush it



Autopilot Monitoring
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Microsoft Intune admin center

& Home > Devices

i Home o Devices | Monitor

241 Dashboard

— All services | > Search ‘ X This list includes all devices monitoring reports, including those in the overview.
© ©explorer ; - -
O Overview L Export (= Columns

[ Devices [T] All devices
T .
2as App | & Monitor ‘ auto X | @ % Add filters
Q Endpoint security ~ By platform
@) Agents Windows Report name Category Description
Reports : :

B ios/irados Windows Autopilot deployment status Enroliment Summary of deploy
La Users

bl macos Windows Autopilot device preparation deployment:  Enroliment Monitor the status ¢
&b Groups 3 Android
;1' Tenant administration [ Linux
#< Troubleshooting + support ' Device onboarding

] Enroliment

v Manage devices
[i=] Configuration

Compliance

M canditinnal acrace



Autopilot v1 Monitoring
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Windows Autopilot deployments (preview)

Status of Autopilot deployments

() Refresh i= Columns ™

O Search ©) v, Add filters

Data is retained for the last 30 days

Device name Enrollment date | Enrollment method Serial number User Autopilot policy Enrollment status ... Deployment total time

MVP24-002 04/17/2026, 04:52 PM  User-driven Microsoft Entra ID  7063-6461-9540-2261-1923-5188-48 Test@smsboot.com Entra Join Autopilot MVPOC @ Success 16 mins 26 secs
d7358048-df97-4b 04/17/2026, 12:04 AM  User-driven Microsoft Entra ID 7063-6461-9540-2261-1923-5188-4€ Test@smsboot.com Entra Join Autopilot MVPOC @ Success 15 mins 5 secs

6c17032a-a889-4a7 04/16/2026, 11:25 PM User-driven Microsoft Entra ID  7063-6461-9540-2261-1923-5188-4¢ Test@smsboot.com Entra Join Autopilot MVPOC @ Success 16 mins 56 secs
MVP24-003 04/16/2026, 10:53 PM User-driven Microsoft Entra ID 5539-1761-7723-8313-0719-1673-55 Test@smsboot.com Entra Join Autopilot MVPOC @ Success 22 mins 21 secs

4b79e8c2-3bc9-4d 04/16/2026, 10:29 PM User-driven Microsoft Entra ID  7063-6461-9540-2261-1923-5188-4¢ Test@smshoot.com Entra Join Autopilot MVPOC @ Unknown 0 secs




Autopilot v1
Monitoring

MVP24-002 - Properties

Registered date
02/03/2026, 02:21 PM

Enrollment date G
04/17/2026, 04:52 PM

Enrollment method

User-driven Microsoft Entra ID

Serial number (O

7063-6461-9540-2261-1923-5188-48

Operating system version |

10.0.26200.8038

Device name |

MVP24-002

User

Test@smsboot.com

Autopilot profile (
Entra Join Autopilot MVP0O1

Enrollment status page profile
Autopilot MVP001

Enrollment state

Enrolled

Enrollment status page deployment state

Success

Deployment start time
04/17/2026, 04:52 PM

Deployment end time (
04/17/2026, 05:12 PM

Deployment total time ¢

16 mins 26 secs
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Autopilot V2 Monitorin

Windows Autopilot device preparation deployments

() Refresh 1 Export #= Columns ™

/O Search ::: Y, Add filters

R
Monitor the status of your Autopilot deployments for devices that have successfully enrolled to Intune.

Device name Enrollment date Deployment status Phase

DESKTOP-CR5V5QF 4/16/2026, 10:10:11 PM @ Success Apps installation

Serial number

1128-9437-5780-4347-4846-566...

Deployment time

12 Minutes 47 Seconds
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test@smsboot.com




Device deployment details
DESRTOP-CRSVSQF
10DERN
INDPOINT
Device Apps Scripts ;UMMIT
2L

Device name

DESKTOP-CR5V5QF

Autopilot v2
Monitoring

Deployment status
@ Success
Intune device ID
12af0df6-3b55-4b4c-a653-c315a3¢25503

Entra device ID
39e30e45-dd8d-4084-ac87-6b3bf35ea758

Serial number

1128-9437-5780-4347-4846-5666-27

Deployment policy
Autopilot Preparation

Policy version

OS version
10.0.26200.8037




Reporting

Autopilot v2

Device deployment details
DESKTOP-CR5V5QF

Device  Apps  Scripts

2N a—
(_) Refresh := Columns

‘ £ Search i Y, Add filters

Review the app install status during deployment for the apps selected in the device
preparation profile and dependency apps. Learn more about app status during

Autopilot device preparation.

App name Status Selected App type

Microsoft 365 Apps for Enterprise @ Installed Yes WindowsCl...

Company Portal @ Installed Yes WinGetSto...



Autopilot v2
Monitoring

Device deployment details
DESKTOP-CR5V5QF

Device Apps Scripts

7 s—
(_) Refresh = Columns

\ £ Search ® % Add filters

Review the PowerShell scripts install status during deployment for the scripts selec
in the device preparation profile. Learn more about script status during Autopilot

device preparation. (2

Script name Status

WPS002 - Remove Built in apps @ Installed

WPS010 - Set Time Zone based o1 @ Installed

WPS001 - Update MpSignature @ Installed

WPS005 - Install OneDrive

@ Installed



Name your device

MODERN
ENDPOINT

SUMMIT
=le

Your device will restart after you name it

: Autopilot v2

Can’t contain only numbers
No spaces or special characters other than hyphen ( -)
dashes (— and - ), and underscore ( _)

Skip for now




Plan Your Network
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Microsoft's full URL list:

« https://learn.microsoft.com/en-us/autopilot/requirements?tabs=networking

The critical URLs:

 https://ztd.dds.microsoft.com - Autopilot deployment service
 https://cs.dds.microsoft.com - Autopilot deployment service
* https://login.live.com - Authentication

The trap: login.live.com works but ztd/cs do not?

« Device enrolls WITHOUT Autopilot profile!
» Looks enrolled, but skips all your customizations.



Plan Your Network B
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* Network quality matters

« Community tool
 https://manima.de/2024/08/intune-network-requirements-everything-i-learned/

» Corporate # home # hotel WiFi
* Proxy/firewall SSL inspection can break things

* What helps:

* Test outside corporate network


https://manima.de/2024/08/intune-network-requirements-everything-i-learned/
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Plan Intune naming and targeting [N
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*|Intune uses Entra groups
(No SCCM collection)

* Naming standards for
everything

« Copl‘Ot

» User group vs Device group

ip rules
- . membership
: Devices | Dyna™
_ All Windows

* Entra Dynamic groups
* super slow

e Intune filters




Rename Enrollment profile [ A

ENDPOINT

Problem
» Inconsistent naming conventions
»Group tags
»Enrollment profile names
> Tattooed to devices + Add criteria ¥
»Intune filters, CA filters and Name
dynam|C device groups Autopilot Device Preparation Policy - Default
AutoPilot Test Profile preprovisioned deployment
i 2023 AutoPilot Default Profile
Solution

* Plan, plan, plan!
« Scripts to change Group tags



Dynamic Groups vs Filters (\
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* Dynamic Groups vs Filters

* Filters — ESP filter only supports multiple supported
properties, not all

» Dynamic Groups — Remember the background update timing



Enrollment Status Page - Helpful or
Painful? \

What ESP does (v1):

« Tracks app/policy installation during OOBE

» Blocks user until setup is complete

» Device Phase (system context) + User Phase (user context)

v2: No ESP at all
» V2 can choose what applications and PowerShell script want to install

The v1 reality:

 ESP often becomes THE bottleneck
* Timeout failures, stuck screens

Question: Do you actually need ESP for v1?

o]
o'
.
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Let's set things up for your
work or school

You'll use this info to sign in to your devices.

Signin
I_‘“':'I‘;:;out com N’ mvp24.onmicrosoft.com

n3
Use your face, fingerprint, PIN, or security key instead (%)

Choosing Next means that you agree to the Microsoft Services
Agreement and privacy and cookies statement.

Welcome to MVP24 !

Next
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No ESP



ESP: Skip It? Or Keep it?

« SKIP ESP Keep ESP
You "can" SKIP ESP when: You NEED ESP when:
 Cloud-native, all SaaS apps + Code-signed certificates (SCEP/PKCS)

* Must be present before user works

You want faster enrollment and accept . .
background install  Self-deploy Kiosk with Autologon

* Profile applies during ESP

You just want get to the desktop fast . .
* VPN config needed for first access

And don't care anything else

DON'TDOIT

» Security apps (EDR, DLP) required
* Third party VPN

SkipUserESP? = user gets desktop faster
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OMA-URI:
./Vendor/MSFT/DMClient/Provider/MS DM Server/FirstSyncStatus/SkipUserStatusPage
Data type: Boolean

Value: True

Required SkipUserESP (True) for Autopilot Self-deploy Kiosk Autologon with
KioskUser0Q, otherwise the application won't install after ESP is finished.

https://learn.microsoft.com/en-us/autopilot/fag#why-don-t-applications-install-after-the-esp-is-finished-on-an-intune-managed-device-when-

using-autologon-with-windows-autopilot-self-deploing-mode-

Recommend SkipUserESP (True) for Hybrid join.
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Setting up for work or school

0 Device setup

Working on 1t

@)
S Account setup
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ENDPOINT

SUMMIT
w—{er 4

SkipUserESP
setto True

No User
setting applies



Setting up for work or school

MODERN
ENDPOINT

SUMMIT
L 20264

T will take a few minutes. Y

| J & SkipUserESP set
to False or not
configured

(default)

User settings will
apply
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02

Configurations

What breaks autopilot? Bad combinations of best practices
Targeting (users vs devices) can break the flow (pre-provisioning)
Autopilot v2 — disk already encrypted with 128, not 256

Conflicting configurations (expected/unexpected reboots, baselines)




Where problems actually start

 Most issues start before the device is turned on
Too many required apps

el :
He* ]
4

MODERN
ENDPOINT
NAAR

SUMMIT /4

A 20c

Poor targeting (user vs device)
No real-world testing

Failing apps
Network challenges & ey

Ship

* Key point:
Configurations are the root of most of these issues




Setting up for work or school

{0 Device setup

o)
&> Account setup




Policies That Break Autopilot (vl) |

ENDPOINT

SUMMIT
20 ) et

C ~  Administrative Templates

MSS (Legacy)

i 32 of 33 settings in this subcategory are not configured

MSS: (AutoAdminlogon) Enable ( ) Disabled
Automatic Logon (not recommended) ' '

E Registry keys that affect Registry key:
Windows Autopilot if a device If the ﬁutoAdminLogm registry key is setto @
setting requires a reboot during (disabled)} this breaks Windows Autopilot.
device ESP

Registry path:
HKEY LOCAL_ MACHINEYSOFTWAREAMicrosoft\Windows

NTYCurrentVersion\Winlogon\Automatic logon

https://learn.microsoft.com/en-us/autopilot/troubleshooting-fag#what-are-some-of-the-known-policies-that-conflict-with-windows-autopilot-



Policies That “Break” Autopilot (v1) [ 3

SUMMIT /4
N 20 [ 7

* Policies that conflict with Autopilot
* Security baseline (Microsoft, CIS, STIG...)

* Unexpected reboot
* Pre-provisioning with Device lock, break password-less



el
He'
",

Policies breaking Autopilot

ENDPOINT

SUMMlT '

Some settings that usually work after the
device is provisioned can cause conflict

with Autopilot.

« Known policies conflict with Autopilot.

https://learn.microsoft.com/en-

the—knoWn—poIicies—that—coﬁﬂict—'with—windows—
autopilot-

» Knowledge from the community

. https //patchmvpc com/autopilot-pre-
provisioning-invalid-token-801c03ed-entra-join

by Rudy Ooms
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Policy More information

[ J [ J
Disallow changing of This group policy object (GPO) isn‘t supported during the out-of-box e
O I ‘ I e S a I e a language/region/keyboard (OOBE) flow as it impacts the autologon experience. If this policy need
for users, select to hide these pages in the Windows Autopilot profile t

users from making changes.
[ J
u l O I O l V ApplLocker CSP The Applocker configuration service provider (CSP) isn't supported in
Enrollment Status Page as it triggers a reboot when a policy is applied
OCCuUrs.

Device restriction/Password Policy The out-of-box experience (OOBE) or user desktop autologon can fail
device reboots during the device Enrollment Status Page (ESP). This fai

Some settings that usually work after the
device is provisioned can cause contflict e
W I t h A u t O p I | O t This pos%ible failure is especially true for kiosk scenarios where passwo

automatically generated.

Windows Security These policies require a reboot, as a result more prompts might appea
Baseline/Administrator elevation modifying user account control (UAC) settings during the OOBE using
prompt behavior Enrollment Status Page (ESP). Increased prompts are more likely if the

O KnOWn pO|IC|eS CO nflICt Wlth Autop”Ot Windows Security Baseline/Require ;::)got;:da:!e;szcl::ii:.:z i?dev'\(;:soszct':':;f;::;i;:lzri::-lstl;iri:lh;ﬂzc:li";n
https://learn.microsoft.com/en- i ot
us/autopilot/troubleshooting-fag#what-are-some-of- R
the-known-policies-that-conflict-with-windows- rvtion s ey

a u to p I | Ot Device restrictions/Cloud and Setting this policy to "disabled” turns off the Microsoft Sign-in Assista
Storage/Microsoft Account sign-in (wlidsvc). Windows Autopilot requires this service to get the Windows

assistant profile.

Registry keys that affect Windows Registry key:

d K n OWI ed g e fro m t h e CO m m u n ity Autopilot if a device setting requires a If the Aut in registry key is set to @ (disabled), this breaks

* https://patchmypc.com/autopilot-pre- e”ﬂ,
provisioning-invalid-token-801c03ed-entra-join L T o
by Rudy Ooms

nins over Group Policy This policy allows control of which policy is used when both the MDM
its equivalent Group Policy (GP) are set on the device.

Group Policy Objects (GPOs) that affect Windows Autopilot pre-provisioning doesn't work when any of the fol
Windows Autopilot for pr d settings listed here are enabled.
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Policies That Break
Autopilot (v1)

Some settings that usually work after the
device is provisioned can cause conflict
with Autopilot.

« Known policies conflict with Autopilot.
https://learn.microsoft.com/en-
us/autopilot/troubleshooting-fag#what-are-some-of-

the-known-policies-that-conflict-with-windows-
autopilot-

. Knowledge from the community

* https://patchmypc.com/autopilot-pre-
provisioning-invalid-token-801c03ed-entra-join
by Rudy Ooms

Windows Security
Baseline/Administrator elevation
prompt behavior

Windows Security Baseline/Require
admin approval mode for
administrators

Windows Security Baseline / Enable
virtualization based security

Device restrictions/Cloud and
Storage/Microsoft Account sign-in
tant

Registry keys that affect Windows
Autopilot if a device setting requires a
reboot during device ESP

s over Group Policy

Group Policy Objects (GPOs) that affect
Windows Autopilot for pp d

PreferredAadTenantDomainName

* Minimum password length and password complexity
* Any similar group policy settings (including any that disable autc

This possible failure is especially true for kiosk scenarios where passwo
automatically generated.

These policies require a reboot, as a result more prompts might appea
meodifying user account control (UAC) settings during the QOBE using
Enroliment Status Page (ESP). Increased prompts are more likely if the
reboots after policies are applied. To work around this issue, the policie
targeted to users instead of devices so that they apply later in the proc

Setting this policy to "disabled” turns off the Microsoft Sign-in Assistal
(wlidsvc). Windows Autopilot requires this service to get the Windows
profile.

Registry key:
If the Autc n registry key is set to @ (disabled), this breaks
Autopilot.

Registry path:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NTA\CurrentVersion\Winlogon\Automatic logon

This policy allows control of which policy is used when both the MDM

its equivalent Group Policy (GP) are set on the device.

Windows Autopilot pre-provisioning doesn't work when any of the fou
settings listed here are enabled.

GPO path:
Computer Configuration\Windows Settings\Security Setti

Policies\Security Options

Policies:

When this policy is enabled, it adds the preferred domain to DefaultUs
causes autologon to fail.
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Group Policy Objects (GPOs) that affect Windows Autopilot pre-provisioning doesn't work when any of the four GPO policy
Windows Autopilot for pre-provisioned settings listed here are enabled.
deployment

GPO path:

Computer Configuration\Windows Settings\Security Settings\Local
Policies\Security Options

Policies:

Interactive logon: Message title for users attempting to log on

Interactive logon: Message text for users attempting to log on

If you use the Interactive Logon message, the device will have a black screen during Autopilot.

Solution:
Disable First Logon Animation A Windows Logon

i 2 of 3 settings in this category are not configured

Enable First Logon Animation & (D ® ) Disabled
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i Warning! /

L 202648

* Disabling Microsoft Account Sign-in Assistant will break
Autopilot Pre-Provisioning.

(M Note

If the Microsoft Account Sign-In Assistant (wlidsvc) is disabled during the Technician Flow, the Azure AD

sign in option may not show. Instead, users are asked to accept the EULA, and create a local account,

which may not be what you want.




Avoid ESP Unexpected Reboots
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ESP Reboots (v1): ) =O-

Expected: only during Device phase, triggered by Intune
* App reboot suppressed until end of device setup

Unexpected: never use 'shutdown.exe /r' in scripts!
e Use exit code 3010 (soft reboot) instead

https://learn.microsoft.com/en-us/troubleshoot/mem/intune/device-enrollment/understand-troubleshoot-esp#identify-unexpected-reboots
https://techcommunity.microsoft.com/t5/intune-customer-success/support-tip-troubleshooting-unexpected-reboots-during-new-pc/ba-p/3896960



BitLocker - Handle with Care &

suMMIT
A >0264

BitLocker & Autopilot v2:

 v2 uses default XTS-128 encryption
« REGARDLESS of your BitLocker policy (even if set to XTS-256)!
 This is a known v2 behavior - plan for it

BitLocker & Compliance:

* Device Health (BitLocker, Secure Boot) may need reboot
» CA checking compliance can block access too early

* Solution: compliance grace period



“Password-less" with Autopilot

sSuUMMIT
N 20 = 7

FIDO Key & Web Sign-in for Autopilot
« Passwordless from the very first login
 But: Pre-provisioning + Device Lock setting targeted to device,

FIDO and Web Sign-in options won't show!

Workaround: Target Device Lock policy to users
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Applications

Required vs Available

Control blocking apps
Control installations during OOBE




Applications in Autopilot ESP
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rollment status Page

E chow 2ppP and profile installation st
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Applications in Autopilot ESP

L5

= chow app and profile installation statu

Enrollment Status page

ses to

usars during device setup

Setting up for work or school

This will take a few minutes. Your device might need to restart

as we complete the setup

¢53 Device preparation b4
@ Completed

& Device setup @
Working on it...
Security policies (1 of 1 applied)
Certificates (No setup needed)

Network connections (No setup needed)

of 1 installed)

Apps (0

& Account setup
Waiting
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Applications in Autopilot ESP

Setting up for work or school

This will take a few minutes. You

as we complete the setup

&3 Device preparation
@ Completed

& Device setup
Working on it

Security policies (1 of 1 applied)

Certificates (No s needed)

Network connections (No setup needed)

Apps (0 of 1 installed)

& Account setup

Waiting

device might need to restart

o prrollment Status page

E Show app and “rofile instatlation statuses @
ysers during device setup

'|* All users and all devices | Properties

. Basics

O Overvey

Manage

"o

I' properties
Settings
Assignments

Scope tags
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Applications in Autopilot ESP

Setting up for work or school

This will take a few minutes. You

as we complete the setup

&3 Device preparation
@ Completed

& Device setup
Working on it

Security policies (1 of 1 applied)

Certificates (No s needed)

Network connections (No setup needed)

Apps (0 of 1 installed)

& Account setup

Waiting

device might need to restart

o prrollment Status page

E Show app and “rofile instatlation statuses @
ysers during device setup

'|* All users and all devices | Properties

. Basics

O Overvey

Manage

"o

I' properties
Settings
Assignments

Scope tags
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Applications in Autopilot:E_SP“_ 3

Errar message Setup could not be Co
YES (Default): S p.é--;-:r*'.:-: help.

* Pre-provisioning takes a longer time s
* |[nstalls all required apps, but only

failed tracked apps out-of-box experience (008!
=
NO: & ! ves
* Pre-provisioning will be faster
* |nstall only apps that are in the
blocking (tracking) list
N required apps e Company Port3

i Y '
Ty - -
’ _ A » » "



Applications in Autopilot ESP

Home

Apps

Downloads & updates
Devices

Help & support

Apps All  Categories

1Password 8.10.46
Installed

-

Camtasia 2023
23.4.8.53233
TechSmith Corporation

Gimp 2.10.38
Installed

7HR

7-Zip 24.08
Igor Paviov

©

Citrix Workspace
24.5.11.31
Citrix Systems, Inc.

GlobalProtect
Installed

Inkscane 1.3.2

Search apps

Adobe Acrobat

Reader DC...
Adobe Systems, Inc.

&d

DisplayLink
11.5.5551
DisplayLink Corp.

9

Google Chrome
129.0.6668.101
Google, Inc.

NEW

K-Lite Standard

Adobe Creative
Cloud
Installed

Dropbox
209.4.3661
Dropbox. Inc.

Gp4win 4.3.1
The Gpgdwin Project

Loaitech Ontions

Apple Devices
Installed

EN]

EndNote X9
19.3.3.13966
Installed

A

GraphPad Prism
Latest 10.3.1509
GraphPad Software LLC

v

-
g

Audacity 3.6.4
Audacity Team

Evernote 10 10.110.5
Evernote Corp.

IBM SPSS Statistics
28.0.0.0
Installed

MAXODA 2022

111 All users and all devices | P

s
D
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Setting up for work or school




Microsoft Intune admin center
«
' Home
B Dashboarg
All services
M) Devices
[ 141 APPS
R Endpoint security
B Reports
‘ Users
& Groups
& Tenant administration

X Troubleshooting + support

QMSY d

ry
ntune ApP Facto

time,
u save r
et
T security
-

tin
Potch Manod
e

E&o g
“<lobe A~
[l] Adobe Acrobat Reader D¢ | Properties . X
® Overview
Manage
I Properties
Monitor Scope tags
R Device install statys Default
% User install status Assignments
Group mode Group Filter mode Filter End user notifications Installation d¢
Required

" Available for enrolled devices

@ Induded All devices None None Show all toast notificat... As soon as po

Uninstal




Application Challenges
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The Challenge:
Application is required, but will
break ESP flow

App information Program Requirements  Detection rules Review + save

Specify the reguirements that devices must meet before the app is installed:

Operating system architecture * &) | g4-bit v |

Minimum operating system * () | Windows 11 21H2 R |

Disk space required (MB) © | |

Physical memory required (MB) O | |

Th e SO I u ti on: r:;'iqnl-illi':i;dm .;rj;l.-lmber of logical processors | |
Ad d a req u I re m e nt SC rl pt Minimum CPU speed reguired {MHz) & | |
tO d Ete Ct if yo u a re i n OO B E . Configure additional requirement rules
Type Path/Script
Script ESP-Condition.ps1
+ Add




End User Experience



End User Experience & -

When is the device ready?
When is the user productive?




End User Experience

Challenge

o OneDrive is not updated
o Defender is not updated
o Time zone is wrong

o Windows Hello for Business is
not onboarding

o Device not compliant,
user blocked by CA

o App configurations
o Tune Windows Experience

ihe
He'
4
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End User Experience

Microsoft Intune admin center

Challenge EEE «

o OneDrive is not updated v Home - Windows | Scripts and remediations
Bl Dashboard
o Defender is not updated = Al services [ Searet |« «
Remediations Platform scripts
o Time zone is wrong P ™ Windows devices
. . . B Devices B Monitor Add Refresh Export
o Windows Hello for Business is [y * Device onbosrding
nOt Onboa rdlng :, Endpoint security @ Windows 365 | oned
o Device not compliant, " Report M Encoliment ceript name
user blocked by CA & User  Manage devices
. . & Groups EB Configuration
O App Conflguratlons & Tenant administration l Compliance
o Tune Windows Experience A Troubleshooting + support Seripts and

remediations
E8 Group Policy analytics

Add or remmove fovorites by pressing CtrL+shift+F



End User Experience &

ENDPOINT

Challenge

o OneDrive is not updated
o Defender is not updated
o Time zone is wrong

o Windows Hello for Business is
not onboarding

o Device not compliant,
user blocked by CA

o App configurations
o Tune Windows Experience

d= Q Search [ - g ~a Jp®




End User Experience &

ENDPOINT

Challenge

o OneDrive is not updated
o Defender is not updated
o Time zone is wrong

o Windows Hello for Business is
not onboarding

o Device not compliant,
user blocked by CA

o App configurations
o Tune Windows Experience
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End User Experience

Microsoft Intune admin center

Challenge «

o OneDrive is not updated @ Home g Windows | Scripts and remediations

Bl Dashboard

o Defender is not updated = Al senvices | N
emediations atform scripts
o Time zone is wrong See | Ve
. . ] B Devices B Monitor Add Refresh Export
o Windows Hello for Business is [y + Device onbosrding
not onboarding R - |
o Device not compliant, s M Encoliment et name
user blocked by CA A Users ~ Manage devices
. . & Groups B8 Configuration
O App Conflguratlons & Tenant administration . Compliance
o Tune Windows Experience X Troubleshooting + support | Serints and

remediations

B8 Group Policy analytics

Add or remove favorites by pressing CtrlL+Shift+F



End User Experience &

ENDPOINT

Challenge

o OneDrive is not updated
o Defender is not updated
o Time zone is wrong

o Windows Hello for Business is
not onboarding

o Device not compliant,
user blocked by CA

o App configurations
o Tune Windows Experience

i4= Q Search L e s; © & [J @




End User Experience &

ENDPOINT

Challenge

o OneDrive is not updated
o Defender is not updated
o Time zone is wrong

o Windows Hello for Business is
not onboarding

o Device not compliant,
user blocked by CA

o App configurations
o Tune Windows Experience

— - ENG 3:41 AM
as Q1 [« e & 3 % @

10/9/2025
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Challenge

o OneDrive is not updated |

g Windows | Scripts and remediations

Search ‘ & &
. R diati Platf ipt
o Defender is not updated B Windows devices smediations - FaTiorm serp®
O Time zZone is Wrong = Monitor Add Refresh Export Columns
o Windows Hello for Business is  [Raaiabaaai
set time X Add f

not onboarding @ Windows 365

Bl Enrollment
Script name T

o Device not compliant,
user blocked by CA

~ Manage devices

B8 Configuration

o App configurations

B Compliance
o Tune Windows Experience # Scripts and remediations
B8 Group Policy analytics

.— eSIM cellular profiles
= (oreview)



End User Experience ___

Challenge

o OneDrive is not updated
® D.efender Is not updated
o Time zone is wrong

ello f : :
not onboarding -

o Device not ¢ :
om
user blocked bypgznt’

o App configurations
o Tune Windows Experience

Windows ConfigMgr Media Soh

Home Intune \dentity

@ MSEndpointMgr

Automat

devices prov'\sio

Autopilot
§ Nickoli A 20 Add t ©
e with Microsoft Intune
profiles, except for setting

es using Windows Autopilot and managing tt
n (OMA-URI)

vailable using @ range Of different
ished using @ Custor

When provisioning devic

f configuration options a
figuration. This still has to be accompl
e and configure the following OMA-URL

theresaton©

the time zone con

configuration profil
ureTimeZone

/TimeLanguageSettings/Config

Vice/Vendor‘/MSFT/Policy/(’.onfig
f setting the time ZONE

d. The issu€ with this

./De
\ready covered the topic 0

his metho

ft MVP, Peter van der Woude, has a
n profile, SO we won't g0 deeperintot

A fellow Microso
custom configuratio

using this




End User Experience

Challenge

o OneDrive is not updated
o Defender is not updated
o Time zone is wrong

o Windows Hello for Business is
not onboarding

o Device not compliant,
user blocked by CA

o App configurations
o Tune Windows Experience

MODERN
ENDPOINT

”

Use Windows Hello with your
account

Your organization requires you to set up your work or
school account with Windows Hello Face, Fingerprint, or
PIN.

If you've already set up Windows Hello on this device, we'll
automatically add it for this account. You may be asked to
re-verify with Windows Hello

If your organization requires a more complex PIN,
Windows will prompt you to change it.




Challenge |

Home Intune \dentity Windows ConfigMgr Media So\\

o OneDrive is not updated

oD s |G
.efender IS not updated
o Time zone Is wrong & -

LY
L
o C

(
Y
v
(

o Windows H
ello .
hot Onboardingfor Business is

o Device = Manage Windows Hello for Business
o not compliant (WHfB) with Intune
er blocked by CA ' g @ s 51O
o

Manage Windows Hello for Business (WH(B) with Intune 15 very “easy’, YoU have so many options:

o App configurations

==
= \ o Atdevice enrollment: Tenant-wide policy

o Tu : |
ne WI n d OWS Expe ri ence \ o o Afterdevice enrollment, at least four methods:

|| o Endpoint Security > Account protection (Preview)
| o Configuration profiles > \dentity protection

o Settings catalog

l ““ o Custom OMA-URI

. ~uld we use? what if you have different scenarios that have additiona\




End User Experience

Challenge

o OneDrive is not updated
o Defender is not updated
o Time zone is wrong

o Windows Hello for Business is
not onboarding

o Device not compliant,
user blocked by CA

o App configurations
o Tune Windows Experience

Action

Mark device noncompliant

Send email to end user

Send email to end user

Send email to end user

Send email to end user

Send email to end user

Send email to end user

Send email to end user

Send email to end user

MODERN
ENDPOINT

Message template

Selected
Selected
Selected
Selected
Selected
Selected
Selected

Selected



End User Experience [ 5%

Challenge

o OneDrive is not updated
o Defender is not updated
o Time zone is wrong

o Windows Hello for Business is
not onboarding

o Device not compliant,
user blocked by CA

o App configurations
o Tune Windows Experience
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MCrosoty

¥

W Welcome to Microsoft Edge,

the best performing browser
on Windows

e

Welcome to Outlook

Enter an email address to add your account.

Connect

‘= Q Search [ E g _- & © & [J @




End User Experience
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Create profile

C h a I I e n g e Windows 10 and later - Settings 1 talog
O O n e D rive is n Ot u pd ated ¥ Basics Configuration settings
o Defender is not updated .

O Ti me Zzone iS WIoO ng Windows Components > App Package Deployment

o Windows Hello for Business is
not onboarding

i 1 of 27 settings in this subcategory are not configured

Feedback Hub (Device) @ '_ﬁ False

o Device not compliant, irosos 65 Copl Dvie) &
u Se r b | OC ked by CA Microsoft Clipchamp (Device) &

O A p p C O n fi g u ra t i O n S Microsoft Copilot (Device) @

Microsoft News (Device)

O Tu n e Wi n d ows Expe ri e n ce Microsoft Photos ** (Device) &) [
O Re m ove B I oatwa re Microsoft Solitaire Collection (Device)

Microsoft Sticky Notes (Device) )
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Challenge

o OneDrive is not updated

o Defender i
er |
s not updated
Built-in APPS for

How to Remove
Windows 11 25H2

Wind
ws Hello for Busin
usiness i
Here at MSEndpothGR,we have a long histor of providin solutions for removing
\ frormn Windows. anickolaja has one several osts over t elas
t e @ amauriced, and € ankeskanke
e to

necessary puilt-in apps from Wi
a “cloud-source" asar

not onb i
oarding
unned
decade on the topic of re oving built-in 2 . before
ost on the su bject in |everagin! n
eleased a na! jve solution I Microsoft Intune
2 look at t

or remova
\e a look at the feature.

5 :
Efe\/:cbel not compliant
ocked by CA s s 17

oA -

pp configurations
Policy Not AEE\iCab\e

« What Happens if Users Reinstall AEES?

o Tune Wi
move Bloatware
winget Install
NC\::ZT:; fs:‘:vzzz:lc“e in Event Viewer

o Time zone is wrong

did the previous P \ j
L. Now that Microsoft has T
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End User Experience

Start layout example

Challenge

o OneDrive is not updated

Here you can find an example of Start layout that you can use as a reference:

JSON

o Defender is not updated { Chenge this to true to epply onoe ol
o Time zone is wrong e allow user modify

{ "desktopAppLink™: "%ALLUSERSPROFILE#\\Microsoft\\Windows\\Start Menu\\Program:

o Windows Hello for Business is

{ "packagedAppId”: "windows.immersivecontrolpanel cw5n1h2txyewy!microsoft.windoy
. { "desktopAppLink"”: "%APPDATAX%\\Microsoft\\Windows\\Start Menu\\Programs\\File I
nOt OnbOal’dIng { "desktopAppLink”™: "%APPDATAX\\Microsoft\\Windows\\Start Menu\\Programs\\Windov
- . { "packagedAppId”: "Microsoft.WindowsTerminal 8wekyb3d8bbwe!App” 1},
O DeV|Ce nOt Comphant, { "packagedAppId”: "Microsoft.Paint 8wekyb3dsbbwe!aApp"” 1},
{ "packagedAppId”: "Microsoft.Windows.Photos 8wekyb3d8bbwe!lApp"” 1},
user blOCked by CA { "packagedAppId”: "MicrosoftCorporationII.QuickAssist 8wekyb3dgsbbwe!App" 1},
. . { "packagedAppId”: "Microsoft.MicrosoftStickyNotes 8wekyb3dsbbwe!App" 1},
OApp Conﬂgurat'C)nS { "packagedAppId”: "Microsoft.SecHealthul 8wekyb3d8bbwe!SecHealthu1l™ },
. . { "packagedAppId”: "Microsoft.oOutlookForWindows 8wekyb3d8bbwe!Microsoft.oOutlooki
@) Tune Wlndows Experlence {"secondaryTile”: { "tileId": "MSEdge. pin mjalfbhoimpkfjlpajnjkpknoe”, “argumer

o Tune the Start Menu }



New features for End User Experience |

Microsoft Intune admin center

 Windows Backup Restore [ «

e Devices | Enrolimer
Bl Dashboard

:— All services ‘ O Search

* Windows Quality Updates JEEEs P
dunng OOBE SDevices M§ Al devices

mes Apps © Device query

® Mig ht resta rt the deVice (!} Endpoint security Monitor

Agents > By platform

Reports \/ Device onboarding

& Users @ Windows 365

& Groups Bl Enrollment

&' Tenant administration > Manage devices

X Troubleshooting + support > Manage updates

\/ Organize devices

Bl Device clean-up rules

&5 Assignment filters

Add or remove favorites by pressing CtrlL+Shift+F

https://learn.microsoft.com/en-us/windows/configuration/windows-backup/faq

ENDPOINT

@ Copilet QO 3 @

Windows Backup and Restc

Windows enrollment
Essentials

Last modified

Assigned to

Configure whether a user sees a page where t
the first time they start their device. Note, this
Community Cloud or Department of Defense. |

@ Before you can restore a backup, it must be set

a to

Show restore page

Discard



New features for End User Experience [

ENDPOINT

Microsoft Intune admin center &) Copilot f,? i
«

& Home Edit profile

Bl Dashboard

* Windows Backup Restore

= e Turn on log collection and diagnostics
° °
* Wind Quality Updat
I r‘. ows u a I a es W oo Only show page to devices provisioned
B Devices by out-of-box experience (OOBE)
during OOBE

552 Apps

page for end users

Install Windows updates (might restart

[ ) M ig ht re Sta rt t h e d eVi Ce !1 Endpoint security the device)

L Block device use until all apps and

Reports profiles are installed (O

‘ Users Allow users to reset device if installation
error occurs
a Groups

. - Allow users to use device if installation
&' Tenant administration

error occurs

X Troubleshooting + support
Block device use until required apps are All
installed if they are assigned to the
user/device

Review + save ‘ Cancel

https://techcommunity.microsoft.com/blog/windows-itpro-blog/get-ready-for-windows-quality-updates-out-of-the-box/4434498
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Troubleshooting?



Troubleshooting?

* Planw
ell, everyone follows the

process: MoDE RN
e N INT
o need to troubleshoot

| Mattlas Me\kersen Ka\vag m em °* \L‘»x
\ Modern W lorkplace Architect @ ’\mfkcxc | 5% Microsoft MVP [Intun... \\
Raimundas Bakganskas Just migrated a customer with 75k+ endpoints. |
All users went through user prOV\S\o'\n'\ng. Autopilot didn't break. ltwas |
very solid as weé build a very solid process around it. Often we Misuse a \
feature it was never ment to or we overl complicate stuff and then it \

becomes really really heavy 1O work with.




Troubleshooting - Think
First, Tool Second

* When things go wrong
 Ask yourself:
* Is it licensing?
* Is it network?
* |sitapp?
* |s it targeting?

* Approach:
* |dentify the phase first

A o e — e~

O This device cannot access company resources N

Regain access
You need to make some changes to this device so that it can access Equinor ASA resources.

Intune license required
Contact your support person to confirm that your account is assigned a license to use Intune.

Show less

Compliance policies haven't been assigned to this device
Your device must receive compliance policies before it can be used to access your organization's
resources. Contact your support person.

Show less

Check status

Status
(T Cannot accese COMDANY recotirces



Troubleshooting?

* Plan well, everyone follows the
Process.
* No need to troubleshoot

 Configure Intune to upload logs
* Give the device time to upload

» Reading logs
« Community tool from Petri Paavola

Microsoft Intune admin center

Home > Tenant admin

ga Tenant admin | Device diagnostics

>> Service menu

Device diagnostics are available for corporate-managed devices running Windows
10, version 1909 and later, or Windows 11. Diagnostics may include user

identifiable information such as user or device name. (1)

o Enabled

Automatically capture diagnostics when devices experience a failure during the
Autopilot process on Windows 10 version 1909 or later and Windows 11.
Diagnostics may include user identifiable information such as user or device

name. (i)

Q Enabled

Diagnostic data is available only for devices managed by Intune app protection
policy. The data could include user-identifiable information, such as user or device
name. The data is stored in Microsoft support systems and isn't subject to Intune
data management policies or protections. Some applications might collect and
store data using systems other than Intune. For more info, check privacy
documentation for each app.

Q Enabled

https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics




Troubleshooting?

* Plan well, everyone follows the
pProcess.
* No need to troubleshoot ¢

» Configure Intune to upload logs
* Give the device time to upload

* Intune Debug Toolkit
* Collection of great tools

@

Intune Debug Toolkit

Overview Setup Releases

Source QRA

TABLE OF CONTENTS

DEBUG Enrollment
DEBUG GPO

DEBUG Intune Management Extension
DEBUG PolicyManager
AUTOPILOT Pre-Provisioning Readiness (Run As Admin)

AUTOPILOT Readiness (Run As Admin)

DEVICE Details Debug (Requires Authentication)
DIAGNOSTIC Data

ERRORCODES And Solutions

MDM Eventlog Monitor

Monitor Sync Data Live

OVERVIEW Of Assigned Policies (RSOP)
RERUN Apps Win32 (Run As Admin)
VIEW Proactive Remediation Scripts
WUFB Readiness

Debug Autopilot (Use During Provisioning)

Debug With Eventlog (Use During Provisioning)
Debug Like Microsoft
IME Reader




Common real-world issues

« What we often see

Lie
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« ESP stuck
— app issue

* Works in the office, fails at home
— network

 Works at home, fails in the office
— network

» Works for some users only
— targeting

Setting up for work or school

€3 Device preparation
@ Completed

& Device setup
® Error

Security policies (1 of 1 applied)
Certificates (Mo setup needed)

Network connections (Mo setup needed)
Apps (0x80070002)

Co
[ ¥] rennnt catim

* Microsoft has bugs




PowerShell Scripts and
Remediation Script

Simple, make sure all those scripts work
* Platform scripts run first, no tracking (v1)

If PowerShell.exe hangs, app installation
may fail too!

Script best practices:

* Do error handling and proper exit codes
« Add logging to every script

« Testin SYSTEM context

Device status

ssssssssss

22

Succeeded

Succeeded

e
"He*
(34
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Session Takeaways



Session Takeaways &
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* Make Autopilot Deliver Today

« Make Autopilot work with testing

Windows AutoPilot

» Avoid complexity (Keep it simple)

Upload I‘_ I Configure
evicelDs | 2= AutoPilot Profile 4. Existing Devices
=_ Self
. i H t Device ID Deploy
« Design for users, not engineers 7 HonesDevce s ﬁ
Hardware Vendor T Admin

e Test in real conditions

Ship . Deliver direct to Employ f W

Employe inboxes
self-deploys
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Simon Skotheimsvik Sandy Zeng

Please rate this session on Sched.com

We would love to hear what you liked
and how we could improve!
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