Mastering KQL

A Guide for Endpoint Admins
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What is Kusto Query Language &
(KQL)? | =)

« Simple & powerful language to query structured, semi-structured, and unstructured data

« Read-only

» Used in many places
Log Analytics

* Microsoft Defender for Endpoint (MDE) | N 0 DATA
« ConfigMgr CMPivot | HAS BEEN

* Intune Single Device Query/Multi device query

. Sentinel 1 HARMED

- Different implementations
* Minor differences BY A

“KQL is the new PowerShell” - rod Trent | KQ L QU E RY
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KQL IS EASY!!
But hold the line caller!...




Do you have any of these?
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ConfigMgr Intune TG
grle Defender for Endpoint
Log analytics Intune Device Query

Windows Update
for Business Reports



Implementing KQL datasets for device
management
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Intune: multiple places where you can utilize KQL "N

2C

1. Import data to Log analytics 2. Intune Suite’s Advanced analytics

Home » Tenant admin | Diagnostics settings >

Diagnostic setting - J9 Devices | Device query
[Psemn ]+ « Dxplorederices inyourtenant based on device. 3pp. and management propertes. Query cached data for properties configured for storage in your Propen
properties provided or write custom KQL. Learn more about Device query.
& @ oveniew - .
Delete 2 Feedback - Properties ‘ B Run @ Query with Copilot
0 Al devices ‘ 0 Semrch ‘ reries
A diagnostic setting SEJECI.fIES a list of categories of platform logs and/or metrics that you want to.coll.ect frpm a resource, /2 Device query < Bluetooth a 2 | uhere OsVersion startswith "10.8.26106" and ManagementAgent 1= “MS_SENSE"
and one or more destinations that you would stream them to. Normal usage charges for the destination will occur. Learn B wonitor 3 | summarize CULevel=count() by OsVersion
more about the different log categories and contents of those logs ot ~ Cellular 4 | order by Osversion desc
By platform
Diagnostic setting name Santa Intune W Windows Vv Cpu -
= SANTAPC950 | Device query
[ iosfirados © Device 4
Logs Destination details & macos o L
. ~ DeviceStorage Properti p ) .
Categories ) B Android d © Oveniiew L Froperties | B Run @ Query with Copilot
. Send to Log Analytics workspace ‘ cearch ‘
y 3 Linux ' DiskDrive ~ Manage 1 // # of user profiles
AuditLogs a 2 WindowsRegistry("HKLM:\\Software\\Microsoft\\Windows NT\\CurrentVersion\\Profilelist\\*")
“+ Device onboarding oroperti v Biosinfo 3 | uhere Valuellame —- "ProfileTmagePath’
o  EncryptableVolume roperties 3 | where valueName -- "ProfileImagepa
Subscription & Windows 365 4 | project UserProfilePath=ValueData
o tionalL Losicaln . Menitor ~ Certificate 5 | summarize NumberOfUserProfiles=countif(UserProfilePath startswith 'c:\\users')
~ erationalLogs . ~ LogicalDrive
. p g [l Enroliment Resource explorer c
~ Cpu
Log Analytics workspace v vensgededes 7 Memenyinfo 49 Device query
" i i c ~ DiskDrive
& DeviceCompliancerg . SRS B oo
Compliance @ Discovered apps ~ EncryptableVolume
Devices © Conditional access v OsVersion B, Device compiance Getstarted  Results
i ~ Filelnfo
i B Scripts and remediations
D Archive to a storage account “ SharediPad B Device configuration 57 Device Actions
D @1 Groun Palicv analvtics B App configuration ~ LocalGroup
Windows365AuditLogs
NumberOfUserProfiles (i
D Stream to an event hub H tocal aamin password ~ LocalUserAccount < | Numberofuserprofiles ©
@ Recovery keys 4

~ LogicalDrive

T User experience

[] send to partner solution

. . Single-device quer
*Requires a Log analytics workspace Multi-device query £ g

- Based on enhanced inventory info

NOTE: Not all KQL commands supported!



Implementing KQL datasets for device

management

Windows Update for Business reports

Windows Update for Business reports  »

Latest security update Missing ane security update Active alerts count Expedite Status Hotgatch Status

Update status  Deviee status

Update states for all security releases Update alerts for all security releases
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1. Requires a Log analytics
workspace

2. Enable WUfB Reports:
https://aka.ms/wufbreports

Microsoft Defender

it Home

Exposure management

) Investigation & response

Incidents & alerts

Hunting

I Advanced hunting

Custom detection rules

Built-in

Microsoft Defender for Endpoint

Ertities

Search

B fadStaws

MR Administrators

BB AppCrash

B App\VClentApplication
B App\ClientPackage
M AutoStart Software

P BaseBoard

B Battery

FH Bos

P Btlocker

P BtLockerEncryptionDetalls
B BitLockerFoiicy

R BoctCorfiguration

R BrowserHelperObjsct
Bl BrowserUsage

R ComLoal)

B CCMRAX

B CCMRecentlyUsedApplical
[ CCMUserlogonEvents
R CCMWebApp nstallinfo
B corom

EH CresonTicker

BB ClentDiagnostics

[l ClentEverts

[l ComputerSystem

[ ComputerSystemEx
[ ComputerSystemProduct
A ComectedDevice

Al Comnection

[ Deskiop

[ DeskiopMonitor
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ConfigMgr: CMPivot

summarize count() by FullBuild
render columnchart with(title='Windows CUs')

Windows CUs

count

143938245 17763.7314 190455608 203483328 226315768 26100.3775 25100.4652 950021620
143937606 177635893 17763.7558 190455854 203453932 261002894 261004061 261004851
FullBuild

Guery Results  Query Summary

Query completed on 23 of 29 clients (6 clients offline and 0 failures) id(16873273) | All Desktop and Server Clients |

Built-in

CMPivot (Cannected to SAT - Santa’s Primary Site - All Desktop and Server Clients) = o X
A Home Query
Run Quer > - —> Create Collection 1= Export ~
Y P
Registry('HKLM:\Software\Microsoft\Windows NT\Currentversion') q} x
where Property =='CurrentBuild' | project Device, Build=Value
join (Registry( HKLM:\Software\Microsoft\Windows NT\CurrentVersion') Get Adtopiot info
vhere Property =='UBR' | project Device, CU=Value) gﬂfﬂ‘ﬁ)ﬂM'ﬂagﬂd’g“e
project Device, FullBuild=strcat(Build,’.,tostring(Cu)) e CPUbpen

LAPS Custom Usemar
Line before/after from
Location enabled
Logical Disk per Devic
Most common softwan
Most used recant app:
NET Framework versi
Number of old user prc
Number of user profie:
Number of user profile:
NVS New Outlook blo
NVS New Outlook Ins
0 Version Info

Prnt Spooler Rumning
Recently used appica
SMBy1 Feature nstall
Teams versions

Top 10 Last booiup fir
Users logged in within
Win10 Bulds

Win10 CUs

Win11 22H2 Compet i
Win11 22H2 Redreas
Win11 Compt info
i1 Intel CPL Cormy
Win11 RedReasan

[Windows Clls
inGiet System log e
Winget Versions
WP Rl Windnwe 1

Windows Buidnumber
Windows Cus____|



https://aka.ms/wufbreports

Where do you start?

You need to know your datasets/schemas!

1. Where do you find the information you are looking for?
2. What information different entities/tables contain?

3. What is the datatype (string/integer/datetime/dynamic)?
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KQL Result Set
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Picture a CSV in the cloud! wie
PC123 tpsreports@foo 3014 d1408951-d99b-48f4- True {"Date":"3/4/2025

3/4/2025, bar.com 8¢c51-f01be?2 6:52:28AM""Result":1,"Type":3,"Actor":{"Appld":"5926-34e-4f-
A 8bed-58a4","AppName":"Intune

“BUSI/I7 portal"'"Name":null,"UPN":“tpsreports@foobar.com"},'Targetlds

AM ":["6a7e38e5b-

f1ce46b8d"],"Targets":[{"ModifiedProperties":[{"Name":"GroupTl

arget","Old":null,"New":"14f0733a-8b62-8"}],"Name":"Enable

hotpatch"}]}

Different data types

Add new columns

Multiple rows...
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KQL Basics

SUMMIT

Table/Entity Columns

IntuneDevices /

C d/V where 0OSVersion startswith "10.0"
YAE] project DeviceName, OSBuild=substring(OSVersion,5,5)

separator order by DeviceName asc
take 5

X

Operators




My first KQL queries



Most Common KQL Operators g

where

project

distinct

order by/ sort by
column

count

take

top n by column

ENDPOINT
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Filters rows of data based on certain criteria

Simplify the view and select a specific subset of
columns

Only show unique values

Arrange the rows in descending order (can use asc)

Gives you the number of records returned

Allows you to specify an arbitrary number of records to
return

Returns the first n rows sorted by the specified column



Real World Example 1 & -

e - mworreiny - —

P Computer Ma%agornont Connected with "GTlhergo_admin”.

ile Action View Help

red O BT == )

¥ Computer Management (Local) || Volume l Layout l Type I File System I Status Actions
/! System Tool - Dartiti i
J: System Tools (Disk O partition 1) Simple Basic Healthy (EFI System Partition) Disk nager
> CD Task Scheduler el Simple Basic Healthy (Recovery Partition)
3] Event Viewer - Windows (C:) Simple Basic NTFS (BitLocker Encrypted) Healthy (Boot, Page File, Crash Dump, Bas More Act

22 Shared Folders
& Local Users and Groups
@)' Performance
M Device Manager
%5 Storage
" Disk Management
=4 Services and Applications

- Disk 0 T
Basic Windows (C:) |
23847 GB 250 MB 235.84 GB NTFS (BitLocker Encryg 150 MB 2.24 GB

Online Healthy (EFI £ | Healthy (Boot, Page File, Crash Du | Healthy (Re  Unallocated
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A Home Query SUMMIT

pRunQuery Il () %) « = (4% Create Collection 1= Export = b d
Partition
| take 3

Device Access Availability Block Size Bootable Boot Partition Caption ConfigManagerEmorCode ConfigManage

0 True True Disk #0, Partition #0
PEIMWEFSX 0 Falze False Disk #0, Partition #1
PF3IMWFSX 0 False False Disk #0, Partition #2

# Home Query
pRunQuery [l () 9 « = (4% Create Collection 1= Export ~ vy
fPartition
| take 3
ed PrimaryPartition Purpose Rewrte Partition Size StartingOffset Status Statusinfo SystemName Type
True 250 1 PFIMWFSX GPT: System
True 230730 | 251 PFIMWFSX GPT: Basic Data
False 1013 230981 PFIMWFSX GPT: Unknown




Real World Example 1
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Entties | A Home Query SUMMIT
Search > ’ R.I.II"IQI.Ieﬁ" . (;J k; L i 4

il AadStatus [Partition

EE Administrators | where Caption startswith 'Disk #@' and Caption endswith '#3°
@ foplrash | where Size < 5ee

[j"'ﬂ AppVClentApphcation | project Device, Caption, Description, Size
#-EH AppVCientPackage

i#-EH AutoStart Software

- BaseBoard

[&.g Ba;:w Device Caption  Description Size

- Bios Disk #0, Partition #3 | GPT: Unknown | 150

@68 BtLocker GMO5154S | Disk #0, Partition #3 | GPT: Unknown | 150

-l BitLockerEncryptionDetails - i

B BalockerPoicy GMO31BKP | Disk #0, Partition #3 | GPT: Unknown | 150

+-EH BootCorfiguration GMD31BP1 | Disk #0, Partition #3 |GPT: Unknown | 150

-8 BrowserHelperObject i ) )

©m Usage GMOD31BKC | Disk #0. Partition #3 GPT: Unknown | 150

- f@ Cemlogl) PC2AGIV1 | Disk 0, Partition #3 |GPT: Unknown | 150

[:---g CCMRAX GM051554 | Disk #0, Parition #3 | GPT: Unknown | 150

B8 CCMRecentlylUsedApplicat ) ) §

B CCMWebAopinstalifo GMO5157 | Disk #0, Parttion #3 | GPT: Unknown |150

#-Ef CDROM GMD5155W | Disk #0. Partition #3 GPT: Unknown | 150

- ClentDiagnostics GMO51574 | Disk #0. Partiion #3 | GPT: Unknown [ 150

(#-EH ClientEvents : :

B8 ComputerSystem GMD5155H | Disk #0, Partition #3 ‘GPT_' Unknown | 150

()-8 ComputerSystemEx GMD5155M | Disk £20, Partition #3 GPT: Unknown |150

(+)-FH ComputerSystemProduct i ) )

B Co cdDevice GMOD5157G | Disk &0, Partition #3 ‘GPT_ Unknown | 150

B8 Connection GMO5156) | Disk #0, Parttion #3 |GPT: Unknown | 150

[}"g Desktop GM05155Z | Disk £0, Partition #3 GPT: Unknown |150

- DesktopMonitor : —

R Devie GMO51555 | Disk #0, Parttion #3 | GPT: Unknown |150

(- FH Disk GMO05155D | Disk #0, Partition #3 | GPT: Unknown | 150

- DMA GMO51579 | Disk #0, Parttion #3 | GPT- Unknown |150

i+ DMAChannel

- Driver\VxD Query Results  Query Summary

—— Query completed on 2023 of 3475 clients (1420 clients offline and 0 failures) id(16855488) | All Systems | 837 objects




Summarize and Render



Summarize
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* Very useful command!
» Can be simple or complex!

* | summarize <aggregation> [by column(s)]

n

* The "by column(s)” in summarize p
"GROUP BY”

 Common Aggregations
& Count Results Chart

s max/min o Simple
° arg_max/ arn min

Intunefuditlogs

| where OperationName == "UpdateDeviceProperties WindowsAutopilotDeviceIdentity”
| summarize Count = count() by ResultType

| order by Count

o ka2

1 let Start = ago(7d);
2 let End = now(); M C pl
® SU| I l 3 Intunslfuditlogs Ore Om eX
4 | where TimeGenerated between (Start .. End)
o 5 | where OperationName == "UpdateDeviceProperties WindowsAutopilotDeviceldentity”
) bl n 6 | extend ParsedProps = parse_json(Properties)
7 | where ParsedProps.Actor.ApplicationName endswith “umi”
8 //| summarize Count = count() by bin(TimeGenerated, 1d)
9 | union (
1@ range x from 1 to 1 step 1
11 | mv-expand TimeGenerated=range(Start, End, 1d) to typeof(datetime)
12 | extend EventCount=8
13 )
14 | summarize EventCount=count(ResultType == "Success”) by bin(TimeGenerated, 1d)



Aggregation Functions

count

max / min

arg_max/ arg_min

sum

bin

MODERN
ENDPOINT

SUMMIT /

w=ier

number of times the value appears in the dataset

highest/lowest value that appears in the dataset for
that column (returns max/min value only)

highest/lowest value that appears in the dataset for
that column (allows additional columns)

adds values from different column together, you
specify the columns

rounds down values based on based on a specific
criteria
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* Easy to visualize with Render
* Multiple chart types

* Change chart options: with ( propertyName = propertyValue |, ...]
)

IntuneDevices
| where 0S == "Windows"
| summarize count() by 0Sversion
| order by count_
| render r
@ areachart
@ barchart
(@) columnchart
) piechart
) scatterchart
Q) table
(P timechart
lesults  Ch& treemap




Real World Example 2 & -

SUMMIT
m Time range : Last 24 hours Show : 1000 results KQL mode \ 2 ,

N

UCClientUpdateStatus

| where UpdateCategory == ‘WindowsQualityUpdate®' and TargetBuildNumber == 2610@ and TargetBuild in ('10.0.26100.4851','10.0.26100.4946")
| where FurthestClientSubstate == 'UpdateSuccessful' and DeviceName startswith "r_..."

| project DeviceName, ClientSubstate, ClientState, FurthestClientSubstate, UpdateSource, UpdateDisplayName, UpdateInstalledTime,
RestartRequiredTime

| summarize arg_max(UpdateInstalledTime, *) by LastUpdateInstalled = bin(UpdateInstalledTime, 1d), DeviceName

| summarize DailyUpdateInstallCount = count() by LastUpdateInstalled

| order by LastUpdateInstalled asc

| render columnchart

B WN =

>0 NI

I

(]

esults Chart

D00

- un_ =B I.I_ e =
Aug 16 Au Aug 20 Aug 22 A 4 Aug 26 Aug 26

g 18 Aug 20 Aug g Aug 28 Aug 30
LastUpdatelnstalled [UTC)

) DailyUpdatelinstallCount



Summarise & Render
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* Super useful for when you want to build workbooks
* What are workbooks...

A simple LA Workbook to visialise our Demo Data for AppLocker.

‘ile Detection Information

Time Period: Last 30 days

Count of Intances per Flle and Version Count by Publisher Top 5 Files

Otter MICROSOFT CORSORATION 10fficeAntiVirus Module
140 266

10ficadriins Madue posTMAN 17

m 63 Client Interface

I&~ 13

3 29 Vit CRunsme Uorary 3 29 EMPEGDLL
18
[p— 1
n
B87DFEE10-C48A-4953-8D73-EEF7710F16B3.TMP.NODE
P ——
l 10 1

Microsoft Malware Protection Command Line
8 Direct3D HLSL Compiler for Redistribution

I

File Information  AppLocker Rules

File Information

FileDescription T4 ProductName 1y FileVersion T4 FilePath Ty FileHash . Algerithm Ty
IOfficeAntivirus Module Microsoft@ Windows€ Operating System 4.18.25080.5 (aec027e97d 1072253 048.. CAPRO ROSOFT\WINDOWS DEFENDER\P... 3433852CEA1228273E7938A5369555E7639F4AS92BAABE... SHA256
Client Interface Microsoft@ Windows€ Operating System 4.18.25080.5 (aec027e97d 1072253 048.. CAPRO ROSOFT\WINDOWS DEFENDER\P... 1BB4EECSA260EC52D7ASS163888872DEAAT182C08D261... SHA256
FFMPEG.DLL FFMPEGDLL Unavailable CAUSERS\CXPADMIN\APPDATA\LOCAL\POSTMAN\APP-1... 2C00784D4882E34EBB0B2BE12C16839E49DF1E0707CTD...  SHA256
87DFEE10-C48A-4953-8D73-EEFTT10F16B3TMP.NODE  87DFEE10-C48A-4953-8D73-EEFT710F1683.TMP.NODE Unavailzble CAUSERS\CXPADMIN\APPDATA\LOCAL\TEMP\G7DFEE10-... 0D8A4ADO3FESCDBBA296A3CCOCI507TFCE0AIBS5ETS50... SHA256
Direct3D HLSL Compiler for Redistribution Microsoft@ Windowsé Operating System 10.0.22621.2428 (WinBuild.160101.0800) C\USERS\CXPADMIN\APPDATA\LOCAL\POSTMAN\APP-1... 000038EOA42E670446AAFFODEI76D00B4811C68204C2D... SHA256



Using Summarise & Render



Working with data types



Handling Strings

String manipulation
* substring()
* tostring()
* strlen()
* strcat()
* indexOf()

Case sensitivity
» By default, KQL is cAsE-sEnSiTiVe
 Big performance benefits!
 contains vs contains_cs

Contains and Search, the performance devil’s tools!
* has vs contains
» where vs search

Matches regex() with strings?
* Not in CMPivot/Intune Device query/Intune multi-device query

hived
He'
',
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Date/Time values
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@' Query results are presented in your local time zone as per settings. Kusto filters, howewver, work in UTC, 2 c

* Might be in UTC! Check!
e Use ISO 8601 format

* %Y-%mM-%dT%H:%M:%s 2024-05-21T708:20:03.123456
* %Y-%mM-%d %H:%M 2024-05-2115:55

* now()
o nOW(‘Zd) A Warning

° ago() It is strongly recommended to use only the ISO 8601 formats.
 ago(2d)

* between(..)
* Timestamp between (datetime(2024-03-19T08:00:00) .. datetime(2024-03-
217T08:00:00)

* todatetime()


https://www.iso.org/iso/home/standards/iso8601.htm

Datetime example

IntuneAuditLogs

e®
’
Tk

e
He'
4
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| where TimeGenerated between (datetime(2024-04-22) .. datetime(2024-05-05T04:00:00) )

| project TimeGenerated, Identity, Properties, ResultType

IntuneAuditlLogs
| where TimeGenerated > ago(5d) and TimeGenerated < now(-2d)
| project TimeGenerated, Identity, Properties, ResultType



Working with Data Types
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Join Operations
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« Combine info from two different entities 20264
e | join kind=<JoinKind> <Table/Query> on ColumnName

* | join kind=<JoinKind> <Table/Query> on $left.ColumnName ==
$right.ColumnName

let ChromeSoftwareQuery =:DeuifeTumSD{twareEuidenceBeta:
____________________ 7/

r__ybgng_&gftwaPeHame == "chrome™ ;

el e

)
Jjoin ChromeSoftwareQuery on Deviceld
project DeviceName, 0SVersion, Softwarelame, SoftwareVersion

order by DevicelName asc
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Join types
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Columns returned 2{ 4
Left Both Right "
leftouter fullouter rightouter
Sometimes @ @ @
leftsemi inner rightsemi erau
needed —_ ___ -2 ___. _________
\{ | I" :
(all objects 1 .
. |
without) : - |
|
: leftanti : I innerunique : rightanti



All devices without Chrome
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All devices (left table) ==

Devices without Chrome

(leftanti join)
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Using join
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JSON Data in KQL
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JSON with KQL...
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* JSON is if a ‘dynamic’ type

« JSON Manipulation
* parse_json()
* mv_expand()
« Combining mv_expand and parse_json()

* Extending/Projecting JSON to Columns

e It's all about the swag bags!
* bag_pack() ———
+ make_bag() Y o .
* bag_unpack()

Time range : Last 24 hours Show : 1000 results

let SampleTable = datatable(prop:string, value:string)

O > 0 m

L = Y IR R TR R
-
=
=

ackedBag = bag_pack(prop, value)
ict = make_bag(PackedBag)

Results Chart

Hawve_You_Learnt_Something Who_ls_Awesome Who_Knows_KQL

> We Bloody hope sol! Gerry Is Mare people Every Day
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Parse JSON: Intune Audit Log

ENDPOINT
TimeGenerated [UTC] "L Computer FileDescription FileVersion ProductName FileHash Publisher FullPublisherName FileUseCount Type
~  06/10/2025, 17:25:31.496 5CG34428C2 1OfficeAntiVirus Module 4.18.25080.5 (aec027e97d1d7a... Microsoft§ Windows€ Opera... {"Algorithm™:"SHA256","Hash... MICROSOFT CORPORATION {"PublisherName":"O=MICRO... 4 derMMSMusic_Applock
TimeGenerated [UTC] 2025-10-06T17:25:31.4960219Z
Computer 5CG34428C2
FileDescription |OfficeAntiVirus Module
FileVersion 4.18.25080.5 (aec027e97d1d7ab25370672d0fb4548480483a83)
PreductMame Microsofté Windows# Operating System
> FileHash {"Algorithm";"SHA256" "Hash""3433852CEA122B273E7938A5369555E7639F4A5928AABEOAEBB 1A63558F95888", "Path . "C\\PROGRAMDATAN\MICROSOFTVWINDOWS DEFENDERV\PLATFORMY\A,18.25080.5-0%MPOAV.DLL"}
Publisher MICROSOFT CORPORATION
?  FullPublisherName {"PublisherName™"0=MICROSOFT CORPORATION, L=REDMOND, S=WASHINGTON, C=US","ProductMame™"MICROSOFT¢ WINDOWS¢ OPERATING SYSTEM","BinaryName":"MPOAV.DLL","BinaryVersion":"4.18.25080.5","HasPublisherName"true,"HasProductMame"true,"HasBinaryMame"true}
FileUseCount 4 {*PublisherMame""0=MICROSOFT CORPORATION, L=REDMOND, S=WASHINGTON, C=US","ProductMame™"MICROSOFT & WINDOWS¢ OPERATING
Tenantld dcbBead-bb1b-402e-bb0b-2c620d0ab139 SYSTEM”®,"BinaryName""MPOAV.DLL","BinaryVersion™"4,18.25080.5", "HasPublisherName "true,"HasProductMame":true, "HasBinaryName":trus}
Type derMMSMusic_Applocker_CL
1 dcrMMSMusic_ApplLocker_CL
2 | extend Parsedlson = parse_json{FullPublisherName)
3 | project FileDescription, ProductName, FileVersion,
4 Binary = ParsedJ)son.BinaryName,
5 Version = ParsedJson.BinaryVersion,
6 Product = Parsedl]son.Producthame,
7 Publisher = ParsedJson.Publisheriame,
8 FileHash = tostring(parse_json(FileHash).Hash) -
N =
+
Results  Chart ’
FileDescription ProductName FileVersion Binary Version Product Publisher FileHash
~  |OfficeAntiVirus Module Microsoftg Windows€ Opera... 4.18.25080.5 (aec027e97d1d7a... MPOAV.DLL 4.18.25080.5 MICROSOFT ¢ WINDOWSé O... O=MICROSOFT CORPORATIO... 3433852CEA122B273E7938A5369555E7639F4A5928 AABEGAEBB1AG3558F9588B
FileDescription 1OfficeAntiVirus Module
PreductName Microsoft€ Windows€ Operating System
FileVersion 4.18.25080.5 (aec027e07d1d7ab2537067 2d0fb4548480483a83)
Binary MPOAV.DLL
Version 4.18.25080.5
Product MICROSOFT & WINDOWS ¢ OPERATING SYSTEM
Publisher O=MICROSOFT CORPORATICN, L=REDMOND, S=WASHINGTON, C=US

FileHash 3433852CEA122B273ET938A5369555E7630F4A5028AABEGAEBE1AG3558F9588E
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Working with JSON



Performance B
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* Reduce the amount of data being queried (where)

* String operators (use has instead of contains)

» Case-sensitive operators where possible

» Searching text (look in a specific column, don't use *)

* join (Select the table with the fewest rows as the first one (left-
most in query))
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Tips & Tricks

* Save your Queries

* Extending your Data

e Build yourself a workbook!
* Bring in your Own Data



Summary

e Just use KQL!
» With a few commands you can do a lot
* Filter as soon as possible and as much as possible (where)

* Difficult (impossible?) to do any harm
* Only queries... No modifications

e Start with a simple query to learn the attributes
* Know your data types

o
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Sponsors
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‘onedeploy

Windows Deployment Reimagined

g & M\
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robopack®  snumecent  g° Microsoft



Thanks!

Please rate this session on
Sched.com

We would love to hear what
you liked and how we could
Improve!
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