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A U D I E N C E  C H E C K

Quick show of hands

Who uses a personal AI 
subscription?

ChatGPT · Claude · Perplexity · Gemini

Who uses Microsoft Security 
Copilot?

In production right now



A G E N D A

What we're covering today

01 Microsoft Security Copilot in Intune

02 The challenges

03 Our solution, two approaches

04 Live demos

05 Takeaways & how to get started
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Microsoft Security
Copilot for Intune



W H A T  I T  I S

Two ways to access Security Copilot

Embedded in Intune

Copilot button - context-aware in the admin center. 

Compliance summary, root cause & remediation 

next to any device.

Explorer tab - guided natural-language queries, pre-

built by Microsoft. 

Standalone portal

securitycopilot.microsoft.com

Full free-form chat across all connected Microsoft 

security products.

Intune · Defender · Entra · Purview - all in one prompt 

session.



I N  A C T I O N

Copilot summarizing a policy in Intune



B U I L T - I N  C A P A B I L I T I E S

Pre-built prompts across Intune, Defender & 
Entra



C A P A B I L I T I E S

What Security Copilot can do in Intune

Explore settings

Use Copilot to learn more about 

individual settings and recommended 

values.

"What does the BitLocker encryption 

setting do?"

Summarize policies

Use Copilot to summarize an existing 

device configuration policy.

"Summarize this compliance policy"

Generate KQL queries

Use Copilot to create KQL queries to get 

device details.

"Show me non-compliant devices in 

EMEA"



A G E N T I C  A I

Built-in agents

Change Review Agent

Device Offboarding Agent

Policy Configuration Agent

Vulnerability Remediation 
Agent

All agents require admin approval before acting
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The problem



T H E  P R O B L E M

The cost reality of Security Copilot

~$2,920
per month

at minimum (1 SCU × $4/hr × 730 hrs)

• Billed 24/7  whether you use it or not, provisioned 

capacity runs continuously

• M365 E5 auto-activation  you may already be billed 

without knowingly enabling it

• Overage at $6/SCU  enabled by default, surprises 

happen fast with agents running

• No usage = no refund  provisioned capacity billed 

regardless of prompt count



C O S T  E V I D E N C E

Costs of Copilot (True cost of AI?)
At just 1 provisioned SCU, the estimated cost is 

$2,920/month ($4 × 730 hours) - before a single prompt 

is sent. Add overage, embed it across your team, and 

costs scale fast with no warning.



C O N T E X T

What did I actually do with this?



R E A L  U S A G E

1 SCU - estimated cost: $2,920/month (1 × $4 × 730 hours)



C O N T E X T

What did it cost



L I M I T A T I O N S

It's good. But it's closed.

Predefined prompt templates, limited flexibility

4 built-in agents only

UI-only: no API, no automation, no bulk operations

No integration (ServiceNow, ITSM, custom logic)

SCU model, cost scales unpredictably

Government cloud: not available

You don't own the logic, Microsoft does



T H E  Q U E S T I O N

Can we replicate those scenarios?

• Not rebuilding Security Copilot  replicating some Intune scenarios with our own stack

• Target scenarios  policy summarization, compliance queries, conflict detection, • 

Success criteria  same quality output, your data, your infrastructure, predictable cost
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Our DIY Solution



T W O  A P P R O A C H E S

Before we built: two different bets

Niels Stefan

Data Static export (file storage + JSON) Live Graph API

Tool layer Foundry AI + Logic Apps + MCP Foundry AI + Azure Functions

Monthly cost ~$40 ~$15–22

Freshness Point-in-time snapshot Always live

Complexity Low High



D A T A  L A Y E R

Static data vs live data

File Storage (Niels)

• Point-in-time export

• Export pipeline needed

• Re-export when policies change

Graph API (Stefan)

• Real-time, always current

• App Registration and functions



U S E  C A S E S

What we wanted it to do

List all policies

Name, type, and assignment for all 

12 Intune policy types

Policy details

Full settings, values, and scope for 

any individual policy

Summarize

Plain-English explanation of what a 

policy does and why

Compliance status

Device compliance summary across 

the tenant

Conflict detection

Cross-policy conflict analysis with 

source profiles

CIS benchmark

Gap analysis against CIS Level 1/2 

for Windows endpoints



G O A L

The feature we're replicating

In Security Copilot for Intune: select a policy → "Summarize this policy"

Returns a plain-English explanation of what the policy does, what settings are configured, and what the 

impact is on users and devices.

Our goal: Same output. Your infrastructure. Your data. ~$15–40/month instead of ~$2,920.



A P P R O A C H  1

Static data
with Logic Apps



A R C H I T E C T U R E

Approach 1 - Static data with Logic Apps

Azure AI Foundry

GPT-4.1 agent + system prompt

Logic Apps

MCP server exposing tools to agent

Azure File Storage

Pre-exported Intune JSON / CSV





DEMO

Demo - Microsoft Foundry (static data)

• Describe Microsoft Intune with 5 words

• Demo agent with Intune files and policies

• Agent 1 (Niels): Blob Storage via Logic Apps MCP









C O N T E X T

Security Copilot - Knowledge



Blog



A P P R O A C H  2

Live data
with Azure Functions



A R C H I T E C T U R E

Approach 2 - Architecture

[ Add architecture diagram ]



A R C H I T E C T U R E

Approach 2 - Live data with Azure Functions

Azure AI Foundry Playground

GPT-4o + System Prompt + Tool Definitions (5 tools)

↓  JSON function calls

Azure Functions (Python)

get_policies() | get_policy_details() | get_compliance_status()
compare_cis_benchmark() | get_policy_conflicts()

↓  JSON function calls / HTTPS REST, OAuth 2.0

Microsoft Graph API

v1.0 + beta → Your Intune Tenant (live data)
HTTPS REST, OAuth 2.0



T O O L S

What I wanted the agent to do

get_policies() Lists all Intune policy types

get_policy_details() Full settings + assignments for one policy

get_compliance_status() Device compliance summary across tenant

get_policy_conflicts() Cross-policy conflict detection

compare_cis_benchmark() Gap analysis vs CIS 4.0

Adding a 6th tool = one new Python function + registering it in the OpenAPI spec



D E M O  P R O M P T S

Prompts to try

> List all settings catalog policies in this tenant

> Summarize this policy: BL-WIN-SC-Bitlocker-V1.1

> Compare this policy BL-WIN-SC-Bitlocker-V1.1 with CIS Level 1 



A Z U R E  R E S O U R C E S  &  C O S T S

Real monthly costs from Azure Cost Management

rg-bps-foundry Sweden Central

stefan-foundry Cognitive Services €6.96

GPT-4.1 tokens · text-embedding-3 · Input & Output

Subtotal €6.96 / month

rg-intune-assistant EU West

intune-func Function App <€0.01

intunestor Storage Account €0.01

intune-law Log Analytics €0.02

Subtotal €0.02 / month

AI Foundry Usage (last 30 days)

2.1M
Total Tokens

64
Agent Runs

42
Completed

TOTAL MONTHLY COST ~€7 / month
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Takeaways & how to get started



C R I T I C A L  G O T C H A

One thing you need to know

Azure AI Foundry agents with tools: NOT available in West Europe

Use Sweden Central or East US, this is the most common deployment mistake



C O N C L U S I O N

Take Aways

You don't need Microsoft's full stack to build AI on your own Intune data

Azure AI Foundry + Graph API = full control, predictable cost (~$15–40/month vs 

~$2,920)

Start with one use case, just start small



N E X T  S T E P S

How to get started

1.
Create an Azure AI Foundry

Deploy in Sweden Central or East US (not West Europe)

2.
Connect to your Intune data

Export policies to file storage (quick start) or wire up Graph API (live data)

3.
Build one agent with a system prompt

Start with policy summarization, easiest win, most visible to colleagues

4.
Tune temperature and Top-P

0.2–0.4 for factual queries; higher for summaries and explanations

5.
Learn Python

AI leans on Python



F I E L D  N O T E S

Remove Security Copilot

Notes from the field, even if you don't use it, it will cost money

• Billing starts on creation  provisioned capacity bills the moment it is created, even before your first 

prompt

• How to deprovision  Azure Portal → Security Copilot capacity → delete the resource

• Monitor weekly  Azure Cost Management → set a budget alert immediately



C O S T  C O M P A R I S O N

Costs - Security Copilot vs DIY

~$2,920
Security Copilot / month

1 SCU minimum, 24/7

~$40
Approach 1 / month

Niels - Blob + Logic Apps

~$15–22
Approach 2 / month

Stefan - Graph API + Functions



QUESTIONS

Questions?

Feel free to ask anything

Stefan LinkedInNiels LinkedIn
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