Next-Level Windows and
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The Evolution of
Troubleshooting



The Evolution of Troubleshooting

Back in the day...

* Dial-up modems screeching their
song of connection

 Logging into a BBS to hunt for fixes

* Downloading a single patch could
take all night

WELCOME TO THE BBS!

CONNECTING. .

Dialing.. o
.. ATDT555-1234 gE l - L

¥
CONNECT 2400 BAUD -==-"E-==*

LOGIN: USER123
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How we used to do it...

Troubleshooting with ConfigMgr
 Endless log files everywhere
* Both client side and server side

« Complex? AbsoluteJIy. But you could
see every little detai

Troubleshooting Group Policy
* gpresult - Your policy X-ray machine

. 8pupdate = The “hit refresh & hope”
utton

« RSOP = Your policy crystal ball
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Troubleshooting in the Intune Era
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The “Classic” Intune Toolkit
* Log files (MDM) — Event Viewer
 Registry values

* IME Agent = Log files ©

&

Al copilot

Your new superpowers!

» Microsoft Copilot — Your Al sidekick &
 Copilot for Security — Cyber shield & sword?
« ChatGPT/Claude — Your troubleshooting oracle



ing Log files



Troubleshooting

« MDMDiagnosticsTool
* Settings -> Access work or school
 MdmbDiagnosticsTool.exe -out c:\temp

* Collect log files using Intune

https://learn.microsoft.com/en-
us/windows/client-management/mdm-
collect-logs

X Retire ) Wipe [i] Delete

Collect diagnostics - W11DELLO1
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Advanced Diagnostic Report

Your IT or suppert person may want additional information to help with
troubleshooting.

Create report

B Name ~  Date modified

] DeviceManagement-Enterprise-Diagn...  2024-04-25 12:54

o MDMDiagReport 2024-04-25 12:54
B MDMDiagReportxml 2024-04-25 12:54
§ﬂ Microsoft-Windows-AAD 2024-04-25 12:54
B Microsoft-Windows-Shell-Core 2024-04-25 12:54
() sync "} Restart - Collect diagnostics

Intune will attempt to collect the diagnostics that are on this device. To download and view the diagnostics, go to
Monitor > Device diagnostics. Continue with diagnostics collection?



Build your own log collection tool

* Why? Builtin too slow, too much data

« Remediation script send to Azure
Storage, SharePoint, Teams etc.

* Fast! Runs in a couple of minutes.

O O|ayt

Troubleshoot -

Troubleshoot -

Troubleshoot -

Troubelshoot -

Reset Windows Update
Collect log files
Fix VPN Profile

Reinstall Google Chrome
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Troubleshooting
- In the Al Era



Al & Privacy (N
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General @ Privacy
Anthropic believes in transparent data practices
Account . L i . . i . . .
Learn how your information is protected when using Anthropic products, and visit our Privacy Center and Privacy Policy for more details.
Privacy
How we protect your data >
MlE How we use your data >
Usage
Capabilities
Privacy settings
Connectors
Export data
Clavde Code p Export data
Cowork
Shared chats \EGET-C]
Claude in Chrome  Beta
Memory preferences Manage #
Desktop app
General Location metadata .
Allow Claude to use coarse location metadata (city/region) to improve product experiences. Learn more.
Extensions

Developer Help improve Claude .

Allow the use of your chats and coding sessions to train and improve Anthropic Al models. Learn more.
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DEMO: Feature Upgrade Failure

Scenario

* Feature upgrade is failing = |== U
* Collect log files... EG :
== \ %fl (

* Analyze the logfiles using “Al Chat”... 7 O S
 Claude, Copilot, ChatGTP etc.

A Windows 10 to Windows 11 feature update is failing on an Intune-managed
device,

Task:
Analyze the uploaded SetupDiag logs and determine why the upgrade failed.

What can | help with?

L) What | need from you:

- Identify the root cause(s)

- Quote the exact evidence from the logs

- Explain the meaning of the relevant error codes or setup phases
- Recommend the most likely remediation steps

featureupdate_diagnostics-sls-l-3x.9 Logs.zip
File Zip Archive

Windows 10 to Windows 11 feature upgrade is failing. Cant you please analyze the attached setup

+ : @

Ran 10 commands, viewed a file

I now have a complete picture of the failure. Here is the full analysis:
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DEMO: IME Logs (Offline Tool)

@ Home A Tro oot & / > 0 Play ks B Guide # Error

O Built for Intune admins - 100% local processing

Diagnose Intune issues faster and
with confidence

IntunelLens guides you through collecting the right logs, analyzing them

automatically, and understanding what went wrong — without cloud

dependency or guesswork.

Start troubleshooting > & Analyze logs M Playbooks




DEMO: Applications / OSD

Scenario (Legacy)
* Applications are not installed during OS Deployment

TSTO846BE.zip
Zip-arkiv

Microsoft 365 Apps a not being installed doing the the SCCM Task
Seqguence. Can you analyse the log files and tell my why?

Thought for 10m 17s

Short answer: the Office step never truly completed during the task sequence. The TS did kick off the

Microsoft 365 Apps install, waited for status multiple times, then considered it “successful” and

immediately rebooted—while Office hadn’t actually finished installing. Adobe Reader and VLC genuinely

failed in the same window.
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Community Tools -
Troubleshooting and Building

Petri Paavola
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Human factor in Troubleshooting

* There is still role for us humans, right? Hopefully ?-) ©

* We as Admins need to understand what is happening and how
our configurations affect the environment

» Many Community Tools can help with this a lot
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Al can NOT analyze all data formats
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» Eventhough Al is really capable, it can "only" analyze text base
information

* yes there is multimodal, this is way oversimplified statement, but...
* [t may be able to convert data formats itself

* As "simple" as Windows Event log (.evtx/.etl) will/may not open
without help

« Community Tools can help gathering and converting data for Al

* Best from both worlds: Use Al with Community Tools data
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Let's have a look how these work in real life

DEMO
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* "Where did this user account come from???"
« "How didn't | notice these misconfigurations..?"

* What Al has to say about this report data?

https://github.com/petripaavola/IntuneDeviceDetailsGUI



https://github.com/petripaavola/IntuneDeviceDetailsGUI

e,

-
e )
l. o

-
I'A..' .0
He o
s e
A

DEMO: Get-
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* What is actually happening behind the scenes with IME age
* "Human factor", understand the events...
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https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics



https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics

DEMO: Get-

WindowsTroubleshootingReportCommunity
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* Troubleshoot with Community knowledge (Known events)
* And/or gather data from different sources and analyze with Al

https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity



https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity

......
00000

Anyone can build Community Tools
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* Al gives everyone capability to create simple and/or really
complex Community Tools

* Especially agentic Al (e.?. VSCode + GitHub Copilot) has
changed this dramatically just in one year only

e | did not intent to fully move to agentic Al approach
 Because | want to make code myself also

* | tried in one project doing 99% of the code and tasks with agentic Al
» And then just started using it with all my projects

* This is big!  mean BIG change !l ©
* Seeing is believing..!



DEMO: Building Community Tools with Al

* Anyone can built Co

mmunity Tools !!!

* VSCode + GitHub Copilot + Agenti

PS C:\Users\papaavol\OneDrive - Yodamiitti Oy\Intune\Get-WindowsTroubleshootingRep

Preparing data for HTML report...
Creste HTML repart

Folder: C:\lUsers\pmpaavel\OneDrive - Yodamiitti Oy\Intune\Get-WindowsTroub

File: 202604141823 GPUMONSTER WindowsTroubleShooting_Report.html

Opening created fils to default web browser...
* *
With paranater

PS Ci\Users\ppasvol\Onedrive - Yodamiitti Oy\Intune\Get-WindowsTroubleshootingRep
ortCommunity\Get -WindowsTroubleshoot ingRepartCommunity .83
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Download Tools

Intune.ninja
PowerShell.ninja


https://intune.ninja/
http://powershell.ninja/

Application Control for Business
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Managed Installer policy in Intune — enables it during Autopilot for it to work

Requires the files to be signed (hash exceptions is also possible, but must be handled
MERIENY)

Unsigned installer files is a big issue, even for some Microsoft Software.

Known issues: PoliGes  Managed installer

e Adds time to Autopilot \VA| To begin configuring the Intune Management Extension as a Managed Installer on all applicable enrol

 WIX 3 custom action dll's are not signed ¢ - feER - Beer o Comes ¥

* WIX 4 and later custom action dll's are Policy name 1 Author Status
signed, but not by Microsoft P — Microsoft Corp @ Active

SideCar Managedinstaller Script Microsoft @ Active



C:\Program Files\Remote Help>fsutil file

Extended Attributes (EA) information for

Total Ea Size:

Bx2db

Ea Buffer Offset: ©
Ea Mame: $KERNEL.SMARTLOCKER.ORIGINCLAIM
12c

Ea Value Length:
eeee:
ee1e:
0020:
0e30:
eede:
ee50:
P60 :
ee70:
ee8e:
ee9e:
B0a0:
eebe:
BBcH:
eedo:
B0ed:
BEfe:
01ee:
0110:
0120:

81
b3
3f
08
3f
67
B5
T
66
65
e6d
B5
69
2e
65
B9
75
TT
65

ee
a9
Tb
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee

Be
3e
63
ee
5c
T2
73
Ud
T
208
65
be
63
Ud
be
63
be
73
78

ee
81
el
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee
ee

B8
eb
11
ee
43
6l
Pl
69
20
ud
be
T3
T2
6l
U
65
65
41
65

8e
be
fo
e
8e
8e
8e
0e
e
8e
8e
8e
0e
e
8e
8e
8e
0e
e

2]¢)
b8
dé
ee
3a
6d
28
63
49
6l
U
69
6f
e
2e
S
57
67
ee

e
82
8
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e

(2]0]
cb
Ub
ea
5c
pl
78
T2
Be
be
pl
6f
73
6l
53
2e
B9
65
08

e
9
b9
e
e
e
ee
ee
e
e
e
ee
ee
e
e
e
ee
ee
e

B8
12
ed
ee
50
ug
38
6f
U
61
45
be
6f
67
65
49
be
be
ee

queryea RemoteHelp.exe

file C:\Program Files\Remote Help\RemoteHelp.exe: |

e
us
ed
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e

01
b2
70
5c
72
69
36
73
75
67
78

66
65
72
be

4

e
6b
71
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e

e
b5
ue
3f

bc
29

be
65
T4
ud
T4
6d
76
T4

2e

2b
de
ee
Be
Be
Be
Be
ee
Be
Be
Be
Be
ee
Be
Be
Be
Be

H- M 2 M =h .~ MW -J

mEES HM:-

® Ihn JnN 3N 3 M

==

5? mmer A" K 3 E:

........ E.k.+
..... K...pq@.
\.7.
:.\.P.r.o.
m. .F.i.Ll.
(.x.8.6.).
cC.r.0.s5.0.
I.n.t.u.n.
a.n.a.g.e.
t. .E.x.t.
i.o.n.\.M.
o.s.0.f.t.
n.a.g.e.m.
L.5.e.r.v.
s...1.n.t.
W.i.n.d.o.
g.e.n.t.

noteHelp.exe:
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iToolset.Dtf. Windowslnstaller.dll Properties n Certificate

General Digital Signatures ’ ;  Details Previous Versions General petails Certification Path

Embedc gnatures

. Certificate Information
Name of signer D gorit.. Timestamp "

WA ot M Eo ok A Eodos & Ohetaba
WiX Toolset (NET Foundation) shadse Friday. 4 Oclober This certificate is intended for the following purpose(s):

= Ensures software came from software publisher
« Protects software from alteration after publication

* Refer to the certification authority's statement for detalls.

Issued to: WiX Toolset (.NET Foundation)

Catalogue

Mame of sign... Catalogue M D gont.. Timestamp Issued by: .NET Foundation Projects Code Signing CA2

valid from 2022-04-06 to 2025-04-06

Install Certificate... Issuer Statement




AppControl Manager
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 Great to manage AppControl
O | ices l; Hoi @ AppControl Manager Search menu items.. - F o Q

Creation

e Available in the Microsoft A

tore

E8  Build New Certificate

View File Certificates

* https://apps.microsoft.com/d .-

O  Create policy from Event Logs

etail/9PNGI1IDDTGP8?hl=en- < oo R s S
us&gl=SE&ocid=pdpshare

Allow New Apps 19:04 ( +02:00) JérgenNilsson - Standard Privilege LAPTOP-P7SBEBR1 LENOVO - 21HMS3JX00

@:]
f Policy Editor
a

19 Windows Activation 2 & uptime 2 () Last Boot Time O3 System RAM
Simulation
Genuine - Retail 4 days 07 hours 52 minutes 1.2 seconds. 32 GB - LPDDRS 6000 MT/s.
O Firewall Sentinel
Info Gatherin: = i ice Hi >
] l Storage Size and Temperature G USB Device History Internet Speed CPU
. 13th Gen Intel(R) Core(TM) i7-1365U - 10
[ System Information e 5 Total USB Devices Connected: 1 102 Kopu (18 Mops | Core /12 Thread - X64 - 2.69 GHz - 12 MB L3
Storage Temp: Unavailable Total: 35GB L /28GB T
Cache - 1 Socket
{} GetCode Integrity Hashes
. a CPU Temperature ‘K’ Open Network Ports > (I) Power Plan
# Get Secure Policy Settings
67.9°C TCP: 31 - UDP: 98 Balanced

Policy Management


https://apps.microsoft.com/detail/9PNG1JDDTGP8?hl=en-us&gl=SE&ocid=pdpshare
https://apps.microsoft.com/detail/9PNG1JDDTGP8?hl=en-us&gl=SE&ocid=pdpshare
https://apps.microsoft.com/detail/9PNG1JDDTGP8?hl=en-us&gl=SE&ocid=pdpshare
https://apps.microsoft.com/detail/9PNG1JDDTGP8?hl=en-us&gl=SE&ocid=pdpshare
https://apps.microsoft.com/detail/9PNG1JDDTGP8?hl=en-us&gl=SE&ocid=pdpshare
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Quality update errors
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* We have seen an increase in Quality updates errors during 2025 ={or={=F_
DISM.log
2025-08-06 15:02:44, Info CBS Exec: Processing complete. Session: 31196882_605738186,

Package: HyperV-OptionalFeature-VirtualMachinePlatform-Client-Disabled-FOD-
Package~31bf3856ad364e35~amd64~~10.0.26100.1, Identifier: KB777778 [HRESULT = 0x80073712 -
ERROR_SXS_COMPONENT_STORE_CORRUPT]

2025-08-06 15:02:44, Error CBS Failed to perform operation. [HRESULT = 0x80073712 -
ERROR_SXS_COMPONENT_STORE_CORRUPT]



2026/3/19:22:40:58.012 (F) Attempting to mark store corrupt with category [1l:21 ml:22] 'CorruptComponentValue' [gle=0x30004005]

. able to find “WA\C:\Windows‘SoftwareDistribution\Download\30583cleclé34aeld59355%ccflelbdsa2d\Package for RollupFix~-amd€4~~26100.8037.1.1%\amdé4 microsoft-win
> find WindowsCopilot.adml in component Microsoft-Windows-Shell-GroupPolicy.BResourcesz, verzion 10.0.26100.7%20, arch amdé4, culture [l:5]'sv-3E', non5xS5, pkt
foved file \\W2W\C:\Windows“SoftwareDistribution\Download\3098clecl634ae858355%ccflelbd5a23\Package for RollupFix~~amdE4~~26100.8037.1.1%\amnd64 microsoft-windows

) Staging WindowsInkWorkspace.adml (FD)

. able to find “\W\C:\Windows\SoftwareDistribution\Download'3093cleclé34aeld5935%ccflelbd5a2d\Package for RollupFix~~amd&4~~261
. able to find “\WA\C:\Windows‘\SoftwareDistribution\Download'3093cleclé34aeld5935%ccflelbd5a2id\Package for RollupFix~~amdé4~~261
Component Microsoft-Windows-Shell-GroupPolicy.Resources, wversion 10.0.26100.75%20, arch amdé4, culture [L:5]"fi-FI', nonSx5, pkt {1:8 b:31bf3356ad364eds5} does
(F}) Component directory missing. Dir: ESystEHRDDtEWLnSKSEamdE%_nic:usuft—wi:duws—s..Duppu;icy.:esuu:ces_ﬂ;bfﬂeEEadEEéEEE__ 0 12 fi-fi £408f3a0487de2b
Z026,/3/19:22:40:58.012 (F) onecore‘\base‘wcp'componentstorehstorelayout.cpp(2203): Error 800£f0883 [Warning,Facility=15 (0=x=0 435 (0x0883)] originated

00.38037.1.19\WinSx5\amdé4 microad
00.803

137.1.1%\amdé4 microsoft-win

Z026,/3/19:22:40:58.012 (F) Attempting to mark store corrupt with category [l:21 ml:22] 'CorruptComponentValue’ [gle=0x30004005]
> find WindowsInkWorkspace.adml in component Microsoft-Window=s-Shell-GroupPolicy.Resources, version 10.0.26100.75%20, arch amdé4, culture [l:53]'"fi-FI', nonS3x5,
Ioved file “WA\C:\WindowshSoftwareDistribution\Download\30%8clecl634ae859355%ccflelbd5a23\Package for RollupFiz~~amd64~~26100.8037.1.1%\amd64 microsoft-windows
24} S5taging WindowsInkWorkspace.adml (FD)

. @ble to find “WAA\C:\Windows‘\SoftwareDistribution\Download\30593cleclé34aeld59355%ccflelbdsa2i3\Package for RollupFix~~amd64~~26100.8037.1.1%\WinSx5\amd64 microsd
> able to find “WA\C:\Windows\Softwarelistribution\Download\30838cleclE34aed5535%ccflelbdsa2ld\Package for RollupFix~~amd64~~26100.2803

Component Microzoft-Window=z-Shell-GroupPolicy.BRe=sources, wersion 10.0.26100.7320, arch amdé4, culture [1:5] "'mb-NO', nonSxS5, pkt {1:8 b:31bf3356ad364e3s} does
(F) Component directory mizsing. Dir: XSystemRnnthinSxSEamd64_nic:nsuft—wi:dnw3—3..Duppn;icy.:Esnu:ces_ﬂ;beEEEadﬂﬁé335_'0.0.26;00.

7.1.1%\amd64 microsoft-win

1 712 nb-no 7fef3dZfdbli71l
2026/3/19:22:40:58.012 (F) onecore‘base‘\wcp\componentstorelstorelayout.cpp(2203): Error B00£0883 [Warning,Facility=15% ([0x000f),Code=2435% (0x05383)] originated
2026/3/19:22:40:58.012 (F) Attempting to mark store corrupt with category [1:21 ml:22] 'CorruptComponentValue’ [gle=0x30004005]

. find WindowsInkWorkspace.adml in component Microszoft-Window=s-Shell-GroupPolicy.Besources, werzion 10.0.26100.79%20, arch amdé4, culture [1:5] "nb-N0O', nonSx5,

loved file “W?\C:\Windows“SoftwareDistribution\Download'30%8clecl634aed598355%ccflelbd5a23\Package_for RollupFix~~amd&4~~26100.3037.1.1%\amnd64_microsoft-windows
30} Staging WindowsInkWorkspace.adml (FD)

. able to find “WA\C:\Windows‘SoftwareDistribution\Download\30583cleclé34aeld59355%ccflelbdsa23\Package for RollupFix~-amd€4~~26100.8037.1.1%\WinSx5\amd64 microsd
Component Microsoft-Windows-Shell-GroupPolicy.Resources, wversion 10.0.26100.75%20, arch amdé4, culture [L:5]"av-5E', non3Sx5, pkt {1:8 b:31bf3856ad364eds5} does
- able to find \\2\C:\Windows‘SoftwareDistribution\Download'309838cleclé34aeld5935%ccflelbdba2l3\Package for RollupFix~~amd64~~26100.8037.1.1%\amdé4 microsoft-win
(F) Component directory missing. Dir: XSystemRnnthinSxSlamd64_nic:nsnft—wi:dnw3—3..Duppn;icy.:esnu:ces_ﬂ;bfﬂeEEadEEEEEE_;0.0.EELGO

22026/3/19:22:40:58.012 (F) onecore‘base‘\wcp'componentstorehstorelayout.cpp(2203): Error 800£0283 [Warning,Facility=15 (0x000f),C

12 sv-z3e aa33ed%33%beadde
435 (0x05%33)] originated




Windows Update

dates failed

RO -

5-08 Cumulative Update for Windows 11 Version 24H2 for x64-based Systems (KB5S

late files are missing or have problems. We'll try to download the update again later. Err

@ Reinstall your current version of Windows to repair system files and compenents

'lr 207

8) (26100.4946)
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Quality updates
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 Solution: in-place upgrade to the same version of Windows 11!

1. Win32app with the Windows 11 installation files
2. setup.exe /auto upgrade /eula accept

System > Recovery

If you're having problems with your PC or want to reset it, these recovery options might help.

ég Fix problems without resetting your PC >

Resetting can take a while — first, try resolving issues by running a troubleshooter

~  Fix problems using Windows Update
This option is currently unavailable

Fix issues by reinstalling the current version of Windows - Microsoft Support



https://support.microsoft.com/en-us/windows/fix-issues-by-reinstalling-the-current-version-of-windows-497ac6da-7cac-4641-82a5-f50398d879a0
https://support.microsoft.com/en-us/windows/fix-issues-by-reinstalling-the-current-version-of-windows-497ac6da-7cac-4641-82a5-f50398d879a0
https://support.microsoft.com/en-us/windows/fix-issues-by-reinstalling-the-current-version-of-windows-497ac6da-7cac-4641-82a5-f50398d879a0

Thanks!

Please rate this session on
Sched.com

We would love to hear what
you liked and how we could

Improve!
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