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The Evolution of 
Troubleshooting



The Evolution of Troubleshooting

Back in the day…
• Dial-up modems screeching their

song of connection
• Logging into a BBS to hunt for fixes
• Downloading a single patch could

take all night



How we used to do it…

Troubleshooting with ConfigMgr
• Endless log files everywhere
• Both client side and server side
• Complex? Absolutely. But you could

see every little detail

Troubleshooting Group Policy
• gpresult - Your policy X-ray machine
• gpupdate = The “hit refresh & hope” 

button
• RSOP = Your policy crystal ball



Troubleshooting in the Intune Era

The ”Classic” Intune Toolkit

• Log files (MDM) → Event Viewer

• Registry values

• IME Agent = Log files ☺

Your new superpowers!

• Microsoft Copilot → Your AI sidekick

• Copilot for Security → Cyber shield & sword?

• ChatGPT/Claude → Your troubleshooting oracle



Collecting Log files



Troubleshooting

• MDMDiagnosticsTool
• Settings -> Access work or school
• MdmDiagnosticsTool.exe -out c:\temp

• Collect log files using Intune
https://learn.microsoft.com/en-
us/windows/client-management/mdm-
collect-logs



Build your own log collection tool

• Why? Builtin too slow, too much data 
• Remediation script send to Azure

Storage, SharePoint, Teams etc.
• Fast! Runs in a couple of minutes.



Troubleshooting
- In the AI Era



AI & Privacy



DEMO: Feature Upgrade Failure

Scenario
• Feature upgrade is failing
• Collect log files…
• Analyze the logfiles using ”AI Chat”…

• Claude, Copilot, ChatGTP etc.



DEMO: IME Logs (Offline Tool)



DEMO: Applications / OSD

Scenario (Legacy)
• Applications are not installed during OS Deployment



Community Tools -
Troubleshooting and Building
Petri Paavola



Human factor in Troubleshooting

• There is still role for us humans, right? Hopefully ?-) ☺
• We as Admins need to understand what is happening and how 

our configurations affect the environment

• Many Community Tools can help with this a lot



AI can NOT analyze all data formats

• Eventhough AI is really capable, it can "only" analyze text based 
information
• yes there is multimodal, this is way oversimplified statement, but...

• It may be able to convert data formats itself
• As "simple" as Windows Event log (.evtx/.etl) will/may not open 

without help
• Community Tools can help gathering and converting data for AI

• Best from both worlds: Use AI with Community Tools data



Let's have a look how these work in real life

DEMO



DEMO: IntuneDeviceDetailsGUI-HTML (New)

• "Where did this user account come from???"
• "How didn't I notice these misconfigurations..?"
• What AI has to say about this report data?

https://github.com/petripaavola/IntuneDeviceDetailsGUI

https://github.com/petripaavola/IntuneDeviceDetailsGUI


DEMO: Get-
IntuneManagementExtensionDiagnostics

• What is actually happening behind the scenes with IME agent
• "Human factor", understand the events...

https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics

https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics


DEMO: Get-
WindowsTroubleshootingReportCommunity

• Troubleshoot with Community knowledge (Known events)
• And/or gather data from different sources and analyze with AI

https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity

https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity


Anyone can build Community Tools

• AI gives everyone capability to create simple and/or really 
complex Community Tools

• Especially agentic AI (e.g. VSCode + GitHub Copilot) has 
changed this dramatically just in one year only

• I did not intent to fully move to agentic AI approach
• Because I want to make code myself also
• I tried in one project doing 99% of the code and tasks with agentic AI
• And then just started using it with all my projects

• This is big! I mean BIG change !!! ☺
• Seeing is believing..!



DEMO: Building Community Tools with AI

• Anyone can built Community Tools !!!
• VSCode + GitHub Copilot + Agentic AI



Download Tools

Intune.ninja
PowerShell.ninja

https://intune.ninja/
http://powershell.ninja/


Application Control for Business

Managed Installer policy in Intune – enables it during Autopilot for it to work

Requires the files to be signed (hash exceptions is also possible, but must be handled 
manually)

Unsigned installer files is a big issue, even for some Microsoft Software.

Known issues:

• Adds time to Autopilot V1

• WIX 3 custom action dll’s are not signed

• WIX 4 and later custom action dll’s are 
signed, but not by Microsoft



Application Control for Business

• Managed installer in Intune 
marks every file installed by the 
IME as trusted.

“Fsutil file querya
remoteHelp.exe” 





AppControl Manager

• Great to manage AppControl
polices

• Available in the Microsoft 
Store

• https://apps.microsoft.com/d
etail/9PNG1JDDTGP8?hl=en-
us&gl=SE&ocid=pdpshare

https://apps.microsoft.com/detail/9PNG1JDDTGP8?hl=en-us&gl=SE&ocid=pdpshare
https://apps.microsoft.com/detail/9PNG1JDDTGP8?hl=en-us&gl=SE&ocid=pdpshare
https://apps.microsoft.com/detail/9PNG1JDDTGP8?hl=en-us&gl=SE&ocid=pdpshare
https://apps.microsoft.com/detail/9PNG1JDDTGP8?hl=en-us&gl=SE&ocid=pdpshare
https://apps.microsoft.com/detail/9PNG1JDDTGP8?hl=en-us&gl=SE&ocid=pdpshare


Demo



Quality update errors

• We have seen an increase in Quality updates errors during 2025

DISM.log

2025-08-06 15:02:44, Info CBS Exec: Processing complete. Session: 31196882_605738186, 
Package: HyperV-OptionalFeature-VirtualMachinePlatform-Client-Disabled-FOD-
Package~31bf3856ad364e35~amd64~~10.0.26100.1, Identifier: KB777778 [HRESULT = 0x80073712 -
ERROR_SXS_COMPONENT_STORE_CORRUPT]
2025-08-06 15:02:44, Error CBS Failed to perform operation. [HRESULT = 0x80073712 -
ERROR_SXS_COMPONENT_STORE_CORRUPT]







Quality updates

• Solution: in-place upgrade to the same version of Windows 11! 

1. Win32app with the Windows 11 installation files

2. setup.exe /auto upgrade /eula accept

Fix issues by reinstalling the current version of Windows - Microsoft Support

https://support.microsoft.com/en-us/windows/fix-issues-by-reinstalling-the-current-version-of-windows-497ac6da-7cac-4641-82a5-f50398d879a0
https://support.microsoft.com/en-us/windows/fix-issues-by-reinstalling-the-current-version-of-windows-497ac6da-7cac-4641-82a5-f50398d879a0
https://support.microsoft.com/en-us/windows/fix-issues-by-reinstalling-the-current-version-of-windows-497ac6da-7cac-4641-82a5-f50398d879a0


Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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