
Packaging in Microsoft Intune
Fully Third-Party · Managed · DevOps — Security · Control · Speed · Effort. 
Pick three.





Raise your hands

WHO PACKAGES 
APPLICATIONS?

WHO MAINTAINS THEM? WHO GETS CALLED WHEN 
SOMETHING BREAKS?



Packaging is a Process, not a file

Source trust Validation & Scanning Installation logic Configuration

Updates & rollback Reporting Auditability



Why this topic, why now

Increased 
automation

Larger attack 
surface

Higher 
compliance 
pressure



Niels Kok

• Sysadmin/Consultant -> 
DevOps Engineer
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What we’ll cover

01  The real problems behind "packaging"

02  How we got here

03  Common solutions

04  Trade-offs, not opinions

05  The North Star — and the four pillars

06  Your trade-off: which pillar can you defend losing?





Problem / issues
• Supply chain attacks (Shai-Hulud 2.0) - Security

• Public/Private repositories - Security - Control

• Chocolatey / Winget Deployment flow - Control · Effort

• Winget Publishing Process - Security · Control

• Custom – Windows – Legacy - Control · Effort

• Time consuming / Costs - Effort

• Consistency Packages (PSADT / MSIs/ etc) - Control · Effort

• Poor Reporting - Security · Control







Public vs Private Repositories: Who Do You 
Trust With Your Binaries?
Public Repository Private Repository

Community or vendor controlled Organisation controlled

Fast, wide coverage Slower onboarding

Low effort Higher effort

Shared responsibility Full accountability

Limited auditability Audit-ready



Use Winget/Choco to download installer 
and publish to Microsoft Intune



Publish script as installer in Microsoft 
Intune to download apps from 
Winget/Choco



Update all Winget/Choco Applications

Run Remediation/Win32App to run:
“Winget/Choco Upgrade all”



















Custom & legacy apps
Where catalogs stop helping
• MST transforms
• Custom configs
• Line-of-business apps



Reporting

• If answering this 
requires multiple 
tools or manual 
checks, you don’t 
have control,  you 
have hope.







Solution Categories

CLASSIC APPROACH

Manual
Download, package, upload, assign 
manually. Works at small scale but 
hits a wall fast.

MANAGED TOOLING

Third-Party
Vendor platforms automate 
packaging, scanning, and delivery. 
Fastest path to scale.

DIY

Self-Hosted DevOps
Own the full pipeline in code. 
Maximum control, highest upfront 
effort.



Pillars

Security
• Where binaries come from
• How they're scanned and validated

• Who owns the risk when something goes wrong

Control
• Who decides what gets installed and when
• How updates are approved, delayed, or rolled back

• How custom logic and LOB apps are handled

Speed
• How fast apps reach production
• How quickly updates and patches flow

• How much manual work is removed

Effort
• Engineering time required
• Operational overhead

• Complexity of maintenance and governance



Manual deployment flow
Classic approach

• Download

• Package

• Upload

• Assign

• Fix issues manually



Score card – Manual Deployment
Problem How Manual helps What remains ★

Supply chain attacks You manually choose sources No systematic scanning ★

Public/private repositories Direct downloads No central control ★

Deployment flow Flexible & simple Not repeatable ★★

Custom & legacy apps Works for all apps Very time consuming ★★★★

Time & cost No tooling cost High labour cost ★

Consistency Engineer dependent Not scalable ★

Reporting & auditability Best effort Incomplete ★

Total score: 11/35
Manual Packaging: Solves Speed, Not Scale



Manual — Speed only. Everything else loses.

The shape fits one use case: the building is on fire, and you need something installed tonight.



Do it yourself
Fully DevOps



Artifact Feed

Checks for:
Hashes
Malicious code
Etc.

Defender 
running on this 
machine

Microsoft Intune



Score card - DevOps
Problem How DevOps helps What remains ★

Supply chain attacks Mirror, scan, validate You own the work ★★★★★

Public/private repositories Internal artifact feed Needs maintenance ★★★

Deployment flow Fully controlled pipeline Engineering effort ★★★★

Custom & legacy apps First-class citizens Requires standards ★★★★★

Time & cost Lower long-term cost Higher upfront cost ★

Consistency Pipeline enforced Discipline required ★★★★★

Reporting & auditability End-to-end audit trail Build effort ★★★

Total score: 26/35
DevOps: Solves Control, Auditability, and Ownership, but costs Effort



DevOps - Security, Control, Speed at scale. Pays in Effort.

Maximum Security and Control at scale. The cost lives in Effort.



Third-Party
Third-party tooling



Third Party

What these tools typically solve
• Ready-made packages at scale

• Automated updates and patching

• Standardised install logic

• Less scripting knowledge required

• Faster time to production

• Lower operational effort



C O M P A R I S O N

Are third-party tools the same?

No, key differences across vendors

Security scanning

Depth of vulnerability 
scanning and source 
verification varies between 
vendors.

Custom support

Some vendors handle 
custom and legacy apps; 
others stick to catalogs only.

Update strategy

Patching cadence, ring 
rollouts, and auto-update 
behaviour are not 
standardised.

Licensing

Per-device, per-user, or flat-
fee, feature tiers and 
contract terms vary widely.

Who curates source

Specialised vendor (PMPC, 
Action1, ManageEngine), 
Microsoft EAM (in Intune), or 
OEM/in-house catalogs 
(Lenovo, HP).

Different vendors. Same trade-off: someone else controls what gets in.



Score card – Third-Party
Problem How Third-Party helps What remains ★

Supply chain attacks Vendor scanning & curation Vendor's upstream still hits you ★★★

Public/private repositories Managed catalogs Vendor dependency ★★★

Deployment flow Standardised & automated Third-Party model limits ★★★★

Custom & legacy apps Supported Still special cases ★★★★

Time & cost Massive time savings License cost ★★★★

Consistency Enforced packages — ★★★★★

Reporting & auditability Vendor-provided reports Limited end-to-end ★★★★

Total score: 23/35
Third-Party Tools: Solves Speed and Consistency. Security depends on the vendor you trust.



Third-Party — Speed + Effort solved. Security moves to the vendor.

Source ownership transfers — to the vendor, or to Microsoft (EAM). Same trade-off, different vendor.



Same score. Different trade-off.
No path fills the North Star. Choose the shortfall you can defend.

Manual is out of the race. Third-Party and DevOps tie at 16/20 — on different pillars.



Three shapes. Your choice.

Manual
Emergency only

Third-Party
Scale by default

DevOps
Control by design



Takeaways



Key Takeaways

01 Packaging is a supply-chain decision
If you don't control the source, you don't control the risk.

02 There is no "best" model
Security, Control, Speed, and Effort can't be maxed at the same time.

03 Third-party tools buy speed, not ownership
Reduced effort, more consistency, but responsibility stays with you.

04 DevOps is about control, not complexity
But you'll have to build it yourself.

05 Manual packaging solves urgency, not scale
It works, until it becomes your bottleneck and your risk.

06 Auditability is the real end goal
If you can't answer what, where, and why, you have hope, not control.



What matters most

01 No universal best solution
Every organisation must evaluate based on scale, risk, and capabilities

02 Security & traceability are mandatory
Know what is installed, where it came from, and why

03 Own your trade-offs
Security, Control, Speed, and Effort can't all be optimised at once.



Closing

Questions. Discussion. War stories.
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