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How many roles do we have today in 
Entra ID and Azure ?

Date 6th April 
2026

30th Jan 
2026

9th June 
2025

27th May 
2024

Change in 
Last 10 
months

Entra ID 
Roles

143 134 123 110 +20

Azure Roles 868 838 688 542 +180



Session Objective

• Inspiration of how to design cloud services with delegation levels & 
service RBACs “PIM v2” (Microsoft Enterprise Access Model & 
RAMP)

• Lessons learned – Pitfalls & Recommendations

• PIM for AD – using PIM for Entra ID ☺



Understanding the audience ☺

• Works with PIM design & implementation ?
• Experience with PIM Automations using IaC ?
• Use RBACs in your PIM designs already?
• Use Administrative Units in your PIM designs ?
• Knows about Microsoft Enterprise Access model with cloud 

tiering ?



Morten Knudsen

• Microsoft MVP Azure, Security & Security Copilot (triple-MVP)

• Freelance cloud & security architect, 2LINKIT

• Sold my 1st company (MindZet) in 2016 – 75 employees

/in/knudsenmorten

@mortenknudsen.net

@knudsenmortendk

aka.ms/morten

mok@mortenknudsen.net

Co-founder

Lead-organizer 
#ELDK2025, #ELDK26



Agenda

Challenges

Demo PIM 
v2

PIM “v2” 
design

“Lessons 
learned”

PIM for AD



RApid Modernization Plan (RAMP)
Quickly adopt Microsoft's recommended privileged access strategy

• Separate and manage privileged accounts
• Emergency access accounts
• Enable Entra ID Privileged Identity Management
• Identify and categorize privileged accounts (Entra ID)
• Separate accounts (On-premises AD accounts)

• Monitoring of Active Directory
• Defender for Identity

• Improve credential management experience
• Implement and document self-service 

password reset and combined security 
information registration

• Protect admin accounts - Enable and 
require MFA / Passwordless for Entra ID 
privileged users

• Block legacy authentication protocols for 
privileged user accounts

• Application consent process
• Clean up account and sign-in risks

• End-to-End Protection for Privileged Sessions
• Admin workstations initial deployment

https://learn.microsoft.com/en-us/security/privileged-access-workstations/security-rapid-modernization-plan



Challenges in early PIM designs

Forced to give too high/many permissions (tenantwide-permissions, project lifecycle) or had to 
use custom permissions

PIM-ROLE-IT-
CloudArchitects

Admin-MOK-ID

Entra Conditional 
Access Administrator

ACTIVE

ELIGIBLE

PIM-DEPT-IT-OperationAdmin-MOK-ID
Entra User 

Administrator
ACTIVE ELIGIBLE

Entra Authentication 
Administrator

ELIGIBLE

PIM-ROLE-IT-
CloudArchitects

Admin-MOK-ID

Entra Conditional 
Access Administrator

 ELIGIBLE 

 ELIGIBLE 

PIM-DEPT-IT-OperationAdmin-MOK-ID
Entra User 

Administrator
 ELIGIBLE  ACTIVE 

Entra Authentication 
Administrator

 ACTIVE 

Cloud Application 
Administrator

 ACTIVE 

PIM v1 – “Just Enough, Just In Time”
OnDemand Activation of Permission 
according to my Job-role

PIM v1 – Bundles / Compromise
“Activate Job-role in the morning and get 
bundles of permissions”



Challenges in early PIM designs

Missing RBACs

• Missing RBACs 
roles in individual 
services – or we 
didn’t use them

Usage where ?

• Missing 
documentation of 
usage (Admin -> 
Role-group -> 
Delegation in app)

Delegation mis-
configs

• Use of role groups 
for both internals 
and externals 
(consultants)

• Lack of Admin 
separation (Tier-1 
Day2Day vs. Tier-0 
= GA)



Challenges in early PIM designs

Scaling

• No focus on legacy system fx. AD –
we focused on MS cloud – missing 
scale 1:N, multi-cloud

• Some systems have separate 
directory (no Entra integration) –
“islands”

Onboarding

• Review process / no revoke – focus 
on assignments

• Lifecycle breaks -> Permissions 
expire - no license on admin 
account (no mail)

• Implementation completion lacked 
on all systems - focus on role 
(people) – instead of ‘per service’

• Confusions about groups (synced 
vs. cloud-only groups)



DEMO of PIM v2
Let’s start with lots of demos to understand concept ☺



Admin:
App Registration 
Role or Task

DEMO

Entra ID PIM Assignments using PIM v2 Framework





Helpdesk: 
Manage Corp Users 

Note: 
Cannot manage Admins, Guests, 
Service Accounts, Shared Device 
Users, BGAs, etc.

DEMO

Use of Entra Administrative Units with PIM (Active)





Helpdesk: 
Elevate to Tenant-wide User Mgmt
(Service Accounts, Guests, Shared 
Device Users)
Note: 
Cannot manage Admins, BGAs

DEMO

Use of Entra Administrative Units with PIM (Active)



Helpdesk – Elevate Tenant-All – Use of AUs with PIM – NOT manage High-Priv Acct.





Helpdesk:
See Clients Only &
Isolate Devices Only 

DEMO

Defender RBAC Permissions for Helpdesk



Complete environment
74 devices incl. servers





Helpdesk:
Activate Security 
Operations on Clients

DEMO

Defender RBAC with PIM – with Device Group scoping

Eligible Assignment -> PIM-Defender-XDR-SecurityPosture-Operator-Scope-Clients-L3-T1-MP-ID







Helpdesk:
Elevate to Intune 
Application Manager 
to Add New App

DEMO

Intune RBAC Permissions for Helpdesk

Active Assignment -> PIM-Intune-ApplicationManager-L3-T1-WDP-ID





Developer:
Elevate as Project 
Administrator on 
Azure DevOps 
Project

DEMO

Azure DevOps RBAC delegation using PIM

Eligible Assignment -> PIM-AzDevOps-2linkit-Contoso-FirewallHub-Platform-Connectivity-ProjectAdministrators-L4-T1-WDP-ID





Data Admin:
Power BI Workspace

DEMO

Power BI RBAC delegation using PIM

Eligible Assignment -> PIM-PowerBI-WS-MyCompanyKPIs-Prod-Admins-L3-T1-WDP-ID





Admin:
Azure Resources

DEMO

Azure Resources RBAC delegation using PIM

Eligible Assignment -> PIM-AzRes-2LINKIT-Owner-L1-T1-WDP-ID





Partner:
Activate GDAP Role 
Access at Customer

DEMO

Partner Center GDAP delegation with PIM

Eligible Assignment -> PIM-GDAP-Nunagreen-Entra-ID-D365-BusinessCentralAdministrator-L1-T0-CP-ID





Admin:
Elevate With Local 
Server Admin 
Permissions
NOTE: No AD Domain Permissions

DEMO

PIM for AD | Local Server Permissions

Eligible Assignment -> PIM-AD-LocalServerAdmins-Scoped-L2-T0-CP-ID-S_AD





Admin:
Elevate With Domain 
Admin Permissions

DEMO

PIM for AD | Domain Admin Permissions

Eligible Assignment -> PIM-AD-DomainAdministrators-L1-T0-CP-ID-S_AD





Download Presentation with all demo’s

https://sharing.mortenknudsen.net/Privileged-Access-Strategy---Best-Practices-and-Common-
Mistakes-when-Tiering-Cloud-and-AD-MEMSummit2026.pptx



Designing “PIM v2”
Use RBAC features, where possible



Entra ID

Entra ID



Intune RBAC





Defender XDR RBAC





Power BI RBAC



RBAC support (samples)

• Intune
• Defender
• Power BI
• AzDevOps
• Azure
• Entra ID
• Purview
• Github Enterprise Cloud

• D365 Business Central
• D365 CRM
• Salesforce
• ServiceNow
• Dropbox Business
• Workday
• Slack
• Atlassian Jira



Designing “PIM v2”
Entra ID Groups



Great Documentation 
using Entra ID Groups
(seen from backend)

DEMO

Entra ID PIM Assignments using PIM v2 Framework





PIM v2 Design 
with
Group Nesting

Eligible
Active

Role /
Project /

Org / 
Cross-org

Named 
Admin

Entra ID 
Role

Role-
Assignable 

Group

Eligible /
Active

PIM for 
Groups

PIM for 
Groups

Azure SQL VM

Azure Cosmos DB

Eligible /
Active

Eligible

Eligible /
Active

Eligible /
Active

Eligible /
Active

Power BI
Permission

DIRECT INDIRECT



PIM v2 Design 
with
Group Nesting

Eligible

Entra ID 
Role

Eligible
Azure SQL VM

Azure Cosmos

Eligible

Eligible

Active

Active

Active

PIM-Entra-ID-ApplicationAdministrator-L1-T0-CP-ID

PIM-ROLE-CloudEngineerADMIN-MOK-ID

PIM-AzRes-MP-Platform-Management-Owner-L3-T1-MP-ID

PIM-PowerBI-WS-MyCompanyKPIs-Test-Admins-L3-T1-WDP-ID

Active

PIM-AzDevOps-TeamsContributors-L5-T1-WDP-ID

Active

AzDevOps

Power BI
Permission



  Active/Eligible
 Assignments 

(PIM)  

Entra ID 
Role 

Assignable 
Group

Active/Eligible 
Assignments 

(PIM)

Named 
Admin

Entra ID 
Role

NOT SUPPORTED !

Entra ID 
Group

Active 
Assignments 
(MemberOf)

Must be Eligible for Role-assignable groups

Group Nesting scenario NOT SUPPORTED



PIM Activation:
Use AI to help which 
role to choose ☺

DEMO

Entra ID PIM Activation – Use AI to help





Designing “PIM v2”
Delegation Levels with Tiering



Legacy Tier-model
The enterprise access model supersedes and replaces the legacy tier model that was focused on containing 
unauthorized escalation of privilege in an on-premises Windows Server Active Directory environment.

The enterprise 

access model 

incorporates these 

elements as well as 

full access 

management 

requirements of a 

modern enterprise 

that spans on-

premises, multiple 

clouds, internal or 

external user 
access, and more.

https://learn.microsoft.com/en-us/security/privileged-access-workstations/privileged-access-access-model



Enterprise Access and Tiered 
Administration Model
Holistic overview with tiering

Credit drawing: Thomas Naunheim



Tiering Levels

Tiering Tiering 
Acronym

Permission Plane Purpose

T0 T0-CP Control Plane Global roles and services like conditional access

T1 T1-WDP Workload / Data Plane Business data or application

T1 T1-MP Management Plane Management platform (logging, security, identity, 
connectity). Cross-platform

T2 T2-App App Access Read/Write specific data – for example for 
integration with partner

T2 T2-User User Access User access to service fx. Power BI platform



Delegation Levels
Level Tier Level Samples

L0 T0 High Privileged 
Global Role 

Entra ID
• Global Administrator

Active Directory
• Forest Administrator

L1 T0 Global Role 
Admins 

Entra ID
• All 100+ Tenant Roles except for Global Administrator

Active Directory
• Domain Administrator

L2 T0 Scoped Role 
Admins 

Entra ID
• Specific Tenant Roles delegated to Administrative Unit (AU) targeted for specific set of 

users/devices/groups

Active Directory
• Specific permissions delegated to Organizational Unit (OU) targeted for specific set of 

users/devices/groups

L3-L9 T1 Service Admins Service/Workload/Data



High Privileged Global 
Role Admins

L0

Global Role Admins
L1

Scoped Role Admins
L2

Functions / Tasks
(Intune RBAC)

L3

User Support 
(Intune RBAC)

L4

Reader
(Intune RBAC)

L5

Control Plane (CP)

Tier 0

Workload Data Plane (WDP)

Tier 1

Example

Intune



Services
Service Name Service Acronym Delegations

TOTAL Tier 0 Tier 1 Tier 2
Active Directory AD 3 3 (L0-L2)
Entra ID Entra-ID 3 3 (L0-L2)
Conditional Access Entra-CA 3 3 (L0-L2)
Privileged Identity 
Management Entra-PIM 2 2 (L0-L1)

Entra Private/Internet Access Entra-GSA 2 2 (L0-L1)
Intune Intune 6 3 (L0-L2) 3 (L3-L5)
Exchange Exchange 3 3 (L0-L2) 4 (*)
Teams Teams 3 3 (L0-L2)
Sharepoint Sharepoint 7 3 (L0-L2) 1 (*) 3

PowerBI (master data) PowerBI-MasterData 6 2 (L0-L1) 2 (L2-L3) 2

Power BI (Business data) PowerBI-WS 5 2 (L0-L1) 3 (L2-L4) 1

Azure Resources Azure 10 1 (L0) 9 (L1-L9) (2)

Azure DevOps AzDevOps 6 2 (L0-L1) 4 (L2-L5)
Defender XDR Defender 6 2 (L0-L1) 4 (L2-L5)

(*) T1 RBAC doesn’t support PIM as they require mail-enabled security group type, only T0 roles





DELEGATION GROUPS 
Level Tier Group Name Role Assignable 

L0 T0 PIM-Entra-ID-GlobalAdministrator-L0-T0-CP-ID Yes 

    

L1 T0 PIM-Entra-ID-PowerPlatformAdministrator-L1-T0-CP-ID Yes 

L1 T0 PIM-Entra-ID-PowerBIAdministrator-L1-T0-CP-ID Yes 

L1 T0 PIM-Entra-ID-FabricAdministrator-L1-T0-CP-ID Yes 

    

L2 T1 PIM-PowerBI-MasterData-OrgAdmins-L2-T1-WDP-ID No 

    

L3 T1 PIM-PowerBI-MasterData-DataSet-Admins-L3-T1-WDP-ID No 

L3 T1 PIM-PowerBI-WS-ASSETMANAGEMENT-Prod-Admins-L3-T1-WDP-ID No 

L3 T1 PIM-PowerBI-WS-ASSETMANAGEMENT-Test-Admins-L3-T1-WDP-ID No 

L3 T1 PIM-PowerBI-WS-HR-Prod-Admins-L3-T1-WDP-ID No 

L3 T1 PIM-PowerBI-WS-HR-Test-Admins-L3-T1-WDP-ID No 

  … (more workspaces here) No 

    

L4 T2 PIM-PowerBI-MasterData-Build-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-MasterData-Read-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-MasterData-Share-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-BIDATAMODEL-Prod-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-BIDATAMODEL-Test-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-BUSINESSINTELLIGENCE-Prod-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-BUSINESSINTELLIGENCE-Test-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-DRIFT-Prod-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-DRIFT-Test-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-FJERNVARMEFYNKPI-Prod-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-FJERNVARMEFYNKPI-Test-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-FJERNVARMEFYNPUBLIC-Prod-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-FJERNVARMEFYNPUBLIC-Test-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-GUIDELINESPOWERBI-Prod-Contributors-L4-T2-USER-ID No 

L4 T2 PIM-PowerBI-WS-GUIDELINESPOWERBI-Test-Contributors-L4-T2-USER-ID No 

 



Be Prepared for Discussions
• Everyone needs to 

understand the WHY

• Admin vs. User 
Account (when to 
use) - examples

• PowerBI
Contributor 
Workspace

• Developers need 
User Account 
access to 
AzDevOps

• User account 
must have 
access to 
Storage Account



PIM for Active Directory
Using PIM for Entra ID as Session Initiator 
to legacy AD



Groups & Members are created in AD (separate)



Auto-remove, if user manually deactivates PIM-session 
or session TTL runs out (auto-deactivated)



TTL check each cycle



Auto-correct TTL if deviations more than 
+/- 2 min



PIM for AD
(PS script)

Continuously 
Loop

Active Directory

Admin-MOK-AD

Entra ID

Admin-MOK-ID

No Sync in either direction !
OUs are excluded from AD Connect

No WriteBack from ID to AD
Groups and Accounts are local !!

1: Read Groups in Entra ID (*-S_AD)
PIM-AD-DomainAdministrators-L1-T0-CP-ID-S_AD

3: Read PIM sessions (WHO, TTL)

2: Create Groups in AD with 
identically name
PIM-AD-DomainAdministrators-L1-
T0-CP-ID-S_AD

4: Identity AD-account based on 
naming convention

5: Modify Group-membership 
(WHO, TTL) – Add/Remove

PIM for legacy AD Flow



TTL feature group membership
Windows Server 2016 forest functional level features

• Privileged Access Management
Supported domain controller 

operating systems:

Windows Server 2022
Windows Server 2019
Windows Server 2016

The minimum requirement to add 
one a domain controller of one of 

these versions of Windows Server is 
a Windows Server 2008 functional 

level.

The domain also has to use DFS-R 
as the engine to replicate SYSVOL.

Check PAM-support:
Get-ADOptionalFeature -filter "name -eq 'privileged access management feature'"

Enable PAM-support:
Enable-ADOptionalFeature 'Privileged Access Management Feature' -Scope ForestOrConfigurationSet -Target 2linkit.local

Add-ADGroupMember -Identity $AD_GroupName
-Members $AD_UserName
-MemberTimeToLive $AD_TimeSpanTotalMinutesGroupMemberShip
-Credential $AD_Credentials



Automation

• Automation of Entra PIM – full & delta – CSV, SQL, cmdlets    (private right now, public soon)
• PIM Assignment Wizard, PIM Revoker, PIM Exporter

• https://github.com/KnudsenMorten/PIM4ActiveDirectoryPS (private right now, public soon)
• Automation of PIM for AD

• https://github.com/KnudsenMorten/EntraPolicySuite
• Command line management of Entra Conditional Access Policies, Named Locations, Authentication 

Strengths and more
• +120 Conditional Access policies with full documents

• https://github.com/KnudsenMorten/PIM-Role-Advisor
• Show PIM role to solve a task - and group to activate the needed permission

https://github.com/KnudsenMorten/PIM4ActiveDirectoryPS
https://github.com/KnudsenMorten/PIM4ActiveDirectoryPS
https://github.com/KnudsenMorten/EntraPolicySuite
https://github.com/KnudsenMorten/EntraPolicySuite
https://github.com/KnudsenMorten/PIM-Role-Advisor
https://github.com/KnudsenMorten/PIM-Role-Advisor
https://github.com/KnudsenMorten/PIM-Role-Advisor
https://github.com/KnudsenMorten/PIM-Role-Advisor
https://github.com/KnudsenMorten/PIM-Role-Advisor
https://github.com/KnudsenMorten/PIM-Role-Advisor


Download Presentation with all demo’s

https://sharing.mortenknudsen.net/Privileged-Access-Strategy---Best-Practices-and-Common-
Mistakes-when-Tiering-Cloud-and-AD-MEMSummit2026.pptx



Please rate this session!

Your feedback will help with

• speaker evaluation

• content relevance

• decision making for future events

• quality improvement



/in/knudsenmorten

@mortenknudsen.net

@knudsenmortendk

aka.ms/morten

mok@mortenknudsen.net

Love to connect with you ☺
Morten Knudsen
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