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Identity is the “new” security 
perimeter
Spoiler alert: It always has been!



What is the main objective of 
“tiering”?
To reduce exposure of administrative credentials/tokens/secrets



Active Directory Tiering 101







Demo
Active Directory Tiering



Immutable Laws of Security v2:

“Law #1: If a bad actor can persuade you to run their program on your 
computer, it's not solely your computer anymore.”

“Law #2: If a bad actor can alter the operating system on your computer, 
it's not your computer anymore.”



What is a PAW?

• A secured workstation with its sole purpose of use for high 
privileged administrative accounts.

• The accounts are not to be used on any other workstation.
• Chain of trust/clean source principle



The clean source principle

• All security dependencies 
must be as trustworthy as the 
object being secured.
• If a system relies on another 

component, that component 
must have equal or higher 
security assurances.



The clean source principle

• Hidden or misunderstood 
dependencies create attack paths. 
Modern identities, devices, and 
platforms are interconnected; a 
seemingly secure system may inherit 
risk from lesser-secured components.

• Host validation / endpoint assurance is 
required. Ensuring endpoints meet 
specific OS versions, baselines, and 
security configuration standards is 
essential.

• You cannot safely depend on systems 
of lower trust. A lower-trust system 
controlling or influencing a 
higher-trust system violates the 
principle and creates exploitable 
vulnerabilities. 



The clean source principle



The clean source principle



The clean source principle



The result

Tier0 Admin Tier0 
PAW

Kerberos Claims SSO

Authentication Policy Silo

Tier1 Admin Tier1 PAW
Kerberos Claims SSO

Authentication Policy Silo

Tier2 Admin Tier2 PAW
Kerberos Claims SSO

Authentication Policy Silo



Knowlegde check

• Is a virtual server hosted in Azure/Hyper-V/VMware etc a PAW?
• No

• Is a VDI desktop considered a PAW?
• No

• Why?



Demo
Using a Privileged Access Workstation in 
Active Directory



That covers on-prem, what 
about the cloud?



Admin Regular workstation
Cloud management 

interfaces (PowerShell, UI 
etc..)

MFA via Application / 
Hardware token

The current state (for most)



Why is the current state not 
enough?

The sign in can occur from any device.

• Info Stealers
• AiTM

Vulnerable to common attack patterns such as:

• PAW
• Strong AuthN

What can be done instead?



Regular workstation
Cloud management 

interfaces (PowerShell, UI 
etc..)

MFA via Application / 
Hardware token

Preferred state

Admin via 
PIM

Conditional Access Policy explicitly 
granting access from the PAW



Demo
Using a Privileged Access Workstation for 
Cloud Admin



Summary

Privileged Access Workstations 
are:

Strictly controlled

Not 1 size fits all

Must meet the clean source principle

Privileged Access Workstations 
are not:

Shared Jumpstations between admins

VDI solutions



Final Words

• Think big, start small.
• PAWs are never the start, they are the end-goal

• Personally, successfully implemented Active Directory / Entra ID 
Tiering in 100+ customer environments.
• PAW implementations: 12



Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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