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Time Zone & 
Regional Settings



Harder Than You Think

• Auto time zone detection depends on the Windows Location 
Service
o Location Service is often disabled by policy, blocked by firewall

• Wrong time zone = confused users = Tickets



Your Options

• Settings Catalog = Fixed by Policy
• Enable  Privacy Settings, so the User can active the Location 

service = Bad User Experience
• Enable Location Service by Policy
• Script it :)



Demo
Time Zone By Script





Locale, Language, Input

• System locale vs. user locale vs. display language: three different 
things

• Settings Catalog covers display language and input language
• System locale and regional format (date/currency) often still 

need PowerShell or provisioning packages



Common Pitfalls

• For multi-language orgs: deploy language packs alongside 
regional config

• Watch out: some LOB apps read system locale, others read user 
locale
o !! Test both



Windows Start Menu



The Goal



What's New?

• Windows 10 used XML-based LayoutModification.xml —
deprecated in Windows 11

• Windows 11 introduced JSON-based layout configuration
• New "Recommended" section, new pinning behaviour, new 

headaches
• Admins need a fresh approach for managed desktops



Heads Up

• New Options Design is 
coming in Q2

• You can control it 
--> "HideCategoryView"



How Can We Manage This via Intune?

• Settings Catalog: ConfigureTaskbarPins (JSON-based)
• Settings Catalog: Start Menu layout (pinned apps, folder groups)

• Full lockdown vs. partial layout (forced vs. user-customisable)
• Key decision: do you want total control or a sensible default 

users can tweak?



JSON Setting
Export-StartLayout -Path "C:\YourStartMenuLayout.json"

The applyOnce property is supported starting with 

Windows 11, version 24H2 with KB5062660, and it's 

ignored on earlier versions of Windows 11.

https://support.microsoft.com/topic/9c5bc200-52b6-4c1a-be70-80df6bbfe9c3


Start Menu "Set Once" Option

• PowerShell to the rescue :)
• Set the Default User Start Menu



Set Menu once with PowerShell

Why?
Changes on this file will only affect new users



Taskbar Pinning

• JSON defines which apps appear pinned on the Taskbar
• Apps must be installed on the device, otherwise the pin silently 

fails

• Blue = Windows Default
• Red = User choice
• Green = Policy



Who wants Taskbar Pins backed up 
in Windows Backup for Orgs?



Windows Backup for 
Organizations



Restore my stuff during OOBE.. YES 
please!

• Tenant-wide
• Supports CloudPCs (at first sign in after device enrollment)
• Windows Backup app is installed with the backup policy
• Combine with MS Edge Enterprise sync?



How it works

Backup
1. We must enable and configure a backup policy
2. A scheduled task will initiate the backup of a Windows device

Every 8 days
3. Optional: Use the Windows Backup app to manually initiate a backup

Restore
1. We must enable and configure a restore policy
2. User signs in during OOBE
3. Restore page is shown









Enterprise State Roaming (ESR)

• Moving to Backup for organizations
• We have until June 2026 to move the policies

If you take no action, Windows will honor both ESR and 
GPO/MDM roaming controls for one year (prioritizing 
GPO/MDM); after that, ESR will no longer work, and roaming must 
be managed through Windows Backup for Organizations policies.



Windows First Sign-in Restore



At first sign in instead of during 
OOBE

• Restore your stuff at first sign-in instead of during OOBE
• If a user decides not to restore during OOBE, this is honored 
• during first sign-in as well
• Enabled per group instead of tenant-wide
• Requires Windows 11 24H2/25H2 and 2026-03 CU

Make sure backups have been taken.. no backup = nothing to 
restore



Good to know

• Phishing resistant MFA is supported. Remember to exclude 
d32c68ad-72d2-4acb-a0c7-46bb2cf93873 from CA









Remove Built in Apps
The modern way….



Applied at:

• Out-of-box experience (OOBE)

• User sign-in after an OS upgrade

• User sign-in after an update to the policy

• Windows Enterprise and Education, no Pro support

• Windows 25H2 or newer

Requirements

The policy-based in-box app removal feature doesn't 

support multi-session environments.

Policy is removed on device level. All users on same 

device will lose the app once removed.



True = Remove
False = Keep

Administrative templates -> Windows components -> App package 

deployment -> Remove Default Microsoft Store packages from the system



HKLM:\Software\Policies\Microsoft\Windows\Appx\RemoveDefaultMicrosoftStorePackage
s





Protects against credential theft, such as pass-the-hash
• New installations: Enabled by default on W11 (without UEFI lock)
• Existing installations: No change when updating to W11
• Controls: Security baseline, CSP, Settings Catalog, Account protection
• UEFI lock: Block remote disablement (Intune/script/GPO)
• Hardware requirements: FW, TPM (1.2 & 2.0), VBS, Secure Boot



• We can use a custom compliance policy to make sure Credential 
Guard is running

• Intune reports back status for the policy, but that is for the 
configured value and not running value





JSON
{

"Rules": [

{

"SettingName": "CredentialGuardCompliant",

"Operator": "IsEquals",

"DataType": "Boolean",

"Operand": true,

"MoreInfoUrl": "https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-
guard/",

"RemediationStrings": [

{

"Language": "en_US",

"Title": "Credential Guard must be enabled and running. Current status: {ActualValue}.",

"Description": "Credential Guard provides enhanced security for domain credentials. Please 
refer to the link above for configuration steps."

}

]

}

]

}



Windows 365 Data Protection



Device redirection for cloud PCs
Redirection Policy

Audio input Allow audio recording redirection

Audio output Allow audio and video playback redirection

Cameras Do not allow video capture redirection

Clipboard Do not allow Clipboard redirection

COM ports Do not allow COM port redirection

Drives Do not allow drive redirection

Location Do not allow location redirection

Printers Do not allow client printer redirection

Smartcards Do not allow smart card device redirection

USB drives Do not allow supported Plug and Play device 
redirection



Watermarking

Add traceable watermarks

Screen capture protection

Block/hide remote content in screenshots and screen sharing

Data Protection



Screen capture protection (try to share in Teams)

Teams sharing = black screen

Screen capture protection (try to take a print screen)

Print screen = black screen



Watermarking: Good to know



Device redirection for Cloud PCs



CS = Client -> Server

SC = Server -> Client



Windows Hello for Business:
Multifactor Unlock



Shoulder surfing is a thing!

• Require another factor to sign in 
• Shoulder surfing 
• Passwords and security key will not require MFU
• Supports: PIN, Facial, Fingerprint and passive 

(connected to a specific network or Bluetooth 
device)



Thanks!
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