<

2008

The 2026 Intune Night Train

Your Fast Track to the Future



—l

2
0

Do
...OD
3 2
2 U

SUMMIT
" 2026

MANAGEME

tf“\
Lo I I
i
Zu tri
__ 21
-~ .F*
X Il



Microsoft Intune admin center

s Home

Bl Dashboard

:— All services
Explorer

-_ Devices

5 Apps

@ Endpoint security
Agents

Reports

& Users

& Groups

&' Tenant administration

X Troubleshooting + support

https://intune.microsoft.com

skotheimsvik.no

Securely manage

&) Copilot

devices, access, and

apps with Intune

Maximize productivity and simplify administration without

compromising endpoint management and security.

a & 0 &

c1.simon.skot]
SKOTHEIMSVIK.NC

aka.ms/intune






il - What'snewianmsuFtlnmnell X +

< C A (B hupsy,

a

- X

LOE 0 8 G (@) - g
® "

a

:
. *

== , Learn Discover v Product documentation Development languages + Topics v Q

Microsoft Intune  Product documentation v Learn Intune Developer resources + Troubleshooting Resources +

N6 Filter by title

* /lntune service /

icrosoft Intune - 1 - . of August 11,
it What's new in Microsoft we
¥ Overview

Week of July 21, 2025 (Service
release 2507)

Week of July 14, 2025

Intune

> Microsoft Intune overview

e sevicere oTErR02s Week of June 23, 2025 (Service
formation release 2506)
What is device Learn what's new each week in Microsoft Intune. Week of June 9, 2025
2 Week of June 2, 2025
franagemen You can also read: une 2,
¥ What's new Device security
What's new * Important notices Week of May 26, 2025 (Service
* Pastreleases in the What's new archive release 2505)

What's new in the app Ul
Features in development

Week of April 28, 2025
Week of April 21, 2025 (Service

* Information about how Intune service updates are released

Important notices release 2504)
_— @ Note Week of April 14, 2025
Public preview
We f 24, 2025
> bvaluate and oy Each monthly update = can take up to three days to roll out ang ek of March

Week of March 17, 2025

is in the following order: (Service release 2503)

> Plan

> Migrate to Intune

> Deployment guide for Intune
> Microsoft Copilot + Intune

* Day 1: Asia Pacific (APAC)
* Day 2: Europe, Middle East, Africa (EMEA)
* Day 3: North America

¢ Day 4+: Intune for Government

> Endpoint analytics

> How-to guides
> Industry guides Some features roll out over several weeks and might not be
L U
9 available to all customers in the first week.
> Platform guides

B S T A

E Download PDF

For a list of u pcoming Intune featyre releases, see In

development for Microsoft Intune.
==¥elopment for Microsoft Intune

Week of March 03, 2025

Week of February 24, 2025
(Service release 2502)

Week of February 17, 2025
Week of February 10, 2025

Week of February 5, 2025
Service release 2501)

Was this page helpful?




[ 58 What's newin Microsoft intune || X @]
? I & C [ (O hpsy//leamn.microsoftcom/en-us/intune/intune-service/fundamentals/whats-new Qe @ v 6 B 8¢ 0
-
e o == I Learn Discover v  Product documentation v  Development languages v Topics v Q 9 [ Q
a
Microsoft Intune  Product documentation v Learn Intune  Developer resources v  Troubleshooting Resources v [ Portal \ 1]
o +
Sé Filter by title ] -+ [lIntune service / £3 Ask Learn 6® Focus mode H In this article
Microsoft Intune = i o o Week of August 11, 2025
What's new in Microsoft e
Week of July 21, 2025 (Service
Intune release 2507)
ft Intune overview
Week of July 14, 2025
e ReSe0e Week of June 23, 2025 (Service
release 2506)
Learn what's new each week in Microsoft Intune. Week of June 9, 2025
Week of June 2, 2025
You can also read:
Device security
What's new e Important notices Week of May 26, 2025 (Service
% % : 2 release 2505)
= = e Past releases in the What's new archive
What's new in the app Ul ; 4 Week of April 28, 2025
) » Information about how Intune service updates are released P :
Features in development Week of April 21, 2025 (Service
Important notices release 2504)
" @ Note Week of April 14, 2025
Public preview
Week of March 24, 2025
> Evaluate and try Each monthly update @ can take up to three days to roll out and Sl
is in the followi d Week of March 17, 2025
> Plan is in the following order: (Service release 2503)
> Migrate to Intune « Day 1: Asia Pacific (APAC) Week of March 03, 2025
. ) ) Week of February 24, 2025
> Deployment guide for Intune « Day 2: Europe, Middle East, Africa (EMEA) Cervice roloase 2502
% Microsft Copliot £t * Day 3: North America Week of February 17, 2025
\ > Endpoint analytics * Day 4+: Intune for Government Week of February 10, 2025
! > How-to guides : - Week of February 5, 2025
Some features roll out over several weeks and might not be i
e e ) : g (Service release 2501)
available to all customers in the first week. T —
Platform guides
& il ; ; Was this page helpful?
! DR For a list of upcoming Intune feature releases, see In
ond POF development for Microsoft Intune. [&ves | [ 9N |
= e —— v &

\ : https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/whats-new



What Intune Version Am | Running?

Microsoft Intune admin center

fa Home

Bl Dashboard

:=— All services

£ Explorer

- Devices

=n Apps

a Endpoint security
b Agents

Reports

‘ Users

P u Groups

&' Tenant administration

X Troubleshooting + support

skotheimsvik.no

Securely manage

&) Copilot

devices, access, and

apps with Intune

Maximize productivity and simplify administration without

compromising endpoint management and security.

Q& O

&7

c1.simon.skot]
SKOTHEIMSVIK.NC



What Intune Version Am | Running?

Microsoft Intune admin center @ Copilet Q& @ & e
« Home
Home 1
. 2 Tenant admin | Tenant status
Bl Dashboard
:— All services ‘/O Search ’ C K
O bl Tenant details  Connector status  Service health and message cel
Explorer ‘ &. Tenant status
W Devices B Admin tasks
%5f Apps
PP &+ Remote Help ‘ " — Microsoft Intune 2603
a Endpoint security ¢» Microsoft Tunnel Gateway .
. Europe 0302 Active 270
Agents & Cloud PKI
Reports ¥ Connectors and tokens
127
‘ Users B Assignment filters
129
& Groups & Roles

g Microsoft Entra Privleged

; Identity M t
K Troubleshooting + support entity Managemen



What Intune Version Am | Running?

Microsoft Intune admin center

‘ Home

Bl Dashboard

:— All services

[\ Explorer
‘ Devices
555 Apps
a Endpoint security
(/] Agents
Reports
Users

Tenant administration

a
& Groups
-
X

Troubleshooting + support

K

Home

&) Copilot

& Tenant admin | Tenant status

‘ L Search

‘ &. Tenant status

B Admin tasks

&+ Remote Help

¢» Microsoft Tunnel Gateway
@ Cloud PKI

& Connectors and tokens
&% Assignment filters

& Roles

$ Microsoft Entra Privileged
Identity Management

<>

K

Tenant details

Europe 0302

127

129

Connector status

A« @

Rj c2.simon.skot]

Service health and message cer

Microsoft Intune 2603

Active

270




The Locomotives

MODERN
ENDPOINT
MANAGEI

Simon Skotheimsvik ‘@ Microsoft” & Jan Ketil Skanke Microsoft*

. Most Valuable : . Most Valuable
Microsoft MVP Professional ‘ \ Microsoft MVP Professional

Role e o | Role
Senior Cloud Consultant ‘CloudWay LB Principal Cloud Architect tCIoudWay
CloudWay, Norway CloudWay, Norway

Focus Focus
Intune - Entra ID - Security Intune - Entra ID - Security

Hobbies &2 Entra Cards } - ’ Hobbies

Blogging, Speaking, Coding % 1tune Guardian = Fotball, Formula1, Vibecoding, ® _
Playing guitars Organizing community events
Three kids

One wife (9] PIM Portal

Policy Management Tool
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Deployment Profiles (Autopilot v1)

Device Preparation policies (Autopilot v2)
Windows Updates during Autopilot

Enrollment Notifications
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Windows  Apple Android Corporate device identifiers Device enrollmel

Learn about the different ways a Windows 10/11 PC can be enrolled into Intune by
users or admins. Learn more.

‘ Search

Enrollment options
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X

Use Windows Autopilot device preparation to streamline configuration, reporting,
and troubleshooting experiences. Learn more about Windows Autopilot device
preparation

m Device preparation Configure devices for initial provisioning
©

policies
Windows Autopilot

Use Windows Autopilot to customize the Windows onboarding out of box
experience and workflow. Learn more about Windows Autopilot

Devices Manage Windows Autopilot devices

Customize the Windows Autopilot provisioning
experience

Deployment profiles

Show app and profile installation statuses to users
during device setup

Enrollment Status
Page
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Windows Autopilot device preparation

Use Windows Autopilot device preparation to streamline configuration, reporting,
and troubleshooting experiences. Learn more about Windows Autopilot device
preparation

Configure devices for initial provisioning

Device preparation
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policies

Windows Autopilot

Use Windows Autopilot to customize the Windows onboarding out of box
experience and workflow. Learn more about Windows Autopilot

Devices Manage Windows Autopilot devices
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Customize the Windows Autopilot provisioning

D Deployment profiles
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experience
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Security Updates during OOBE
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Use Windows Autopilot device preparation to streamline configuration, reporting,
and troubleshooting experiences. Learn more about Windows Autopilot device

preparation

Device preparation
M Colic
policies

Windows Autopilot

Configure devices for initial provisioning

Use Windows Autopilot to customize the Windows onboarding out of box
experience and workflow. Learn more about Windows Autopilot

Devices

Deployment profiles
o

Enrollment Status

Page

ﬂ-) ﬁ Intune Connector
for Active Directory

Manage Windows Autopilot devices
Customize the Windows Autopilot provisioning
experience

Show app and profile installation statuses to users
during device setup

Configure hybrid Azure AD joined devices
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Home > Devices | Overview > Windows | Enrollment > Enrollment Status Page > WESPOO1 - ESP | Properties >

Edit profile

Turn on log collection and diagnostics (

page for end users

Only show page to devices provisioned (

by out-of-box experience (OOBE)

Install Windows updates (might restart

the device)

Block device use until all apps and (

profiles are installed

Allow users to reset device if installation <

error occurs

Allow users to use device if installation <

error occurs

Block device use until required apps are (

No
No
No
Al

installed if they are assigned to the
user/device

Review + save Cancel
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Home > Devices | Overview > Windows | Enrollment > Enrollment Status Page > WESPOO1 - ESP | Properties >

Edit profile

Turn on log collection and diagnostics
page for end users

Only show page to devices provisioned
by out-of-box experience (OOBE)

Install Windows updates (might restart
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Checking for Windows updates




See you in a bit

1

Your update is in progress—this could take a while. Please keep your PC on and plugged in.

-1




See you in a bit

> 1t

Your update is in progress—this could take a while. Please keep your PC on and plugged in.

f - |
)OW!

Cancel feature and security updates
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Home > Devices | Overview > Windows
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For quick

Automatica”y sign in to all desktop apps and websites
on this device?

Selecting Yes, all apps will:

* Allow us to use your work or school account to sign you in to other desktop apps
and websites you use on this device,
* Register this device with your organization, allowin

g your organization to view
device information like the device's name,

Your organization also needs to manage this device to access some enterprise

resources. Allowing this will enable your IT admin to perform various operations
remotely like controlling settings, installing apPps, and resetting this device.

Allow my organization to Manage my device

Yes, all apps No, this app only
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Search
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Policy name

Platform or OS

No compliance policies found

0 policies

-
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Policies MNotifications Retire noncompliant devices Compliance settings ]
@ Overview
By All devices Save Discard

,Q Device query

¥ Monitor

> By platform

v Device onboarding
@ Windows 365
Bl Enroliment

Vv Manage devices

B Configuration

B compliance

e

These settings configure the way the compliance service treats devices. Each device evaluat
as a "Built-in Device Compliance Policy”, which is reflected in device monitoring.

Mark devices with no compliance @ Not compliant
policy assigned as (1)

Compliance status validity period

(days) (© ‘ 50
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9 Home

Bl Dashboard

:— All services

(n ) Explorer

- Devices

S5E Apps

‘ Endpoint security
) Agents

En Reports

‘ Users

a Groups

&' Tenant administration

X Troubleshooting + support

€ Home > Devices | Overview >

= Windows | Windows devices

‘/O Search ’

M§ Windows devices

¥ Monitor

> Device onboarding
Vv Manage devices
8 Configuration
B Compliance
Bl Scripts and remediations
B Group Policy analytics

_ eSIM cellular profiles
(preview)

> Manage updates

> Organize devices

@copilet 0O £ (@ &  clsimonskotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

X
@ Refresh i Export i= Columns =1 Bulk device actions 4 devices
‘ /O Search ®
OS: Windows, Windows Mobile, Windows Holographic Y Add filters
Device name Managed by = Ownership Compliance  OS version
FLWPC-jus-VYY2B Intune Corporate @ Compliant  10.0.26100.
RM23-1387775769 Intune Corporate ¥ Noncompli 10.0.26200.
RM23-3653402224 &) Intune I Corporate @ Compliant § 10.0.26200.
RM23-6ABAACAABS Intune Corporate X Noncompli 10.0.26100.
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(n ) Explorer

- Devices
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‘ Users

a Groups

&' Tenant administration

X Troubleshooting + support
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« Home > Devices | Overview > Windows | Windows devices > RM23-3653402224

‘/O Search «

><

@ Overview

Vv Manage
“I Properties

Vv Monitor
& Device inventory
,. Device query
By Hardware

= Discovered apps

I Device compliance

B. Device configuration

= App configuration

e RM23-3653402224 | Device compliance

() Refresh Export i— Columns v

‘ £ Search ® “ Add filters
Policy name Logged in user
Default Device Compliance Policy justin.time@skotheimsvik.

WCOPO0O1 - Device Health - BitLocker ¢ justin.time@skotheimsvik.
WCOPO002 - Device Properties - Minim justin.time@skotheimsvik.
WCOPO004 - System Security - Device S justin.time@skotheimsvik.
WCOPO0OS5 - System Security - Require  justin.time@skotheimsvik.

WCOPO007 - Windows 365 Compliance justin.time@skotheimsvik.

6 items

State

@ Compliant
@& Compliant
@ Compliant
@& Compliant
@& Compliant

@ Not applicable
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« Home > Devices | Overview > Windows | Windows devices > RM23-3653402224

e RM23-3653402224 | Device compliance

‘ L Search

><

@ Overview
Vv Manage

“I Properties
Vv Monitor

#&: Device inventory
,. Device query

By Hardware

= Discovered apps

I Device compliance
B. Device configuration

= App configuration

() Refresh Export i— Columns v

‘ /O Search O “ Add filters

Policy name Logged in user

justin.time@skotheimsvik.

Default Device Compliance Policy

WCOPO0O1 - Device Health - BitLocker ¢ justin.time@skotheimsvik.
WCOPO002 - Device Properties - Minim | justin.time@skotheimsvik.
WCOPO004 - System Security - Device S} justin.time@skotheimsvik.
WCOPO0OS5 - System Security - Require [ justin.time@skotheimsvik.

WCOPO007 - Windows 365 Compliance [ justin.time@skotheimsvik.

6 items

State

@ Compliant
@& Compliant
@ Compliant
@& Compliant
@& Compliant

@ Not applicable
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« Home > Devices | Overview > Windows | Windows devices > RM23-3653402224

e RM23-3653402224 | Device compliance

‘ L Search

@ Overview
Vv Manage

“I Properties
Vv Monitor

#&: Device inventory
,. Device query

By Hardware

= Discovered apps

I Device compliance
B. Device configuration

= App configuration

><

«

() Refresh Export i— Columns v
‘ /O Search ’ O “ Add filters
Policy name Logged in user

Default Device Compliance Policy justin.time@skotheimsvik.

WCOPO0O1 - Device Health - BitLocker ¢ justin.time@skotheimsvik.
WCOPO002 - Device Properties - Minim justin.time@skotheimsvik.
WCOPO004 - System Security - Device S justin.time@skotheimsvik.
WCOPO0OS5 - System Security - Require  justin.time@skotheimsvik.

WCOPO007 - Windows 365 Compliance justin.time@skotheimsvik.

6 items

State

@ Compliant
@& Compliant
@ Compliant
@& Compliant
@& Compliant

@ Not applicable
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9 Home

Bl Dashboard

:— All services

(n ) Explorer

- Devices

555 Apps

‘ Endpoint security
) Agents

En Reports

‘ Users

a Groups

&' Tenant administration

&

X Troubleshooting + support

&) Copilot

o & @ &

> Windows | Windows devices > RM23-3653402224 | Device compliance >

Default Device Compliance Policy

Policy setting compliance

() Refresh Export

i— Columns Vv

O search

®

Setting

Has a compliance policy assigned

Is active

Enrolled user exists

“ Add filters

State

@& Compliant

@ Compliant

@ Compliant

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

State details

3 items
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9 Home

Bl Dashboard

:— All services

(n ) Explorer

- Devices

555 Apps

‘ Endpoint security
) Agents

En Reports

‘ Users

a Groups

&' Tenant administration

X Troubleshooting + support

Intune Compliance Policies

o & @ &

> Windows | Windows devices > RM23-3653402224 | Device compliance >

&) Copilot

Default Device Compliance Policy

Policy setting compliance

() Refresh Export i— Columns Vv

£ Search ® . Add filters

Setting State

Has a compliance policy assigned @& Compliant
s active @ Compliant

Enrolled user exists @ Compliant

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

State details

3 items
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9 Home

Bl Dashboard

:— All services

(n ) Explorer

- Devices

S5E Apps

‘ Endpoint security
) Agents

En Reports

‘ Users

a Groups

&' Tenant administration

X Troubleshooting + support

&

>

&) Copilot

Home > Devices | Overview > Windows | Windows devices >

i RM23-3653402224

(/) Summarize with Copilot

\ Essentials

Device name
RM23-3653402224

Management name

>< Retire

'9 Wipe

justin.time_Windows_10/24/2025_11:57 AM

Ownership
Corporate

Serial number

1181-3833-3501-3004-3653-4022-24

Phone number

Device manufacturer
Microsoft Corporation

]ﬁ[ Delete

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

o & @ &

E] Remote lock CD Sync JD Reset passcode

Primary user
Simon Skotheimsvik

Enrolled by
Justin Time

ompliance
Compliant

Operating system
Windows

Device model
Virtual Machine

Last check-in time
12/22/2025, 7:21:49 AM
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. . . ~ c1.simon.skotheimsvik... .
Microsoft Intune admin center @ Copilost Q1 & @ A ST S (LY R
« Home > Devices | Overview > Windows | Windows devices >

& Home @ RM23-3653402224 - %

Bl Dashboard

:— All services it Copilot X Retire ) Wipe [i] Delete (% Remotelock () Sync /2 Reset passcode
o Microsoft
€Y Explorer D lntune admin center
B Devices efau -
It Device Com
2% Apps Setting
a Endpoint security =
Has 3 ¢ . . rimary user
O Agents ompliance policy assigned Simon Skotheimsvik
Reports Is active Enrolled by
Justin Time
‘ Users Eﬂfo”ed user exists ompliance
- Compliant
&+ Groups | ® Not Comphanq i
Seriar e Operating system
&' Tenant administration 1181-3833-3501-3004-3653-4022-24 Windows
X Troubleshooting + support Phone number Device model
-—- Virtual Machine
Device manufacturer Last check-in time

Microsoft Corporation 12/22/2025, 7:21:49 AM
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Y8 Filter by title
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Microsoft Intune documentation a Important concepts for device Compliance

> Leam about Micrsog Monitor results of you Intune Polcesan st ey
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® The Compliance status for ap, Individyga| policy Was this helptur?
Compliance ove * Drill down into individyal devices to view specific settings ang policies that affect the Sves |[on
. < o
Create 3 Ppolicy device

> Custom Compliance Settings

This article 5 lies to:
Actions for Noncompliance PP

Monitor device Compliance * Android device admim'strator
Device compliance partners * Android open source platform (AOsp)
Network access controj * Android Enterprise
- . iOSﬁPadOS
T o ® Linux - Ubunty Desktop, version 22,04 LTS or 24,04 LTS

> Software Updates * macos
> Endpoint security . WindowS
> Identity security

® Important
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50

Micros
rprise App Catalog APP to Mi

Compli of
pPliance Policies Overview

Add a macOS MG App to Micro oft Intune Microsoft Intuné
DMG App U \icrosoft Intul !

Additional resources

m Dnrllm-_‘ -
https://learn.microsoft.com/en-us/intune/intune-service/protect/compliance-policy-monitor#how-intune-evaluates-the-default-compliance-policy

/iPadOS L
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Microsoft Intune admin center

9 Home

Bl Dashboard

@ Copilet O & @ &
« Home > Devices | Overview > Windows | Windows devices >
i RM23-3653402224
it Copilot X Retire ) Wipe [i] Delete

:— All services
(n ) Explorer

‘ Devices

%% Apps
a Endpoint security
) Agents

Reports

Has a3 Compliance policy assigned

Is active

‘ Users

& Groups ‘

X Not Complianq
Serial o

& Tenant administration

X Troubleshooting + support

1181-3833-3501-3004-3653-4022-24

Phone number

Device manufacturer
Microsoft Corporation

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

E] Remote lock CD Sync JD Reset passcode

Primary user
Simon Skotheimsvik

Enrolled by
Justin Time

Compliance
Compliant
Operating system
Windows

Device model
Virtual Machine

Last check-in time
12/22/2025, 7:21:49 AM
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Microsoft Intune admin center @ Copilot 0 & @ &
« Home > Devices | Overview > Windows | Micr,, :
& H D Nty adrm:
B Home @ RM23-3653402224 | ““Tault p, . " *incens,
Bl Dashboard Settin Ce Com :
H pha"Ce
:= All services » Summarize with Copilot <} %2 comp,: pOIiC
pl'anCe State y

, Aie »
Ny Mismatch On 421 of 576 de
vices

“* Add Criteria w

DeviceName

UserPrine

151 ~€PncipalName =
| Encen

| EnrolledBylcarp 3

YUserPrincipalName Primary user

Simon Skotheimsvik

e 13 Enro Imentis
o <3 u..an‘,gcr <
N

Enrolled by
Justin Time

Compliance
Compliant

Operating system
Windows

Device model
Virtual Machine

™~ . _ L L _ 1 .t

https://skotheimsvik.no/the-hidden-intune-enrolled-user-exists-check-youre-missing

c1.simon.skotheimsvik...
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Autopatch

Are you patching?
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EEE A - . G/
pps © Device query == Windows @) i0S/iPadOS

a Endpoint security # Monitor 4 devices 2 devices
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Agents > By platform
Reports v Device onboarding g macOS 2. Android
‘ Users @ Windows 365 0 devices 1 device
& Groups B} Enrollment
&' Tenant administration v Manage devices &

) Linux

X Troubleshooting + support 8 Configuration 0 devices

B compliance

e
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(n ) Explorer

- Devices

mEs Apps

a Endpoint security
4 Agents
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‘ Users

& Groups

&' Tenant administration
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&

Home >

G Devices | Overview

‘ L Search

[
E
>

Overview

All devices

Device query
Monitor

By platform

Device onboarding
@ Windows 365
Bl Enroliment
Manage devices
B Configuration

B compliance

e

><

«

&) Copilot

Refresh

Q

Manage devices by platform

® &
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View tour

Provide feedback

@ Windows G2 i0S/iPadOS
4 devices 2 devices

EJ macos 4 Android
0 devices 1 device

& Linux
0 devices
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:— All services

(n ) Explorer

‘ Devices
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a Endpoint security
) Agents
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‘ Users

& Groups

& Tenant administration

X Troubleshooting + support

&

Home > Devices | Overview > Windows
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Windows | Windows updates - X

‘/O Search «

<O

MY Windows devices

¥ Monitor

> Device onboarding
> Manage devices
Vv Manage updates

Windows updates

> Organize devices

Releases Update rings Feature updates Quality updates Driver updates

Select a release to see deployment information across your policies. Data does not
include expedited quality update releases for policies that aren't in an Autopatch

group.

@ Windows 10 is reaching end of support on October 14, 2025. To stay protected, upgrade t...

Quality updates Feature updates
1 2
Refresh Export Columns 3 items
Search ® Add filters

Dalamrc~ [ [ [ I Marmlarrmm et ~kadeem
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9 Home
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:— All services

(n ) Explorer

‘ Devices
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‘ Users
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& Tenant administration

X Troubleshooting + support

&

Home > Devices | Overview > Windows
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Windows | Windows updates - X

‘ L Search

MY Windows devices

¥ Monitor

> Device onboarding

> Manage devices

Vv Manage updates
Windows updates

> Organize devices

<O

«

Releases Update rings Quality updates Driver updates

View your Windows feature update policy settings and create new feature update
releases. Go to Tenant administration to manage your Autopatch groups.

Create v/ Refresh Export Columns 0 policies

Create a feature update policy

Policies control how Windows updates are deployed to devices. Create a policy
to deploy feature updates.

Learn more about managing policies through Autopatch
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Windows Autopatch

< endoflife date

[\/licro_soft ,Wf”dOWS

Active
Release Releaseq

Support

Endsin 2 years
and 11 months
(10 Oct 202g)

Ends in 1 year
and 11 months
(12 Oct 2027)

Ends in 3 years
and 11 months
(09 Oct 2029)

Ends in 3 years
and 11 months
(09 Oct 202

Endsin 1 year
3nd 11 months
(12 Oct 2027)

Ends in 11
months
(13 Oct 202¢)

Ends in 1 year
(10 Nov 2026)

Ends in 1 week
and 4 days
(11 Nov 2025)

Ended 2 weeys
and 3 days ago
(14 Oct 2025,

Ended 2 weeks
and 3 days ago
(14 Oct 2025)

Ended 1 year
ago

Sc:un‘ty
Support

Ends in 2 years
and 11 months
(10 Oct 2023,

Ends in 1 year
and 11 months
(12 Oct 2027,

Ends in 8 years
and 11 months
(10 Oct 2034)

Ends in 3 years
and 11 months
(09 Oct 202

Ends in 1 year
and 11 months
(12 0ct 2027,

Ends in 11
months
(13 Oct 202¢)

Endsin 1 year
(10 Nov 202

Ends in 1 week
and 4 days
(11 Nov 2025)

Ended 2 weeks
and 3 days ago
(14 Oct 205)

Ended 2 wees
and 3 days ago
(14 Oct 2025)

Extendeqd

Secun‘ty
Updates

Unavat!able

Unavailapje

Unava:lab.‘e

Unavailabje

Una:raﬂab[e

L.'nava”ab"s

Unavailaple

Ends in 2 years
and 11 months
(10 Oct 202g)

Unavailable

«

‘-' 3 . .
c1.simon.skotheimsvik S

2 0 & SKOTHEIMSVIK.NO (SKOTHEIMS..
&y Copilot

Driver updates

uality updates
Upda
Releases

ture update
[ [ create new fea

feature update policy settings an:iAUtOpatCh e

| oo i ou

e Wlnd'I? nant administration to manage y

to Te

releases. Go

0 policies
ns vV
Refresh Export Colum

Create v/

Create a feature update policy

[ olicy
devices. Create a p
Windows updates are deployed to
rolies controthow to deploy feature updates.



Windows Autopatch

Deployment ring Assigned group Dynamic group distribution Approx. device count
WAPG001- Information Worker-Prod - Test None Not applicable 0

WAPG001- Information Worker-Prod - Ring1 None

WAPG001- Information Worker-Prod - Ring?2 None

WAPGO001- Information Worker-Prod - Ring3 None

WAPGO001- Information Worker-Prod - Last None Not applicable




Windows Autopatch

Release phase Availability of update First group availability
Phase 1 On a specific date 9/3/25
Phase 2 On a specific date 9/17/25
Phase 3 On a specific date 10/1/25
Phase 4 On a specific date 10/15/25
Deployment ring Phase 5 On a specific date 10/29/25
M\:/APGOOL Information Wofker.pro d - Tegs :::"ed group Dynamic gro
W, = "omation Worker.py, ©d - Ring 1 None
. APG001. Nformation Worker-Prod - Ring? ol
. APG001. Information Worker~Prod - Ring3 None
APG0Q1. Information WO"ker~Pro a
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Results Chart

160

Release ilabili
phase Availability of update First group availability

Phase 1 ]
On a specific date 9/3/25

Z On a specific date

9/17/25

UniqueDeviceCount

Phase 3 ]
On a specific date 10/1/25
Phase 4 ]
On a specific date 10/15/25
Phase 5 ]
On a specific date 10/29/25
60
40

0  — e e e )
Sep19 Sep21 Sep23 Sep25 Sep27 Sep29  Oct1 Oct3  Oct5  Oct7 Oct9 Oct1l  Oct13 Oct15 Oct17 Oct19 Oct21 Oct23 Oct25 Oct27 Oct29  Oct31

Sep3 Sep 5 Sep7 Sep 9 Sep 11 Sep 13 Sep 15 Sep 17
TimeGenerated [UTC]

Win 10 21H2 @ Win 11 22H2 @ Win 11 23H2 Win 11 24H2 @ Win 11 25H2
https://learn.microsoft.com/en-us/windows/deployment/windows-autopatch/overview/windows-autopatch-overview
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140
Rele -
ase phase Availability of update =
Irst group availability
Phase 1
On a speci
pecific date 11/10/25
Phase 2
On a specj
ase 3
On a specj
ph pecific date 1/12/26
ase 4
On a speci
- pecific date 2/16/26
ase 5
On a specj
pecific date 4/1/26
40
20
0
Sep 1 Sep 15 Sep 29 Oct 13 Oct 27 Nov 10 Nov 24 Dec 8 Dec 22 Jan5 Jan 19 Feb 2 Feb 16
TimeGenerated [UTC]
Win 10 21H2 @ Win 11 22H2 ® Win 11 23H2 Win 11 24H2 ® Win 11 25H2

https://learn.microsoft.com/en-us/windows/deployment/windows-autopatch/overview/windows-autopatch-overview
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Ignite Announcements Home
& Home Windows | Windc
* Feature Update Readiness: B Dashboard
Automated checks ensure devices ff’*” services | Search | %
meet update prerequisites before - EF" " Vindows deices
rollout. . - -
waE SPps > Device onboarding
@ Endpoint security > Manage devices
* Clear Visibility: O Agents * Manage undates
Device journey maps provide step-by- Reports Windows updates
step status updates, actionable & users > Organize devices

. c c ‘v Groups
alerts, and guided remediations. "

A Tenant administration

X Troubleshooting + support

https://techcommunity.microsoft.com/blog/windows-itpro-blog/windows-autopatch-%E2%80%94-elevate-your-update-experience-for-modern-work/4468111
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4 Home
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:— All services

(%] Explorer

- Devices

555 Apps

‘ Endpoint security
4 Agents
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‘ Users

F 13 Groups

&' Tenant administration

X Troubleshooting + support

«

Home

@ copilot Q £ (@ &  c2simonskotheimsvik.. .

Windows | Windows updates X

‘ L Search

M} Windows devices

= Monitor

> Device onboarding

> Manage devices

v Manage updates
Windows updates

> Organize devices

><

«

Releases Update rings Feature updates Quality updates Driver updates

Vv Autopatch update readiness

Proactively identify and resolve feature update issues to keep your Windows
devices secure and productive.

Feature update readiness checkup

Devices managed for feature updates

Alerts and remediations
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«

Home
H L] L]
= Home Windows | Windows updates - X
Bl Dashboard
— All services ‘/O Search ’ X
—~ Releases Update rings Feature updates Quality updates Driver updates
Explorer B} Windows devices
B Devices # Monitor Vv Autopatch update readiness
555 Apps > Device onboarding Proactively identify and resolve feature update issues to keep your Windows

devices secure and productive.

Endpoint security > Manage devices

> 8

Agents “/ Manage updates
Feature update readiness checkup
“" Reports Windows updates
‘ Users > Organize devices
Py Groups

L Devices managed for feature updates
‘ Tenant administration

X

Troubleshooting + support

Alerts and remediations
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Microsoft Intune admin center

Home > Windows | Windows updates

Geopit @ & @

Autopatch update readiness | Update readiness checkup

Update type Target release

’ Feature update v ’ ‘ Windows 11, version 25H2 ’

Readiness checkup overview

27

c2.simon.skotheimsvik... .

@ 133

Checkup passed for feature update

View devices

10

Checkup failed for feature update

View devices

L 26

Target OS version already installed

O [1:)

Total number of devices assessed
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Microsoft Intune admin center

60

40

Number of devices

20

Recommended Actions

Issue

Low device activity

Compatibility Issues

10

Low device activity

Description

The affected devices have not
checked in with Intune in the
last 28 days and show minimal
or no recent activity.

Your device does not satisfy one
or more of the minimum
requirements needed to
upgrade to the target Windows
0OS version.

& Copilot Q

Affected Dev... 1

10

13 I ) B c2.simon.skotheimsvik... s

Compatibility Issues

Recommended Actions

Check device usage and connectivity. If the devices
are no longer in use, retire or update their records
in Intune.

Review the specific compatibility issues applicable
to your devices here [7.
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Home
H L] L]
= Home Windows | Windows updates - X
Bl Dashboard
— All services ‘/O Search ’ X
—~ Releases Update rings Feature updates Quality updates Driver updates
Explorer B} Windows devices
B Devices # Monitor Vv Autopatch update readiness
555 Apps > Device onboarding Proactively identify and resolve feature update issues to keep your Windows

devices secure and productive.

Endpoint security > Manage devices

> 8

Agents “/ Manage updates
Feature update readiness checkup
“" Reports Windows updates
‘ Users > Organize devices
Py Groups

Devices managed for feature updates

&' Tenant administration

X

Troubleshooting + support

Alerts and remediations
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Microsoft Intune admin center & Copilot [’ @ A gl .

Home > Windows | Windows updates

Feature update journey X

View feature update trending and point in time update state. Learn more about Windows feature updates @

Target release ‘ Windows 11, version 25H2 v ‘

Policy ‘ Windows Autopatch - DSS policy - Windows 11 25H2 - P... ‘

Status breakdown
Request Received In Progress Installed Failed Cancelled No Data Total Devices
17 1 8 0 4 4 17

State trending

Time range: Last 30 days
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»
Request Received In Progress Installed Failed Cancelled No Data Total Devices
* 17 1 8 0 4 4 17
- State trending
38_ ------------------------------------ b D b B r---=-=====s=========- r
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@ e e = = s
2 L b e . oo :r
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& : : : . :
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X : : : : :
0 : : : ; ;
03/17 03/21 03/25 03/29 04/02 04/06 04/10 04/14

B Reauest Received M In Proaress ™ Installed | Eailed BB Cancelled B No Data
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Microsoft Intune admin center &) Copilot

State point in time

Showing today's state breakdown of devices for each stage in the deployment process.

Install Start
6

Request Received I Download Start
17 1

Restart Required I Installed
10

Failed Download

® s 0 &

Failed Install
0

c2.simon.skotheimsvik... .
i

Failed Reboot

Client

Update deployment journey

.
—
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Microsoft Intune admin center

&) Copilot @ S @ A c2.simon.skotheimsvik... &

Home > Windows | Windows updates > Feature update journey

Update timeline |

Device details

Device name

Serial number
PF5X6055

Device timeline

Time: 04/13/2026 - 04/14/2026

&
\S
&
6b
DR
R
NS
3
N2
v“§Q

04/13/2026

- TR X
OS version Model OS build
10.0.26200.8037 21QL0040MX 26200.8037
Target version Last sync time
Windows 11, version 25H2 4/16/2026, 8:17:43 AM

Add filters
>
5 &
> e
’bbc} Gb :bb‘\\ cj\)(_,(-'
N » ¢ X
o~ ¥ & g
Q o o) R
. v

04/13/2026 04/13/2026 04/13/2026 04/14/2026

( 04/13/2026, 4:00 PM

1
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Microsoft Intune admin center &) Copilot @ % @ @ c2simonskotheimsvik.. ‘

Device timeline

Time: 04/13/2026 - 04/14/2026 Add filters

)
&
®$
3
R >
\)66 \.73‘(\ &c,‘o
2 & & S o
P O b& L4 x@
R S ) & "
» P 2 S X
04/13/2026 04/13/2026 04/13/2026 04/13/2026 04/14/2026
04/13/2026, 4:00 PM
Alert

installed a Windows cumulative
update in more than 60 days
and are missing important
security updates.

less

5 events

Refresh Export Columns 5 events
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&
&

X ¢ o &
» & & &
o () Sssssss————————————————  EE———— (O @ v —
04/13/2026 04/13/2026 04/13/2026 04/13/2026 04/14/2026
04/13/2026, 4:00 PM
Alert
installed a Windows cumulative
update in more than 60 days
and are missing important
security updates.
less
5 events
Refresh Export Columns 5 events
Event Time Event Type Status
4/13/2026 4:00:00 PM Alert X MultipleSecurityUpdatesMissing
4/13/2026 4:54:43 PM ClientEvent 5 DownloadStart
4/13/2026 5:16:53 PM ServiceState S Scheduled
4/13/2026 5:16:54 PM ServiceState i’ OfferReady

4/14/2026 12:39:29 PM ClientEvent . UpdateSuccessful
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Hotpatch

How fast are you patching?




Windows Hotpatch

Microsoft Intune admin center @copiot O & (@ & simon.skotheimsvik... .

« Home > Devices | Overview > Windows

= Home Windows | Windows updates - X
Bl Dashboard

:— All services ‘ ’ s«
o i ©) Hotpatch Enablement To secure devices faster, eligible devices will start receiving
O bolorer _ ) Hotpatch updates automatically after May 12th. If you have already configured
P M} Windows devices Hotpatch updates using a quality update policy, devices assigned to that policy will

. honor your configuration. Learn more about getting_secure faster with Hotpatch
=25 Apps > Device onboarding

@ Endpoint security > Manage devices Releases Update rings Feature updates Quality updates Driver updates
@b Agents Vv Manage updates

B Reports > Autopatch update readiness

& Users > Organize devices

& Groups ~+ Create ™ () Refresh Export := Columns 1 items

D Tenant administration

X Troubleshooting + support ‘ £ Search ®

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/whats-new#hotpatching-default-enablement-in-windows-autopatch



Microsoft Intune admin center @copilot O & @ S simon.skotheimsvik... ‘

X Home > Tenant admin

H .
&) Home ili Tenant admin | Tenant management - X
Bl Dashboard ¥
:— All services ‘/O Search ’ s« ) _

Tenant settings Actions

o

Explorer B Audit logs
B Devices When available, apply updates without restarting the device ("Hotpatch")

B3 Device diagnostics

Hotpatch updates are Monthly B release security updates that install and take effect
without requiring you to restart the device. By minimizing the need to restart, these
updates help ensure faster compliance, making it easier for organizations to maintain
security while keeping workflows uninterrupted. Disabling this setting will change the
default behavior for your devices

R
=i= Apps ® Multi Admin Approval

Endpoint it um
% ndpoint security =7 Intune add-ons

&
Agents &) Copilot (preview)

Reports > Windows 365 Administration Configuration set through update policy will overwrite the default behavior. If you want

‘ U to include or exclude specific groups of devices create a policy
SErs > End user experiences _
Allow
& Groups Vv Windows Autopatch
‘ Tenant administration ! Autopatch groups

X Troubleshooting + support [ Messages

2 Support requests

I.] Tenant management

> Help and support



Windows Hotpatch

Microsoft Intune admin center @ Copilot N 23 @ & c1.simon.skotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

€ Home > Devices | Overview > Windows

&1 Home Windows | Windows updates X
Bl Dashboard

:— All services ‘ O Search ’ «

Releases Update rings Feature updates Quality updates Driver updates
€ Explorer B Windows devices
& Monitor - Create ™ () Refresh | Export := Columns 1 items

<O

HER

%% Apps > Device onboarding

‘ Endpoint security > Manage devices ‘ /O Search ’ @
@} Agents v Manage updates

. el Windows updates Name Policy Type
& Users > Organize devices WQP001 - Hotpatch Windows quality update policy

# Groups
&' Tenant administration

'3< Troubleshooting + support



9 Home
Bl Dashboard
:— All services

(n ) Explorer

‘ Devices

Apps

a Endpoint security
) Agents

Reports

Users

Windows Hotpatch

Microsoft Intune admin center

&

@ Copilet O & @ &

Home > Devices | Overview > Windows

Windows | Windows updates

‘ L Search

«

<O

MY Windows devices

¥ Monitor

> Device onboarding

> Manage devices

Vv Manage updates
Windows updates

> Organize devices

Tenant administration

a
&+ Groups
-
X

Troubleshooting + support

—

P e,
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. - \
/7;‘. . k) ".":,\,
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He* .m0 el

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

-

Releases Update rings Feature updates Quality updates Driver updates

e erp—

WQP001 - Hotpatch

. 2025.05.13 - Policy to enable hotpatc

Description
Settings Edit

Automatic update deployment settings

umulative quality Allow

Apply the latest

When available, apply without Allow

restarting the device (“hotpatch”).

Learn more about updating without

restarts. [j‘

tems

hing. CloudWay, Simon.

https://learn.microsoft.com/en-us/windows/deployment/windows-autopatch/manage/windows-autopatch-hotpatch-updates
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Windows Hotp

Descript;

(o] WQP001

Settings r;.

ne latest
latest CUmulatijye

1t

quality

______________

...........

.............. Ju\y

Jan

estart
features and No restart @ Res

Cumulative s
security updates

gervicing

https://learn.microsoft.com/en-us/windows/deployment/windows-autopatch/manage/windows-autopatch-hotpatch-updates



€&  Settings Q. Find a setting

Justin Time Windows Update

justin.time@skotheimsvik.com

You're up to date

) Home u Last checked: Today, 10:24 AM e R ==

System

Bluetooth & devices @ Great news! The latest security update was installed without a restart.

MNetwork & internet Learn more

Personalization

Ao More options

Accounts <] Get the latest updates as soon as they're available
This setting ism't available due to your organization's policy

Time & language

Pause updates
Accessibility This setting isn't available due to your organization’s Pause for 1 week

policy
Privacy & security

Windows Update Update history

Advanced options
Delivery cptimization, opticnal updates, active hours, other update settings

Q, Search
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Windows Hotp

Descript;

(o] WQP001

Settings r;.

ne latest
latest CUmulatijye

1t

quality

______________

...........

.............. Ju\y

Jan

estart
features and No restart @ Res

Cumulative s
security updates

gervicing

https://learn.microsoft.com/en-us/windows/deployment/windows-autopatch/manage/windows-autopatch-hotpatch-updates



MODERN
ENDPOINT
MANAGE

SUMMIT
2026,

Multi Admin
Approval

The MFA for your device operations




Multi Admin Approval

Microsoft Intune admin center &) Copilot

4 Home
BN Dashboard

:— All services

(n ) Explorer

- Devices

=2 Apps

% Endpoint security
Hn Agents

o« Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

K

skotheimsvik.no

Q% @

&7

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

@ Multi Admin Approval is recommended. Protect sensitive actions with additional approval. Learn more about X

Multi Admin Approval

Securely manage
devices, access, and
apps with Intune

Maximize productivity and simplify administration without
compromising endpoint management and security.

Get started




Multi Admin Approval

Microsoft Intune admin center

4 Home

Bl Dashboard

:— All services

(n ) Explorer

- Devices

i5% Apps

a Endpoint security
) Agents

Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

@ Home > Tenant admin

@copilet 0O £ (@ &  clsimonskotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

¢ Tenant admin | Multi Admin Approval - X

‘/O Search «

<O

&~ Connectors and tokens
&% Assignment filters

& Roles

Microsoft Entra Privileged
Identity Management

# Diagnostics settings
B Audit logs

B3 Device diagnostics
M Alerts

=% Intune add-ons

@ Cloud PC encryption type

All requests My requests

Access policies allow you to control which tasks and actions need approval along with the

specific approval groups

—+ Create O Refresh

‘ & Search by name +Y Add filter
Showing 0 to 0 of 0 records < Previous Page 0 / of0 Next >
Name ' Policy type T Policy platform T

There are no policies to view



Multi Admin Approval

Microsoft Intune admin center

4 Home

Bl Dashboard

:— All services

&

Create an access policy

&) Copilot

Home > Tenant admin | Multi Admin Approval >

o

3

&

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

€Y Explorer o Basics @ App

- Devices Name Device delete

EEE Apps Description Device retire

‘ Endpoint security Device wipe

/] Agents Role

En Reports Script

‘ Users Tenant configuration

F 13 Groups Policy type * @ Device wipe

&' Tenant administration

K Troubleshooting + support I A remote device action policy will limit actions on specific action like delete, retire or wipe for single device or bulk devices in

admin portal or Graph APlIs.




Multi Admin Approval

Microsoft Intune admin center

9 Home

Bl Dashboard

:— All services

(n ) Explorer

- Devices

555 Apps

‘ Endpoint security
) Agents

En Reports

‘ Users

a Groups

&' Tenant administration

&

X Troubleshooting + support

Home > Tenant admin | Multi Admin Approval >

Create an access policy

&) Copilot

Q& O

&

Members of groups you add here can approve requests that need more than one admin to approve

Included groups

A, Add groups

Groups

AZ-Intune-Multi Admin Approval

Status

Active

Remove

Remove

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...




Microsoft Intune admin center

9 Home

Bl Dashboard
:— All services
[\ ) Explorer

- Devices

=% Apps

‘ Endpoint security
) Agents
En Reports

‘ Users

a Groups

&' Tenant administration

X Troubleshooting + support

«

&) Copilot

Home > Tenant admin | Multi Admin Approval >

Create an access policy

. Basics

. Approvers

) Review + submit for approval

Summary

a & @0 &

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

A\ Before this resource can be created, it must be approved by another admin. Before you can submit this request, you must enter

your business justification.

Basics

Name
Description
Policy type
Policy platform

Business justification

MAAOQO1 - Device Wipe

Multi Admin Approval required for wiping devices.

Device wipe

All platforms

We will start with multi admin approval for device wipes after last weeks

incident of accidental CEO wipe

Previous | Submit for approval




Multi Admin Approval

Microsoft Intune admin center

4 Home

Bl Dashboard

:— All services

(n ) Explorer

- Devices

“5F Apps

a Endpoint security
) Agents

Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

&

Home > Tenant admin

¢ Tenant admin | Multi Admin Approval

‘ L Search

#* Connectors and tokens
&% Assignment filters
Roles

Microsoft Entra Privileged
Identity Management

e

&

# Diagnostics settings
B Audit logs

B3 Device diagnostics

€ Multi Admin Approval
M Alerts

w+ Intune add-ons

@ Cloud PC encryption type

<O

«

® 3z o

&) Copilot

@ Success

All requests My requests  Access policies

Access policies allow you to control which tasks and actions need approval along with the

specific approval groups

—+ Create O Refresh

o s
/7;‘. e°*S ":,\,
ey ‘e LI

He' o a®al

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

| Approval request successfully created

‘ A Search by name

T Add filter

Showing 0 to 0 of 0 records < Previous

Name ' Policy type T

There are no policies to view

Page

0 v | of0 Next >

Policy platform T,

-




Multi Admin Approval

Microsoft Intune admin center

4 Home

Bl Dashboard

:— All services

(n ) Explorer

- Devices

i5% Apps

a Endpoint security
) Agents

Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

@ Home > Tenant admin

&) Copilot

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

@ @ o X

¢ Tenant admin | Multi Admin Approval - X

‘ L Search

<O

& Connectors and tokens
&% Assignment filters

& Roles

Microsoft Entra Privileged
Identity Management

# Diagnostics settings

B Audit logs

B3 Device diagnostics

| € Multi Admin Approval

M Alerts
[ | |
w+ Intune add-ons

@ Cloud PC encryption type

«

All requests My requests

O Refresh

Access policies

== Columns

‘ £ Search by justification

| Fy Add filter

Showing 1 to 2 of 2 records

< Previous Page of 1 Next >
Requeste... T Name T, Re.. T Busin.. T Requested by T| Status T

1/9/2026, 10....

1/9/2026, 10....

EAAOM " Access ... We will sta... c1.simon.skotheim... ® Cancelled
evice

) A
MAAO(N Access ... We will sta... c1.simon.skotheim... Needs
Device anoroval



Multi Admin Approval

Microsoft Intune admin center

& Home

Bl Dashboard
:— All services
Y Explorer
‘ Devices
#E Apps

‘. Endpoint security
f} Agents
e Reports
‘ Users

“ Groups

&' Tenant administration

. Troubleshooting + support

Home > Tenant admin

B Tenant admin | Admin tasks

JJ Search

& Remote Help

¢ Microsoft Tunnel Gateway
@ Cloud PKI

& Connectors and tokens
B Assignment filters

& Roles

$ Microsoft Entra Privileged
Identity Management

® Diagnostics settings

B Audit logs

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/admin-tasks

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

® s o

&) Copilot

Admin tasks aggregate action items from across Intune in one place. Tasks are

automatically deleted from this view every 30 days. Learn more about admin tasks.
| By Admin tasks

Columns

~ Add filters

¥ Cancelled

MAAQO1 - Device Wipe

Multi admin approval



Multi Admin Approval

Microsoft Intune admin center

@ Home

BN Dashboard
= All services
€Y Explorer
- Devices
5% Apps

‘ Endpoint security
(} Agents
04 Reports
‘ Users

F 4 Groups

&' Tenant administration

A\ Troubleshooting + support

";;' .

% whasy
109 0% @ sty
{ira "
W0y o 9 W'\
a* 2 i
" oa® el

&) Copilot & @ c1.simon.skotheimsvik... ‘

SKOTHEIMSVIK.NO (SKOTHEIMS...

» Tenant admin

B Tenant admin | Admin tasks X

Admin tasks aggregate action items from across Intune in one place. Tasks are automatically deleted from this view every 30
days. Learn more about admin tasks.

Refresh < Export ‘— Columns

Search ® Add filters
Task Source Status Due in
MAAOQO1 - Device Wipe Multi admin approval A Needs approval 3 days
MAAOQO1 - Device Wipe Multi admin approval % Cancelled 3 days

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/admin-tasks



Microsoft Intune admin center

4 Home

Bl Dashboard

:— All services

[\ Explorer

- Devices

== Apps

a Endpoint security
'/ Agents
Reports
‘ Users
pe Groups

&' Tenant administration

X Troubleshooting + support

«

&) Copilot

MAAOQO1 - Device Wipe - Create

Multi admin approval request

Review the changes below and take the appropriate action.

~ Request information

Resource type
Operation
Requested by
Requested on
Request expires on

Business justification

Status

Property
ID
Display name

Description

Access policy

Create

[9 S @ A c1.simon.skotheimsvik...

SKOTHEIMSVIK.NO (SKOTHEIMS...

c1.simon.skotheimsvik@skotheimsvikno.onmicrosoft.com

1/9/2026, 10:30:31 AM
1/12/2026, 10:30:31 AM

We will start with multi admin approval for device wipes after last weeks incident of

accidental CEO wipe

Needs approval

Previous version

Requested changes

MAAOO1 - Device Wipe

Multi Admin Approval required for wiping
devices.

The request needs approval from another administrator with appropriate permissions before the request can be completed.

Cancel request

&

X



Microsoft Intune admin center &) Copilot [9 X ) N o cl.simon.skotheimsvik...

4 Home

Bl Dashboard

= All services

[\ ) Explorer

- Devices

258 Apps

a Endpoint security
4 Agents

Reports

‘ Users

pe Groups

&' Tenant administration

X Troubleshooting + support

SKOTHEIMSVIK.NO (SKOTHEIMS...

«

MAAOQO1 - Device Wipe - Create

Multi admin approval request

Resource type Access policy

Operation Create

Requested by c1.simon.skotheimsvik@skotheimsvikno.onmicrosoft.com

Requested on 1/9/2026, 10:30:31 AM

Request expires on 1/12/2026, 10:30:31 AM

Business justification We will start with multi admin approval for device wipes after last weeks incident of

accidental CEO wipe

Status Needs approval
Property Previous version Requested changes
ID - -
Display name - MAAQOT1 - Device Wipe
Description _ EAEL‘I)EEAS_dmin Approval required for wiping
Policy type - Device wipe
Policy platform - All platforms
Approver groups - AZ-Intune-Multi Admin Approval

The request needs approval from another administrator with appropriate permissions before the request can be completed.

Complete request Cancel request

X



Microsoft Intune admin center o ¢ @ & c2.simon.skotheimsvik... &

SKOTHEIMSVIK.NO (SKOTHEIMS...

“ MAAO0O0T1 - Device Wipe - Create X

ﬁ Home Multi admin approval request

Dashboard
Review the changes below and take the appropriate action.

— All services ) )
A~ Request information

Explorer

Devices Resource type Access policy
. Operation Create
Apps
Requested by c1.simon.skotheimsvik@skotheimsvikno.onmicrosoft.com
Endpoint security Requested on 1/9/2026, 10:30:31 AM
Agents Request expires on 1/12/2026, 10:30:31 AM

Business justification We will start with multi admin approval for device wipes after last weeks incident of

.~ Reports accidental CEO wipe

Users Status Needs approval

Groups Property Previous version Requested changes

Tenant administration
Approver notes

Troubleshooting + support This is an extremely good idea to implement.

You may approve or reject this request if you have approver permission.

Approve request Reject request




Microsoft Intune admin center ¥ Copilot ﬁp I O R c2.simon.skotheimsvik... ;

SKOTHEIMSVIE.NO (SKEOTHEIMS...

Home > Tenant admin
@ Success

A Home a/ Tenant admin | Ad m|r'] taSkS Approval request successfully approved
&4 Dashboard

= All services Admin tasks aggregate action items from across Intune in one place. Tasks are automatically deleted from this view every 30
o days. Learn more about admin tasks.
Explorer

() Refresh  Export (= Columns

Apps

.; Endpoint security L Search ® %, Add filters

ﬂ Agents

Reports Task Source Status Assigned to

aa Users MAAQO1 - Device Wipe Multi admin approval A Needs approval Security Groups
o Groups MAAOO1 - Device Wipe Multi admin approval €D Cancelled Security Groups
;‘J‘ Tenant administration

/% Troubleshooting + support




Microsoft Intune admin center T Copilot [9 F @ A/  c2simonskotheimsvik.. a

SKOTHEIMSVIE.NO (SKOTHEIMS...

Home > Tenant admin

f Home B Tenant admin | Admin tasks

4. Dashboard

= All services Admin tasks aggregate action items from across Intune in one place. Tasks are automatically deleted from this view every 30
o days. Learn more about admin tasks.
Explorer

() Refresh  Export (= Columns

Apps

.; Endpoint security L Search ® %, Add filters

ﬂ Agents

Reports Task Source Status Assigned to

4a Users MAAQO1 - Device Wipe Multi admin approval @ Approved Security Groups
o Groups MAAOO1 - Device Wipe Multi admin approval €D Cancelled Security Groups
;‘J‘ Tenant administration

/% Troubleshooting + support
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Microsoft Intune admin center

Home
Dashboard
All services
Explorer

Devices

Apps

a Endpoint security

(/] Agents

b

a
A
2
X

Reports
Users
Groups

Tenant administration

Troubleshooting + support

Home > Tenant admin

¢ Tenant admin | Multi Admin Approval X

All requests J| My requests | Access policies

O Refresh == Columns

@z 0 &

c1.simon.skotheimsvik... ‘

&) Copilot
SKOTHEIMSVIK.NO (SKOTHEIMS...

‘ £ Search by justification

|y Add filter

Requested on |

1/9/2026, 10:30:31 AM

1/9/2026, 10:28:00 AM

Showing 1 to 2 of 2 records

Name T

MAAOO1 - Device Wipe -

Create

MAAOO1 - Device Wipe -

Create

< Previous

Resource type T Business justi... T Requested by T, Status T

Access policy We will start with ... c1.simon.skothei... ® Approved

Access policy We will start with ... c1.simon.skothei... ® Cancelled



. . . = c1.simon.skotheimsvik...
Microsoft Intune admin center &) Copilot 19 @ @ pes T B S e L ‘

S Home > Tenant admin

= Home ¢ Tenant admin | Multi Admin Approval X

BN Dashboard

All services >

All requests My requests Access policies

Access policies allow you to control which tasks and actions need approval along with the specific approval groups

|

‘ Devices

L Apps -t Create () Refresh

a Endpoint security ‘ ' Search by name +Y Add filter

(/] Agents

T Showing 0 to 0 of 0 records < Previous Page 0O ~ of0 Next >
Users Name | Policy type T Policy platform T

2 P

Groups . . .
P There are no policies to view

Tenant administration

Do

X Troubleshooting + support



Microsoft Intune admin center

4 Home

Bl Dashboard
:— All services
O Explorer

- Devices

5% Apps

'; Endpoint security
(/] Agents
o} Reports

‘ Users

2 Groups

&' Tenant administration

X Troubleshooting + support

«

»

Home > Tenant admin

¢ Tenant admin | Multi Admin Approval

All requests J| My requests | Access policies

O Refresh

== Columns

&) Copilot

@z 0 &

‘ £ Search by justification

Requested on |

1/9/2026, 10:28:00 AM

Showing 1 to 2 of 2 records

MAAOO1 - Device Wipe -

Create

< Previous

c1.simon.skotheimsvik... .
SKOTHEIMSVIK.NO (SKOTHEIMS...

|y Add filter

Next >

Resource type T Business justi... T Requested by T, Status T

Access policy

We will start with ..

c1.simon.skothei...

® Cancelled
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°  MAAO001 - Device Wipe - Create X

@ Home Multi admin approval request

Microsoft Intune admin center &b Copilot f9 o @ &

Bl Dashboard
Review the changes below and take the appropriate action.

:— All services _ )
A~ Request information

[\ ) Explorer
- Devices Resource type Access policy
mmn Apps Operation Create
(1]
Requested by c1.simon.skotheimsvik@skotheimsvikno.onmicrosoft.com
@ Endpoint security Requested on 1/9/2026, 10:30:31 AM
@b Agents Request expires on 1/12/2026, 10:30:31 AM
- Business justification We will start with multi admin approval for device wipes after last weeks incident of
Reports . .
accidental CEO wipe
‘ Users Status Approved
&¢ Groups Property Previous version Requested changes

&' Tenant administration
Approver notes

X Troubleshooting + support This is an extremely good idea to implement.

The request is approved and can be completed.

Complete request ‘ Cancel request




Microsoft Intune admin center @y Copilot [9 X ) N o c1.simon.skotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

S Home > Tenant admin

@ Access policy created

@ Home ? Tenant admin | Mu|t| Admin Approval ‘| Access policy MAAOOT - Device Wipe created
Bl Dashboard

:=— All services 5 @ Success
- Approval request successfully completed
All requests My requests  Access policies PP 9 y P
[\ ) Explorer 9 yreq P
W Devices O Refresh == Columns
*5E Apps ustificat B
‘ L Search by justification ’ ¥ Add filter
a Endpoint security
Showing 1 to 2 of 2 records < Previous Page n of 1 Next >
Reports Requested on | Name T Resource type T Business justi... T Requested by T, Status T
M Users 1/9/2026, 10:30:31 AM ?:/IAA;OM - Device Wipe = 5 cess policy We will start with ... cl.simon.skothei... ® Approved
reare
" Groups 1/9/2026, 10:28:00 AM (l\_/lAATOO1 - Device Wipe - Access policy We will start with ... c1.simon.skothei... ® Cancelled
reate

&' Tenant administration

X Troubleshooting + support



Microsoft Intune admin center

4 Home

Bl Dashboard
:— All services
O Explorer

- Devices

5% Apps

'; Endpoint security
(/] Agents
o} Reports

‘ Users

2 Groups

&' Tenant administration

X Troubleshooting + support

«

»

c1.simon.skotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

& Copilot f9 X ) N o

Home > Tenant admin

¢ Tenant admin | Multi Admin Approval X

All requests

Access policies allow you to control which tasks and actions need approval along with the specific approval groups

—+ Create O Refresh

| * Add filter

Page of 1 Next >

‘ £ Search by name

Showing 1 to 1 of 1 records < Previous

Name | Policy type T Policy platform T,

All platforms oo

MAAOQ1 - Device Wipe Device wipe



Microsoft Intune admin center

4 Home

Bl Dashboard

= All services

[\ ) Explorer

- Devices

%55 Apps

a Endpoint security
(/] Agents

Reports

Users

Tenant administration

|
&+ Groups
-
X

Troubleshooting + support

@) Copilot [9 & (@ A  Cclsimonskotheimsvik.. .

Home > Devices | Overview > Windows | Windows devices >

G RM23-1387775769

‘ L Search

| @ Overview

v Manage

I} Properties

~ Monitor

Device inventory

o

Device query

B Hardware

= Discovered apps

B Device compliance
B, Device configuration
= App configuration

¥ Local admin password

@> Recovery keys

/~ Essentials

Device name
Management name
Ownership

Serial number
Phone number
Device manufacturer
Primary user
Enrolled by
Compliance
Operating system
Device model

| act checlk-in tima

SKOTHEIMSVIK.NO (SKOTHEIMS...

(/') Summarize with Copilot < Retire ] Delete [ Remote lock

i Collect diagnostics: Completed

: RM23-1387775769
: leo.fender Windows_4/9/2025 ...

: Corporate

: 3916-7805-3681-5146-1387-77...

: Microsoft Corporation
: Justin Time

: Justin Time

: Not Compliant

: Windows

: Virtual Machine

- 11/11/2025 O-N9-A5 AN



Microsoft Intune admin center

4 Home

Bl Dashboard

= All services

[\ ) Explorer

- Devices

%55 Apps

a Endpoint security
(/] Agents

Reports

‘ Users

pe Groups

&' Tenant administration

X Troubleshooting + support

c1.simon.skotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

@z 0 &

&) Copilot

Home > Devices | Overview > Windows | Windows devices >

G RM23-1387775769

‘ L Search

| @ Overview

v Manage

I} Properties

~ Monitor

Device inventory

o

Device query

B Hardware

= Discovered apps

B Device compliance
B, Device configuration
= App configuration

¥ Local admin password

@> Recovery keys

(/) Summarize with Copilot >< Retire '? Wipe [il] Delete & Remote lock

Are you sure you want to wipe RM23-1387775769

Factory reset returns the device to its default settings. This removes all personal and
company data and settings from this device. You can choose whether to keep the
device enrolled and the user account associated with this device. You cannot revert this
action. Are you sure you want to reset this device?

D Wipe device, but keep enrollment state and associated user account

D Wipe device, and continue to wipe even if device loses power. If you select this option,
please be aware that it might prevent some devices running Windows 10 and later from
starting up again.

Business justification

‘ Device is lost in the subway of London v

Request for Wipe

Compliance

: Not Compliant

Operating system : Windows

Device model : Virtual Machine

- 11/11/2025 O-N9-A5 AN

| act checlk-in tima



Microsoft Intune admin center

4 Home

Bl Dashboard

= All services

o Explorer

- Devices

258 Apps

‘ Endpoint security
(/] Agents

o} Reports

‘ Users

a Groups

&' Tenant administration

X Troubleshooting + support

& Copilot f9 X ) N o

Home > Devices | Overview > Windows | Windows devices >

G RM23-1387775769

‘ L Search

| @ Overview

v Manage

I} Properties

~ Monitor

Device inventory

o

Device query

B Hardware

= Discovered apps

B Device compliance
B, Device configuration
= App configuration

¥ Local admin password

@> Recovery keys

(/') Summarize with Copilot  >{

i Collect diagnostics: Completed

/~ Essentials

Device name
Management name
Ownership

Serial number
Phone number
Device manufacturer
Primary user
Enrolled by
Compliance
Operating system
Device model

| act checlk-in tima

c1.simon.skotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

A T Administrator must approve Wipe
action

This Wipe action requires approval from at least an
Intune Administrator. To check status, see Multi Admin
Approval

: RM23-1387775769

: leo.fender Windows_4/9/2025 ...
: Corporate

: 3916-7805-3681-5146-1387-77 ...
: Microsoft Corporation

: Justin Time

: Justin Time

: Not Compliant

: Windows

: Virtual Machine

- 11/11/2025 O-N9-A5 AN
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Microsoft Intune admin center Ty Copilot 19 $03 o c2.simon.skotheimsvik... @

SKOTHEIMSVIE.NO (SKOTHEIMS...

Home > Tenant admin

A Home B Tenant admin | Admin tasks

4. Dashboard

= All services Admin tasks aggregate action items from across Intune in one place. Tasks are automatically deleted from this view every 30

days. Learn more about admin tasks.
o Explorer

(D Refresh 4 Export ¥= Columns

Apps

Endpoint security ‘ L Search ‘ ® %, Add filters

ﬂ Agents

Reports Task Source Status Assigned to

4a Users RM23-1387775769 Multi admin approval A\ Needs approval Security Groups
44 Groups MAAOQO01 - Device Wipe Multi admin approval @ Completed Security Groups

42 Tenant administration MAAOQO01 - Device Wipe Multi admin approval € Cancelled Security Groups

X Troubleshooting + support




. . . 2.5l .skothei ik...
Microsoft ntune admin center ® 5 o @ Zimonsotensic @
RM23-1387775769 - Action

ﬁ Home Multi admin approval request

Dashboard Wipe device action changes
— . 1 o
All services 1+[

2+
3+ "deviceld": "a3ceb66f1-0879-4262-aPea-c131959¢31f9",
Devices 4+ "deviceName": "RM23-1387775769",
. 5+ "serialNumber": "3916-7805-3681-5146-1387-7757-69",
S 6+ "primaryUser": "137e5ba7-ff5d-43a5-a2d5-eeabd4422367",
7+ "primaryUserEmail™: "justin.time@skotheimsvik.com",
8+ "actionName": "Wipe",
Agents 9+ "notFound": false,
: "notInScope": false,
- Reports "@odata.type": "microsoft.graph.MAADeviceAction.ManagedDeviceMAAPayload"

Explorer

Endpoint security

Users
Groups

Tenant administration
Approver notes

Troubleshooting + support | heard he found his device in the caﬂ

You may approve or reject this request if you have approver permission.

Approve request ‘ Reject request & l

Reject request




Microsoft Intune admin center ¥ Copilot @ I O R c2.simon.skotheimsvik... &

SKOTHEIMSVIE.NO (SKEOTHEIMS...

Home > Tenant admin
@ Success

A Home a/ Tenant admin | Ad m|r'] taSkS Approval request successfully rejected
&4 Dashboard

= All services Admin tasks aggregate action items from across Intune in one place. Tasks are automatically deleted from this view every 30
o days. Learn more about admin tasks.
Explorer

() Refresh  Export (= Columns

Apps

.; Endpoint security L Search ® %, Add filters

ﬂ Agents

Reports Task Source Status Assigned to

aa Users RM23-1387775769 Multi admin approval A Needs approval Security Groups
o Groups MAAOO1 - Device Wipe Multi admin approval & Completed Security Groups

42 Tenant administration MAAOQO01 - Device Wipe Multi admin approval € Cancelled Security Groups

X Troubleshooting + support




Microsoft Intune admin center T Copilot @ F @ A/  c2simonskotheimsvik.. &

SKOTHEIMSVIE.NO (SKOTHEIMS...

Home > Tenant admin

A Home B Tenant admin | Admin tasks

4. Dashboard

= All services Admin tasks aggregate action items from across Intune in one place. Tasks are automatically deleted from this view every 30
o days. Learn more about admin tasks.
Explorer

() Refresh  Export (= Columns

Apps

.; Endpoint security L Search ® %, Add filters

ﬂ Agents

Reports

Task Source Status Assigned to

aa Users RM23-1387775769 Multi admin approval €D Rejected Security Groups
o Groups MAAOO1 - Device Wipe Multi admin approval & Completed Security Groups

42 Tenant administration MAAOQO01 - Device Wipe Multi admin approval € Cancelled Security Groups

X Troubleshooting + support




Microsoft Intune admin center

4 Home

Bl Dashboard
:— All services
[\ ) Explorer

- Devices

5% Apps

‘ Endpoint security
(/] Agents

o} Reports

‘ Users

2 Groups

&' Tenant administration

X Troubleshooting + support

«

»

c1.simon.skotheimsvik... .
SKOTHEIMSVIK.NO (SKOTHEIMS...

@z 0 &

&) Copilot

Home > Tenant admin

¢ Tenant admin | Multi Admin Approval X

All requests J| My requests | Access policies

O Refresh

== Columns

|y Add filter

™) Status T

‘ £ Search by justification

Next >

Showing 1 to 3 of 3 records < Previous

Requested on | Resource t... T Business justification T Req...

We will start with multi adm... c1.simon... ® Completed

1/9/2026, 10:30:31 AM Access policy

- Create

MAAOO1 - Device Wipe
- Create

1/9/2026, 10:28:00 AM Access policy We will start with multi adm... c1.simon... ® Cancelled



Microsoft Intune admin center & Copilot [? X ) N o cl.simon.skotheimsvik... ‘

SKOTHEIMSVIK.NO (SKOTHEIMS...

© RMR23-1387775769 - Action X

@ Home Multi admin approval request

B Dashboard Review the changes below and take the appropriate action.

— , ~ Request information
:— All services

o
Explorer Resource type Device action
B Devices Operation Action
e Requested by c1.simon.skotheimsvik@skotheimsvikno.onmicrosoft.com
S5E Apps
Requested on 1/9/2026, 11:55:01 AM
@ Endpoint security Request expires on 1/12/2026, 11:55:01 AM
a Agents Business justification Device is lost in the subway of London
. Status Rejected
Reports :
‘ Users Wipe device action changes
1 —

r G
&+ Groups 1+|£| I

&' Tenant administration

Approver notes

/ o
\ Troubleshooting + support | heard he found his device in the car

The request was rejected.

Complete request Cancel request




1] w Intune Guardian & Simon Skotheimsvik (C2)  SS

Audit Events ® Updated 1:37:45PM £ Last 90 days

Total Events 3 Unique Applications ﬂ l [ Devices Retired W Devices Wiped
1037 = 'HMWMM} 2 7% 0 2 100% “
I

(@ Welcome L Summary  [J Device Actions Target Actions  Po Admin Actions 3 App Actions % Autopilot & Multi Admin Approval £\ Anomaly Detection T Audit Log

© Total & Completed () Pending ¥ Awaiting Execution ® Rejected ® Cancelled © Avg Review @ Avg Total

8 6 0 0 1 1 13m 15s 25m 10s

Activity Trend

o Request

Requested By Requested At

cl.simon.skotheimsvik@skothei...  Apr 17, 08:37 AM
Target Payload

T T T T T T . . T T 1
el CiEngs SEGIIH - SR 2026-03-21 2026-03-26 2026-03-31 2026-04-05 2026-04-10

T T
2026-01-20 2026-01-25 2026-01-30 2026-02-04 2026-02-09 2026-02-14 2026-02-19 2026-( )
“We need more security arround scripts”

Ca @ Review
Reviewed By Reviewed At
c2.simon.skotheimsvik@skothei...  Apr 17, 08:43 AM
Decision Duration
Q  Search requestor, reviewer, targ All statuses All targets Approved 5m 40s 8 of 8 requests

“Good idea.”

Status Payload Request Bxecution Review  Execution Total
Executed By Executed At

c1.simon.skotheimsvik cl.simon.skotheimsvik@skothei...  Apr 17, 08:50 AM

— Policy Total Duration 43m 18 23m 18
: c m 18s m 18s
DeviceManagementScript Apr 17'_09'00_AM . MAAQO2 - Script 12m 40s
“Some incoming verry needed securi..

: L MAAQO2 - Script @ Details
c1.simon.skotheimsvik... . . .
c1.simon.skotheimsvik...

. [ ] . 12m 40s
Apr 17, 08:37 AM Apr 17, 08:43 AM Apr 17, 08:50 AM

MAAO002 - Script

Completed )
Policy Change

“We need more security arround scri... “Good idea.”

c1.simon.skotheimsvik... & ¢2.simon.skotheimsv...

Apr 17, 08:36 AM ® ppr17,08:42 AM
“Tuning the namings” “Good naming convention.”

° c1.simon.skotheimsvik...
Apr 17, 08:49 AM

MAAO001 - Configuration Policy
Policy Change

Completed 13m 555

- cl.simon.skotheimsvik... . ® 1 simon.skotheimsy...

Cancelled ° 3 :
Mal? 0, 07:52 AM Mar 30, 08:31 AM

IDeviceManagementPolicy
https://intuneguardian.com

39m 13s 39m 13s




MODERN
ENDPOINT
ANAGE

SUMMIT
2026,

Security
Copilot

Copilot with Explorer and Agents in Intune




Security Copilot

& cl.simon.skotheimsvik... (@

Microsoft Intune admin center &) Copilot @ 3 @
SKOTHEIMSVIK.NO (SKOTHEIMS...

skotheimsvik.no
4 Home

Bl Dashboard

:— All services

= oo Securely manage
—— devices, access, and
apps with Intune

Reports - . T P
Maximize productivity and simplify administration without

& Users compromising endpoint management and security.

‘v Groups

&' Tenant administration

X Troubleshooting + support

Status
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Microsoft Intune admin center &) Copilot @ 22 @ & SKOTHEIMSVIK.NO (SKOTHEIMS...

«
9 Home
Bl Dashboard
:=— All services

[\ ) Explorer

‘ Devices

25 Apps

a Endpoint security

4) Agents

Reports

‘ Users

& Groups

& Tenant administration

X Troubleshooting + support

c1.simon.skotheimsvik...

Home >

Explorer - X

Show examples Provide feedback

Explore data in your tenant based on device, app, and management properties. Learn more about exploring data, including
what's coming_soon

Query your data | Start typing to search your Intune data, or see below for examples ©)

Find the Intune data you're looking for

Search your tenant for info about devices, users, apps, compliance, or
updates. Copilot can also help you understand what kind of questions
you can ask and how to ask them.



) ! : ~ c1.simon.skotheimsvik... .
Microsoft Intune admin center &J Copilot @ 2 @ A et e e L

« Home >

il Explorer - X
Bl Dashboard

:— All services

) Explorer Show examples 2 Provide feedback

- Devices

mas Apps what's coming_soon

Explore data in your tenant based on device, app, and management properties. Learn more about exploring data, including

Endpoint securi
‘ g Y Query your data | Start typing to search your Intune data, or see below for examples @

(/] Agents
En Reports
‘ Users

-~ Groups

ﬁ‘ Tenant administration

X Troubleshooting + support

Find the Intune data you‘re looking for

Search your tenant for info about devices, users, apps, compliance, or
updates. Copilot can also help you understand what kind of questions
you can ask and how to ask them.



Security Copilot

— Microsoft Security Copilot / Usage monitoring default v {4 Export
A Home SecurityCopilot |+ New capacity :
& Agents

Change units (@) View billing in Azure
B  Promptbooks

Provisioned units used

0 of 0 units

¢ Build Preview

5 History v in the last hour
.’.p Owner AN

Overage units used

Owner settings 0 Of 4 units

Role assignment

Workspace using this capacity
Manage workspaces

default

https://securitycopilot.microsoft.com/usage-monitoring



Microsoft Intune admin center

' Home
BN Dashboard

:— All services

[\ ) Explorer

%5 Apps

a, Endpoint security

@b Agents

o] Reports

‘ Users

p 3 Groups

& Tenant administration

X Troubleshooting + support

Home

-~ Devices | Overview

‘ L Search ‘

><

«

< o

N

Overview

All devices
Device query
Monitor

By platform
I Windows
B i0S/iPadOS
M macOos

M Android
B Linux
Device onboarding
B Enrollment

Manage devices

AAA Ar rameavse FAaunritae har nraceina FEnl L Cha £+ E

&) Copilot

Q& @

P\'j c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

Refresh View tour ' Provide feedback
Manage devices by platform
Bm Windows G2 i0S/iPadOS
4 devices 2 devices
EJ macos a8 Android
0 devices 1 device

& Linux

0 devices

Avtaonatch mananement <tatiic



— Microsoft Security Copilot / Usage monitoring default - 4 Export

ﬂ Home

@ Agents 4 .

B  Promptbooks

¢ Build Preview

D History v Apr 17, 10:00 AM
Friday
° 10:00 AM - 11:00 AM
e« Owner A
0 Units used within overage
Owner settings Fri limit 12PM
L_____________________________________________________________________________________ »
Plugin settings | e
2.284
Role assignment Session ID Date - Units used Initiated by Provisioned units S::;
0
Manage workspaces 73b54f85-
b852-4fa7- SS Simon
> offl- Apr 17, 10:55 AM Skotheims  User prompt Automated Unk
eb2c7c/34cf vik (C1)
e
BEJ  Security Store 233ab6f-
57e2-431a- SS Simon
> bf72- Apr 17, 10:51 AM Skotheims  User prompt Automated Unk
7aaf7788fb0 vik (C1)
d
4e84b003-3d7f- SS Simon
411a-b507- Apr 17, 10:46 AM Skotheims  User prompt Automated Unki,

[ - ol [P N RS- P 7 k. B Y

https://securitycopilot.microsoft.com/usage-monitoring
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4 Home

BN Dashboard

i i : » c1.simon.skotheimsvik...
Microsoft Intune admin center @y Copilot N = @ K5 SO N (eKome.
Home >
g» Security Copilot agents X

‘= All services

“ Explorer

‘ Devices

man Apps

% Endpoint security
Reports

‘ Users

Py Groups

A Tenant administration

X Troubleshooting + support

Explore Security Copilot agents that use generative Al and your security tools to perform critical tasks autonomously.

o Change Review Agent | Preview A Device Offboarding Agent ' Preview
— Microsoft ‘_ Microsoft
This agent evaluates the effect of approval requests in This agent can find devices that were removed from Intune,
Intune and makes recommendations for the actions you... but might linger in Microsoft Entra. It provides steps to...
View details View details

g Policy Configuration Agent | Preview
‘,_ Microsoft

Import a document, write instructions in plain language, or
reference an established baseline. This agent will match...

View details

https://learn.microsoft.com/en-us/intune/copilot/agents/
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Microsoft Intune admin center

Home
Dashboard
All services
Explorer

Devices

Apps

a Endpoint security

4 Agents

a
~
-
X

Reports
Users
Groups

Tenant administration

Troubleshooting + support

«

& Copilot 19 SO NS c1.simon.skotheimsvik...

SKOTHEIMSVIK.NO (SKOTHEIMS...

Home > Tenant admin | Multi Admin Approval

MAAOQO2 - Script

Access policy

Basics Edit
Name MAAOO02 - Script
Description Multi Admin Approval for scripts, such as PowerShell scripts or remediation

scripts. This could include create, edit, assign, and delete. Script policies apply
to all platforms.

Policy type Script

Policy platform All platforms

Approver groups Edit

Included groups

Group Status

AZ-Intune-Multi Admin Approval Active



Microsoft Intune admin center & Copilot 19 o @D A c1.simon.skotheimsvik...

9 Home

Bl Dashboard
‘— All services
[\ Explorer

- Devices

=% Apps

‘} Endpoint security
(/] Agents

04 Reports

‘ Users
&. Groups
ﬁ Tenant administration

X Troubleshooting + support

«

SKOTHEIMSVIK.NO (SKOTHEIMS...

Home > Devices | Overview > Windows | Scripts and remediations

Add PowerShell script

@ Basic @ Script settings € Review + submit for approval

Summary

A\ Before this resource can be created, it must be approved by another admin. Before you can submit this request, you must enter
your business justification.

Basics
Name WPS666 - My Personal Local Admin
Description A script to add my own personal local admin on all Windows devices.

Script settings

Business justification

Some incoming verry needed security tunings

Previous ’ Submit for approval




Microsoft Intune admin center

9 Home

Bl Dashboard

:= All services

(n ) Explorer

- Devices

%55 Apps

‘} Endpoint security
4 Agents

04 Reports

‘ Users
&. Groups
‘} Tenant administration

X Troubleshooting + support

«

»

Home > Tenant admin

&) Copilot

@ s o

¢ Tenant admin | Multi Admin Approval

All requests

O Refresh

My requests

== Columns

Access policies

&7

c1.simon.skotheimsvik...

SKOTHEIMSVIK.NO (SKOTHEIMS...

‘ L Search by justification

| Add fitter

Showing 1 to 6 of 6 records

Reque...

4/17/2026, ...
4/17/2026, ...
4/17/2026, ...
3/30/2026, ...
3/28/2026, ...

3/28/2026, ...

J Name Ty

WPS666 - My Personal Local

Admin - Create

MAAOO2 - Script - Create

MAA for Configuration Policy -

Undate
WDCP205 - APP - Microsoft

Edae Manaaed Bookmarks

WDCP205 - APP - Microsoft

Edae Manaaed Bookmarks
MAA for Configuration Policy -

Create

Resource... T Business justificati... T

PowerShell scr...
Access policy

Access policy

Configuration ...

Configuration ...

Access policy

< Previous

Some incoming verry n...

We need more security...

Tuning the namings

Adjusted some texts in ...
Updated with new URL...

| want to apply MAA fo...

Next >

Reque... T, Status T

cl.simon.sk...

cl.simon.sk...

cl.simon.sk...

cl.simon.sk...

cl.simon.sk...

cl.simon.sk...

A Needs approval

® Completed
® Completed
® Cancelled

® Completed

® Completed



Microsoft Intune admin center

ﬁ Home

Dashboard

— All services

Explorer

Devices

Apps

Endpoint security
Agents

| Reports

Users

Groups

Tenant administration

Troubleshooting + support

Home > Tenant admin

B ® sz o~

B Tenant admin | Admin tasks

c2.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

Admin tasks aggregate action items from across Intune in one place. Multi-admin approval and EPM elevation request tasks are
automatically deleted from this view after 30 days. Learn more about admin tasks.

() Refresh Export := Columns

L Search

Task

WPS666 - My Personal Local Admin
MAAO0O02 - Script

MAA for Configuration Policy

WDCP205 - APP - Microsoft Edge
Managed Bookmarks (User)
WDCP205 - APP - Microsoft Edge
Managed Bookmarks (User)

MAA for Configuration Policy

0 % Add filters

Source

Multi admin approval
Multi admin approval

Multi admin approval

Multi admin approval

Multi admin approval

Multi admin approval

Status

A\ Needs approval
@ Completed

@ Completed

€ Cancelled

@ Completed

@ Completed

Assigned to

Security Groups
Security Groups

Security Groups

Security Groups

Security Groups

Security Groups




Microsoft Intune admin center [9 & @ &  c2simonskotheimsvik...

ﬁ Home

. Dashboard
— All services
Explorer

ﬁ Devices

Apps

Q, Endpoint security

SKOTHEIMSVIK.NO (SKOTHEIMS...

WPS666 - My Personal Local Admin - Create

Multi admin approval request

=~ L \YE LT LvLdavool ThNgine puotct gl TR VE AV ULV Jadclivdl ysuliLdrnive oo
10+ Remove-LocalUser -Name $UserName
11+}
12+
13+# Create and enable local user
14+New-LocalUser -Name $UserName °
15+ -Password $securePassword °
16+ -FullName "Super Local Admin" °
17+ -Description "Created for Intune multi-admin approval testing”
18+
19+Enable-LocalUser -Name $UserName
20+

1-+# Add user to local Administrators group

P2+Add-LocalGroupMember -Group "Administrators" -Member $UserName
23+
24+Write-Output "Created and enabled user: $UserName"

25+Write-Output "Added $UserName to local Administrators group."
27A-+

[ \\Approver notes

You may approve or reject this request if you have approver permission.

Approve request ‘ Reject request




Microsoft Intune admin center & & @ &  c2simonskotheimsvik...

SKOTHEIMSVIK.NO (SKOTHEIMS...

Home

A Home ¢) Security Copilot agents

Dashboard
— All services

Explorer Explore Security Copilot agents that use generative Al and your security tools to perform critical tasks autonomously.

Devices
Change Review Agent Preview Device Offboarding Agent  Preview
Apps Microsoft Microsoft

‘ Endpoint security This agent evaluates the effect of approval requests in Intune This agent can find devices that were removed from Intune,

and makes recommendations for the actions you can take. but might linger in Microsoft Entra. It provides steps to...

View details View details

-
AA Users

& Groups Policy Configuration Agent Preview

- . Microsoft
;" Tenant administration

Import a document, write instructions in plain language, or
reference an established baseline. This agent will match...

X Troubleshooting + support

View details




Microsoft Intune admin center

ﬁ Home

Dashboard

— All services

o Explorer
O3

Devices

- Apps

‘} Endpoint security

Reports

aA Users

o4& Groups

% Tenant administration

X Troubleshooting + support

g Pz o~

Home > Security Copilot agents

Change Review Agent (Preview)

Overview

c2.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

Updated as of 4/17/2026, 9:22:02 AM

No agent activity yet

Your organization will be able to monitor and manage the agent. You

should check its output to make sure it's correct and give feedback to

help the agent learn and improve. Like all Al, an agent might be wrong
sometimes.

Learn more about agents B
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& Home > Tenant admin

A Home Tenant admin | Multi Admin Approval
Dashboard

— All services

Explorer 6 Use the Change Review Agent from Security Copilot to evaluate the effect of approval requests in Intune. Set up agent

Devices

Apps .
All requests My requests  Access policies

Endpoint security

Agents O Refresh == Columns

./ Reports ‘/O Search by justification ’ +7 Add filter

Users )
Showing 1 to 6 of 6 records < Previous ’ Page ‘ 1T ’ of 1 ‘ Next >

Groups

Tenant administration Requested on 1| Resource... T Business justification Ty  Requeste... T| Status Ty

WPS666 - My

 PowerShell scr... Some incoming verry nee... cl.simonskot... & Rejected
Personal Local Admin

Troubleshooting + support 4/17/2026, 9:00:09 AM

4/17/2026, 8:37:23 AM Access policy ~ We need more security arr... cl.simon.skot... & Completed

Create

MAA for
Confiauration Policv
WDCP205 - APP -
Microsoft Edae
WDCP205 - APP -

4/17/2026, 8:36:02 AM Access policy  Tuning the namings cl.simonskot... @ Completed

3/30/2026, 7:52:33 AM Configuration ... Adjusted some texts in th... cl.simon.skot... © Cancelled

Naatrec W N New
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Microsoft Security Copilot / Usage monitoring
Home
Agents
Promptbooks

Build Preview

History ~
Embedded Copilot Session - ...
Session: f3aedbef-f1fe-4755-...
97c¢1282b-ffec-46aa-bbd7-1...
Embedded Copilot Session - ...

All history

Owner a
Owner settings

Plugin settings

Role assignment

Manage workspaces

Usage monitoring

Security Store

default ~
by the num—ber 01; provisioned units you'—ve purchas-ed, ar-'ld any added overage
units. Learn more about usage
SecurityCopilot —+ New capacity
Change units (@ view billing in Azure
Provisioned units used Overage units used Workspace using this capacity
O of O units 0 of 4 units default
in the last hour in the last hour A T e Date: Last 24 hours ~ —-©
6
4
2
0 |
12PM
< >
Session ID Date Units used Initiated by Category Type Copilot experience Plugins used
Simon

9c4a2cbd-f49d-4fbOo-
954f-37ef4c8bb12b

https://securitycopilot.microsoft.com/usage-monitoring

Apr 17, 09:40 AM 0.1

Skotheimsvik

(C2)

Global.Intune.ChangeRe

viewAgent

i Export
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EPM

User account Context
EPM Dashboard for user readiness
Wildcards in elevation rules
Copilot to identify elevation risks Fep,

Explicit deny elevation 2024
EPM Support on AVD Ocy
2025

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/whats-new#support-for-user-account-context-in-endpoint-privilege-management-elevation-ruies
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Admin Space

TIIIL SyStem Space

https://learn.microsoft.com/en-us/intune/intune-service/protect/epm-overview
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€ Home > Endpoint security

H P . . . . .
= Home e Endpoint security | Endpoint Privilege Management - X
Bl Dashboard
= All services ‘,O Search ’ T

Overview Reports m Reusable settings Elevation requests

€Y Explorer v Overview
M Devices ® Overview
mum (O Endpoint Privilege Management is now generally available. To use this add-on,
=== Apps - All devices your Global or Billing Administrator can start a trial or buy licenses.
@ Endpoint security B Security baselines
b Agents ¥ Security tasks 1 Create () Refresh | Export i= Columns Vv
o) Reports Vv Manage
‘ Users # Antivirus ‘ 9 Search ’ ®
a Groups

&% Disk encryption
&' Tenant administration & Firewall Policy name Policy type Assigned

Q( Troubleshooting + support ~= Endpoint Privilege EPMO0O01 - Elevation Settings Policy Elevation settings policy Yes
) Management

A Endpoint detection and
response

*& App Control for Business



Microsoft Intune admin center &b Copilot 19 o @ &

9 Home

Bl Dashboard
:=— All services
(w ] Explorer

‘ Devices

S5 Apps

a Endpoint security

49 Agents

Reports

‘ Users

- Groups

A" Tenant administration

X Troubleshooting + support

«

Home > Endpoint security | Endpoint Privilege Management >

EPMOO01 - Elevation Settings Policy =

Elevation settings policy

(/) Summarize with Copilot @ Delete

Configuration settings Edit

~ Privilege management elevation client settings

Endpoint Privilege Management (@ Enabled

Default elevation response (&) Require user confirmation
Validation @ Business justification, Windows authentication
Send elevation data for reporting @) Yes

Reporting scope @ Diagnostic data and all endpoint elevations

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

&



Microsoft Intune admin center &b Copilot 19 o @ &

9 Home

Bl Dashboard

:=— All services

(w ] Explorer

‘ Devices

“5E Apps

a Endpoint security
49 Agents

Reports

‘ Users

- Groups

A" Tenant administration

X Troubleshooting + support

«

Home > Endpoint security | Endpoint Privilege Management >

EPMOO01 - Elevation Settings Policy =

Elevation settings policy

(/) Summarize with Copilot @ Delete

Configuration settings Edit

~ Privilege management elevation client settings

Endpoint Privilege Management (@ Enabled

Default elevation response (&) Require user confirmation

Validation @ Business justification, Windows authentication

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

Send elevation data for reporting @) Yes

Reporting scope @ Diagnostic data and all endpoint elevations




Microsoft Intune admin center &) Copilot 19 LI €) I O ;2;:23’;&&?{‘::(@:&':“ .
« Home > Endpoint security | Endpoint Privilege Management >
H . . .
= Home & EPMOO1 - Elevation Settings Policy = - X
Bl Dashboard Elevation settings policy
‘= All services (/) Summarize with Copilot [i] Delete
(w ] Explorer

Configuration settings Edit

‘ Devices

“5F Apps
~ Privilege management elevation client settings
a Endpoint security

Endpoint Privilege Management @& Enabled
@b Agents P 9 9
Reports
Default elevation response @ Require user confirmation
‘ Users
‘v Groups - R - .
Validation @ Business justification, Windows authentication

A" Tenant administration

X Troubleshooting + support Send elevation data for reporting @)

Diagnostic data and all endpoint elevations

Reporting scope )




Microsoft Intune admin center & Copilot 19 LI €) I O cl.simon.skotheimsvik... 6

SKOTHEIMSVIK.NO (SKOTHEIMS...

€ Home > Endpoint security

Home — . . . o
. @ Endpoint security | Endpoint Privilege Management - X
Bl Dashboard
:— All services ‘/O Search ’ RS

Overview Reports § Policies Reusable settings Elevation requests

-

Explorer v Overview
B Devices ® Overview .
i Elevation report
| 1] | .
aaa APPs B8 All devices See all elevations, both managed and unmanaged by elevation

. . policies.

a Endpoint security B Security baselines
ah

Agents ¥ Security tasks
Reports ~ Manage Managed elevation report

See the status of elevations that occurred inside the elevation
‘ Users # Antivirus management policies.
& Groups &% Disk encryption
A" Tenant administration & Firewall . o
, Elevation report by applications
X Troubleshooting + support — Endpoint Privilege See all elevations, both managed and unmanaged by application.
) Management
A Endpoint detection and
response . )
Elevation report by publisher
*& App Control for Business See number of elevations by each publisher.




Microsoft Intune admin center &b Copilot 19 o @ & Sl ozl o ‘
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«

Home > Endpoint security | Endpoint Elevation deta|l X
@ Home Elevation report

Bl Dashboard This table includes elevations that are manag: I Create a rule with these file details

:— All services

Refresh Export Columi
(w ) Explorer .
File C:\Program Files\PowerShell\7\pwsh.exe
. Devices
. Search Publisher Microsoft Corporation
258 Apps
a Endooint " User justin.time@skotheimsvik.com
S e User name Device
/'y Agents Device RM23-3653402224
justin.time@skotheimsvi...  RM23-36¢
Reports D R Type User-confirmed
justin.time@skotheimsvi...  RM23-36°
‘ Users
justin.time@skotheimsvi... ~ RM23-36: Result 0®
- Groups
£} Tenant administration justin.time@skotheimsvi...  RM23-36% pate and time 01/16/26, 11:34 AM GMT+1
) justin.time@skotheimsvi...  RM23-36¢ T Doi q . .
X Troubleshooting + support Justification oing a demo In a session
justin.time@skotheimsvi...  RM23-36°
Process type Parent
justin.time@skotheimsvi... =~ RM23-36¢
Applicable Rule EPM: JIdle.exe

justin.time@skotheimsvi... =~ RM23-36¢

justin.time@skotheimsvi...  RM23-36¢



Microsoft Intune admin center &) Copilot

9 Home

Bl Dashboard
:— All services
(w ) Explorer

. Devices

“% Apps

a Endpoint security
) Agents

Reports

‘ Users

- Groups

A" Tenant administration

X Troubleshooting + support

«

Create a rule with these file details
@ Create a new policy
O Add to an existing policy

19 @ @ P\'—,J c1.simon.skotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

Type

‘ User confirmed % ’
Child process behavior

‘ Require rule to elevate Vv ’

¥ Require the same file path as this elevation

o T
rirvuwcoo L_erC

justin.time@skotheimsvi... =~ RM23-36¢

justintime@skotheimsvi..  RM23-36z A\PPlicable Rule

justin.time@skotheimsvi...  RM23-36¢

EPM: View Policy :Idle.exe



Microsoft Intune admin center

«

9 Home

Bl Dashboard

:— All services

() Explorer

‘ Devices

T Apps

a Endpoint security
 / Agents
Reports
‘ Users

- Groups

A" Tenant administration

X Troubleshooting + support

&) Copilot

Create a rule with these file details

@ Create a new policy

O Add to an existing policy

Type

@ s 0 &

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

®

User confirmed

User confirmed

Automatic

Deny

Support approved

Elevate as current user v

A Endpoint detection and
response

& App Control for Business

By
Last modified

User's justification

cl.simon.skotheimsvi
01/16/26, 10:15 AM

Demo for my session

sKotheimsvikno.onmicroso

49



Microsoft Intune admin center

9 Home

Bl Dashboard

:=— All services

(w ] Explorer

‘ Devices

“5E Apps

a Endpoint security
49 Agents

Reports

‘ Users

- Groups

A" Tenant administration

X Troubleshooting + support

«

Home > Endpoint security

§) Copilot [9 & (@ &  Clsimonskotheimsvik.. .

SKOTHEIMSVIK.NO (SKOTHEIMS...

o Endpoint security | Endpoint Privilege Management - X

‘ L Search ’

N QOverview

@ Overview

B§ All devices

Security baselines

Security tasks

Vv Manage

# Antivirus

-
e
A

Disk encryption
Firewall

Endpoint Privilege
Management

Endpoint detection and
response

“® App Control for Business

N
~

«
Overview Reports Reusable settings Elevation requests

(D Endpoint Privilege Management is now generally available. To use this add-on,
your Global or Billing Administrator can start a trial or buy licenses.

Create Refresh Export Columns v

Search @
Policy name Policy type Assigned
EPMO0O01 - Elevation Settings Policy Elevation settings policy Yes
EPMO002 - PS1 - As Current User Elevation rules policy Yes



Microsoft Intune admin center &) Copilot 19 o @ o ;;';:Ei’n';\’fﬁgh(‘::(rgi’éms .
« - > EPM002 - PS1 - As Current Use  Ryle properties ~
@ Home Edit proﬁle - EPMOOZ . Elevation rules policy
Bl Dashboard Settings catalog
Elevation type @ ‘ Elevate as current user % ’

:— All services

Configuration settings
o
EfplerE Validation @

. Devices A~ Privilege Management ‘ Windows authentication ' ’

== AbpDSs
== App Elevation Rules set the conditions
Additional Validation Requirements ()

a Endpoint security + Add [i] Delete Ele
o ‘ Business justification % ’
S D Elevation type @
Reports ) _ -
D Elevate as current user Child process behavior (@) Require rule to elevate % ’
‘ Users
& Groups File information
A" Tenant administration
"l< Troubleshooting + support Using the principle of least privilege, provide properties that apply to the trusted apps

you want to let have elevated privileges. If the rule is too broad, there can be
unintended elevations. Learn more about elevation rules

Review + save Cancel Save



Microsoft Intune admin center

9 Home

Bl Dashboard
:— All services
(W) Explorer

- Devices

% Apps

‘, Endpoint security
) Agents
En Reports

‘ Users

a Groups

S} Tenant administration

X Troubleshooting + support

i Configuration settings

A Privilege Management

-+ Add ] Delete

D Elevation type @

> EPMO002 - PS1 - As Current Use

Edit profile - EPM002

Settings catalog

O,

Elevation Rules set the conditions

Eley

D Elevate as current user

Review + save Cancel

4 Copilot [9 & @ &  Clsimonskotheimsvik.. .

SKOTHEIMSVIK.NO (SKOTHEIMS...

Rule properties X

Elevation rules policy

Elevation type @ Elevate as current user % ’

Validation @

‘ Windows authentication

Additional Validation Requirements ()

‘ Business justification

Child process behavior (@) Require rule to elevate

File information

Using the principle of least privilege, provide properties that apply to the trusted apps
you want to let have elevated privileges. If the rule is too broad, there can be
unintended elevations. Learn more about elevation rules

Save



2 Powershell 7 (x64)

PS C:\Users\JustinTime> whoami
azuread\justintime
PS C:\Users\JustinTime>

wiuyﬁﬂhv
(XB5;




Microsoft Intune admin center

9 Home

Bl Dashboard
:— All services
(W) Explorer

- Devices

% Apps

‘, Endpoint security

) Agents

En Reports

‘ Users

a Groups

S} Tenant administration

X Troubleshooting + support

«

&) Copilot

Home > Endpoint security | Endpoint Privilege Management >

Elevation report

@z 0 &

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

X

This table includes elevations that are managed by specific rules and those that were not defined by rules but are captured by default elevation setting...

() Refresh Export

= Columns

/O Search

O

User name

justin.time@skotheimsvi...
justin.time@skotheimsuvi...
justin.time@skotheimsuvi...
justin.time@skotheimsuvi...
justin.time@skotheimsvi...
justin.time@skotheimsuvi...
justin.time@skotheimsuvi...
justin.time@skotheimsvi...

justin.time@skotheimsvi...

Device

Date: After 01/12/2026, 03:26 PM

File

X

“/ Add filters

Result

RM23-3653402224 C:\Windows\system32\whoami.exe Completed

RM23-3653402224

RM23-3653402224

RM23-3653402224

RM23-3653402224

RM23-3653402224

RM23-3653402224

RM23-3653402224

RM23-3653402224

C:\Program Files\PowerShell\7\pwsh.exe
C:\Windows\system32\whoami.exe

C:\Program Files\PowerShel\7\pwsh.exe

C:\Windows\System32\cmd.exe
C:\Windows\System32\cmd.exe

C:\Windows\System32\cmd.exe

C:\Windows\system32\whoami.exe

C:\Windows\System32\cmd.exe

Completed
Completed
Completed
Completed
Completed
Completed
Completed

Completed

11 items



Microsoft Intune admin center

9 Home

Bl Dashboard
:— All services
(w ) Explorer

. Devices

“% Apps

a Endpoint security
) Agents

Reports

‘ Users

- Groups

A" Tenant administration

X Troubleshooting + support

«

Elevation report

4 Copilot [9 & @ &  Clsimonskotheimsvik.. .

SKOTHEIMSVIK.NO (SKOTHEIMS...

Home > Endpoint security | Endpoint Privilege Management >

X

This table includes elevations that are managed by specific rules and those that were not defined by rules but are captured by default elevation setting...

Refresh Export

Columns Vv

Fwa o

User name

justin.time@skotheimsvi...
justin.time@skotheimsuvi...
justin.time@skotheimsuvi...
justin.time@skotheimsuvi...
justin.time@skotheimsvi...
justin.time@skotheimsuvi...
justin.time@skotheimsuvi...
justin.time@skotheimsvi...

justin.time@skotheimsvi...

Device

RM23-365340222

RM23-3653402224

RM23-3653402224

RM23-3653402224

RM23-3653402224

RM23-3653402224

RM23-3653402224

RM23-3653402224

RM23-3653402224

11 items

Date: After 01/12/2026, 03:26 PM X Add filters

File Result

C:\Windows\system32\whoami.exg

arule with these file details

Create
(@) Create anew policy

O Add to an existing policy

Require rule to elevate ;
te
Allow all child processes to run eleva —
Require rule to elevate ~

em32\cmd.exe Completed




Microsoft Intune admin center &b Copilot 19 & @ & ;;Ioimagvsl:ighg:(rgfﬂll:ns .
« Home > Endpoint security | Endpoint| - Ryyle properties b4
H . 0 c .
. ome Edlt pFOfI|e _ EPMOOZ . Elevation rules policy
Bl Dashboard Settings catalog Wildcards are not supported for automatic elevation.

:— All services

S Explorer Configuration settings Elevation type @ Deny N
. User confirmed

W Devices A Privilege Management

B Apps Child process behavior @& Automatic

Elevation Rules set the conditions

a Endpoint security + Add [i] Delete Ele
O Agents . File information T
D Elevation type @
Reports Elevate as current user
D Elevate as current user Using the principle of least privilege, provideprope Tta
‘ Users you want to let have elevated privileges. If the rule is too broad, there can be
unintended elevations. Learn more about elevation rules
- Groups

A" Tenant administration

X Troubleshooting + support

File name @& pwsh.exe

Review + save Cancel Save
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Admin Task

Your centralized “single pane of glass”

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/whats-new#manage-tasks-and-requests-from-the-centralized-admin-tasks-node-in-microsoft-intune-public-preview



Admin Tasks

Centralized view to discover, organize, and
act on security tasks and user elevation
requests

The following task types are supported:

* Endpoint Privilege Management requests
* Microsoft Defender security tasks
 Multi Admin Approval requests

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/whats-new#manage-
tasks-and-requests-from-the-centralized-admin-tasks-node-in-microsoft-intune-public-preview

Microsoft Intune admin center

« Home Tenant admin

f§ Home

B Tenant admin | Ac

Bl Dashboard

>
e

:— All services Search

€ Explorer & Tenant status

M Devices By Admin tasks

555 Apps &: Remote Help

“: Endpoint security ¢ Microsoft Tunnel Gateway
() Agents & Cloud PKI

B Reports #* Connectors and tokens
& Users B Assignment filters

& Groups & Roles

&' Tenant administration % Microsoft Entra Privileged

A Troubleshooting + support Identity Management

® Diagnostics settings

Bl Audit logs



- - : = c1.simon.skotheimsvik... .
Microsoft Intune admin center &) Copilot [’ o @ K SKOTHEIMSYIK.NO (SKOTHEIMS..

« Home > Tenant admin

H . .
= Home B, Tenant admin | Admin tasks X
R Dashboard
= All services A Search J ¢« Admin tasks aggregate action items from across Intune in one place. Tasks are

O el automatically deleted from this view every 30 days. Learn more about admin tasks.
oot & Tenant status

L
was Apps & Remote Help
@ Endpoint security &> Microsoft Tunnel Gateway ‘ - Search O, ' Add filters
@b Agents & Cloud PKI
Task Source Status
= Reports #* Connectors and tokens
Endpoint privilege
‘ Users i fil 7zFM.exe Pendin
S Assgnment iers management approval A :
& Groups Endpoint privilege
s Spce manF; emI:nt a , roval @ Completed
L4 Identity Management RM23-1387775769 Multi admin approval % Rejected
Troubleshooting + support
B Diagnostics settings MAAQO1 - Device Wipe Multi admin approval @ Completed
B Audit logs MAAOO1 - Device Wipe Multi admin approval % Cancelled
B3 Device diagnostics
o T ISSSE—
4

Multi Admin Appbroval



Microsoft Intune admin center

' Home
Bl Dashboard

:=— All services
[\ ) Explorer

‘ Devices

°% Apps
a Endpoint security
(/] Agents

Reports

‘ Users
& Groups
& Tenant administration

X Troubleshooting + support

K

Home > Tenant admin

&, Tenant admin | Adi

»

Refresh Export

Admin tasks aggregate action iter
days. Learn more about admin tas

C

Search

IE

cmd.exe

RM23-1387775769
MAAO0O01 - Device Wipe

MAAOO01 - Device Wipe

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

® x 0 &

&) Copilot

Elevation request properties X

—— Create a rule with these file details

File
Publisher
Username
Device

Intune compliant

Request details

Status

By

Last modified
User's justification

Approval expiration

AAdAmin'c raacan

(/) Analyze with Copilot

7zFM.exe

UnknownPublisher
justin.time@skotheimsvik.com
RM23-3653402224

true

Pending

01/19/26, 4:02 PM
| need to do some very important stuff on my own

01/26/26, 4:02 PM



Microsoft Intune admin center

' Home
Bl Dashboard

:= All services

[\ ) Explorer

‘ Devices

ab Apps

a Endpoint security
(/] Agents

Reports

‘ Users

& Groups

& Tenant administration

X Troubleshooting + support

K

Home > Tenant admin

&, Tenant admin | Adi

»

Admin tasks aggregate action iter
days. Learn more about admin ta:

Refresh Export

C

Search

IE

7zFM.exe

cmd.exe

RM23-1387775769
MAAOOT1 - Device Wipe

MAAOO1 - Device Wipe

&) Copilot

® x 0 &

Elevation request properties

—~ Create a rule with these file details || (/) Analyze with Copilot

File
Publisher
Username
Device

Intune compliant

Request details

Status

By

Last modified
User's justification

Approval expiration

AAdAmin'c raacan

7zFM.exe

UnknownPublisher

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

justin.time@skotheimsvik.com

RM23-3653402224

true

Pending

01/19/26, 4:02 PM

o

X

| need to do some very important stuff on my own

01/26/26, 4:02 PM



Microsoft Intune admin center

‘ Home
Bl Dashboard

:— All services
€3 Explorer

- Devices

* Apps

a Endpoint security

9 Agents

Reports

‘ Users

& Groups

&' Tenant administration

‘K Troubleshooting + support

«

Home > Tenant admin

B Tenant admin | Adi

»

Admin tasks aggregate action iter

days. Learn more about admin ta:s

() Refresh Export

= C

O Search

Task

7zFM.exe

cmd.exe

RM23-1387775769
MAAOQO01 - Device Wipe

MAAOO1 - Device Wipe

&y Copilot

R’j c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

Q& @

Elevation request properties X

~~ Create a rule with these file details

File
Publisher
Username
Device

Intune compliant

Request details

Status

By

Last modified
User's justification

Approval expiration

I\rlm;n'c roaacmm

(/) Analyze with Copilot

7zFM.exe 4
UnknownPublisher
justin.time@skotheimsvik.com
RM23-3653402224

true

Pending

01/19/26, 4:02 PM
| need to do some very important stuff on my own

01/26/26, 4:02 PM
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Microsoft Intune admin center @ Copilot [ 2B (@ &

' Home

Bl Dashboard

:= All services
(N Explorer

‘ Devices

HH Apps

% Endpoint security
/3 Agents
Reports
‘ Users
& Groups

& Tenant administration

X Troubleshooting + support

K

»

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

7 Endpoint security | Endpoint Privilege Management

Overview Policies Reusable settings Elevation requests

Elevation report
See all elevations, both managed and unmanaged by elevation
policies.

Managed elevation report
See the status of elevations that occurred inside the elevation
management policies.

Elevation report by applications
See all elevations, both managed and unmanaged by application.

&



Microsoft Intune admin center

' Home

Bl Dashboard

:= All services

[\ ) Explorer

‘ Devices

25 Apps

a Endpoint security
(/] Agents

Reports

‘ Users

& Groups

& Tenant administration

X Troubleshooting + support

K

n <« @0 &

&) Copilot

(ML= |uy\.| Hi<iiv PUII\.-I\..--J.

Elevation report by applications
See all elevations, both managed and unmanaged by application.

Elevation report by publisher
See number of elevations by each publisher.

Elevation report by user

See number of elevations by each user.

Denied elevation report
See number of denied elevations by each user.

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...




Microsoft Intune admin center

4 Home

Bl Dashboard

:= All services

[\ Explorer

- Devices

25 Apps

'; Endpoint security
(/] Agents

[0 Reports

‘ Users

a0 Groups

&' Tenant administration

3( Troubleshooting + support

K

&) Copilot

Home > Endpoint security | Endpoint Privilege Management

Elevation report by User

See number of elevations by each User

@z 0 &

@ Due to the amount of data, this report might take some time to generate and will expire after 72 hours.

= Columns v

Report generated 02/13/2026, 10:18 AM ®

‘ L Search

User name

justin.time@skotheimsvik.com

Managed elevations

16

Unmanaged elevations

c1.simon.skotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

1 item

Total elevations |

16




Microsoft Intune admin center

4 Home

Bl Dashboard

= All services
Explorer

‘ Devices

RRm Apps

a Endpoint security

/. Agents

Reports

‘ Users

& Groups

& Tenant administration

X Troubleshooting + support

&) Copilot

@z o

Home > Endpoint security | Endpoint Privilege Management > Elevation report by User

Elevation report by Application for a month

See number of elevations for a month

O Refresh == Columns

‘ O Search

User name T

justin.time@skotheimsvik.com
justin.time@skotheimsvik.com
justin.time@skotheimsvik.com
justin.time@skotheimsvik.com
justin.time@skotheimsvik.com
justin.time@skotheimsvik.com

justin.time@skotheimsvik.com

Device T

RM23-3653402224
RM23-3653402224
RM23-3653402224
RM23-3653402224
RM23-3653402224
RM23-3653402224

RM23-3653402224

File Ty
whoami.exe
pwsh.exe
cmd.exe
cmd.exe
7zFM.exe
7zFM.exe

shutdown.exe

Type TL
Automatic
User-confirmed
User-confirmed
Support-approved
Support-approved
User-confirmed

Automatic

&7

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

Monthly Elevations T
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Restore
Irst sign-in

Kick-start your users on their
fresh installed Windows device

NOV
2025

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/whats-new#manage-tasks-and-requests-from-the-centralized-admin-tasks-node-in-microsoft-intune-public-preview




Restore at First Sign-in

OneDrive for Business Known Folder Move
Enterprise State Roaming in Entra ID
Backup Windows settings

Restore Windows settings

Microsoft Intune admin center

4 Home

Bl Dashboard

:=— All services

€Y Explorer

- Devices

e Apps

% Endpoint security
L/ Agents

Reports

‘ Users

‘v Groups

A Tenant administration

% Troubleshooting + support

skotheimsvik.no

Securely m
devices, ac
apps with |

Maximize productivity and simg
compromising endpoint manag

Status

Devices not in compliance

4
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Restore at First Sign-in  *

Bl Dashboard

- :
nterprise State Roaming in Entra ID

Wi INDOWS |T PRO B

Backup Windows settings
windows fi

Miranda_Leschke
\ Cob 24, 2026
nerally available

experience is now g€
e functionality

ds of h

Restore Windows settings

Is NO

The first sign-in restore
ybr'\d—managed

i means
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Restore at First Sign-in

OneDrive for Business Known Folder Move
Enterprise State Roaming in Entra ID
Backup Windows settings

Restore Windows settings

Reduce migration overhead

Minimize user disruption

Strengthen device resilience against incidents
Simplify transition to new devices

Reduce troubleshooting

Microsoft Intune admin center

9 Home

Bl Dashboard

= All services

(W) Explorer

‘ Devices

man Apps

a Endpoint security
(/] Agents

Reports

‘ Users

Py Groups

A" Tenant administration

"( Troubleshooting + support

K

Home > Devices | Overview > Winc

0=] Windows | Config

‘/O Search ’ ¢

Bl Windows devices
¥ Monitor
v Device onboarding
B Windows 365
Bl Enroliment
Vv Manage devices
B Compliance
B Scripts and remediations
E Group Policy analytics

eSIM cellular profiles
(preview)

> Manage updates

> Oraganize devices
Add or remove favorites by pressing CtrL+Shift+F



Microsoft Intune admin center

9 Home

Bl Dashboard

:=— All services

(w ] Explorer

‘ Devices

255 Apps

a Endpoint security
49 Agents

Reports

‘ Users

- Groups

A" Tenant administration

X Troubleshooting + support

‘ L Search ’

B Windows devices
¥ Monitor

v Device onboarding

B Windows 365

Bl Enroliment

Manage devices

B Configuration

B compliance

B Scripts and remediations
B8 Group Policy analytics

— eSIM cellular profiles
(preview)

RS

Manage updates

Organize devices

&) Copilot 19 23 @ A
Home > Devices | Overview > Windows

(0=] Windows | Configuration

<>

«
Policies Import ADMX

—+ Create Vv Refresh Export Columns

Import Policy

Policy name

EPMOO1 - Elevation Settings Policy

MSBO0O01 - Security Baseline for Win«
MSBO002 - Security Baseline for Mici
MSBO003 - Security Baseline for Mici
MSBO004 - Security Baseline for Mici
MSBO0O05 - Security Baseline for Win

WDCPOO0O - OS - Device Guard and

New PO|IC
_" ® Add filters

Policy type

Elevation settings policy

Security Baseline for Windows 10 an
Security Baseline for Microsoft Edge
Microsoft Defender for Endpoint Sec
Microsoft 365 Apps for Enterprise Se
Windows 365 Security Baseline (Vers

Settings catalog

c1.simon.skotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

87 policies

Last modifi

1/19/2026,
8/28/2025,
8/28/2025,
8/28/2025,
8/28/2025,
8/28/2025,

4/19/2024,



Microsoft Intune admin center

4 Home

Bl Dashboard

= All services

() Explorer

‘ Devices

i1 Apps

a Endpoint security
4 Agents

Reports

‘ Users

P Groups

& Tenant administration

X Troubleshooting + support

Home > Devices | Overview > Windo Create a profile

o= Windows | Configu

‘ L Search ’

B Windows devices
¥ Monitor
\ Device onboarding
B Windows 365
Bl Enrollment
Vv Manage devices
E§ Configuration
B Compliance
B Scripts and remediations
E8 Group Policy analytics

,— €SIM cellular profiles
(preview)

> Manage updates

> Organize devices

: = c1.simon.skotheimsvik... .
- (el [9 e O A SKOTHEIMSVIK.NO (SKOTHEIMS...
X
Platform
‘ Windows 10 and later % ’
Profile type
‘ Settings catalog % ’

Start from scratch and select settings you want from the library of available settings




. . : 5 c1.simon.skotheimsvik...
Microsoft Intune admin center &) Copilot Q 5@’33 @ po\ SKOTHEIMSVIK.NO (SKOTHEIMS... ‘

« Home > Devices | Overview > Windows | Configuration >
= Home g WDCP027 - OS - Windows Backup = - X
Bl Dashboard Device configuration profile
:= All services (/) Summarize with Copilot  [i] Delete
() Explorer R
‘ Devices

Scope tags Edit
%%F Apps

a Endpoint security Selected tags Default
&)

Agent . . - .
s Configuration settings Edit

Reports

‘ Users ~ Administrative Templates

P Groups . -
Windows Components > Sync your settings

A Tenant administration

X Troubleshooting + support

Enable Windows Backup @ Enabled
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Microsoft Intune admin center

4 Home

Bl Dashboard

:=— All services

() Explorer

. Devices

25 Apps

‘ Endpoint security
b Agents

i) Reports

‘ Users

2 Groups

&' Tenant administration

X Troubleshooting + support

K

Home > Devices

= Devices | Enrollment

‘ L Search

@ Overview
Wy All devices
,. Device query
& Monitor

> By platform

\ Device onboarding

B Windows 365

> Manage devices
> Manage updates
v Organize devices
Bl Device clean-up rules

&% Assignment filters

><

«

= A

& &

0

&) Copilot

Automatic
Enrollment

CNAME Validation
Co-management
Settings

Device platform
restriction

Device limit
restriction

Enrollment
notifications

Windows Hello for
Business

Windows Backup

and Restore

c1.simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

o % @ &

Configure Windows devices to enroll when they
join or register with Azure Active Directory

Test company domain CNAME registration for
Windows enrollment

Configure co-management settings for
Configuration Manager integration

Configure which platform versions can enroll

Define how many devices each user can enroll

Send email or push notifications to devices after
they enroll

Replace passwords with strong two-factor
authentication

Configure whether a user sees a page where they
can choose to restore from a backup the first time
they start their device




Microsoft Intune admin center

4 Home

Bl Dashboard

= All services

() Explorer

‘ Devices

25 Apps

a Endpoint security
4 Agents

Reports

‘ Users

P Groups

A Tenant administration

X Troubleshooting + support

K

Home > Devices

i Devices | Enrollmer

‘ L Search

><

@ Overview
By All devices
,Q Device query
& Monitor

> By platform

\ Device onboarding

B Windows 365

> Manage devices
> Manage updates
v Organize devices
Bl Device clean-up rules

&% Assignment filters

&) Copilot

o % @ &

Windows Backup and Restore

Windows enrollment

Essentials

Last modified

Assigned to

c1.simon.skotheimsvik... .

SKOTHEIMSVIK.NO (SKOTHEIMS...

X

10/27/2025, 09:09 AM

All users.

Configure whether a user sees a page where they can choose to restore from a backup
the first time they start their device. Note, this feature is not available for Government
Community Cloud or Department of Defense. Learn more about restoring_backups

() Before you can restore a backup, it must be set up in Settings Catalog.
Go to Settings Catalog_to configure backup settings

Show restore page

‘On

Discard






Let's set things up for your
work or school

You can't get there from here




Something went wrong

Privacy Statement

Set up as a new PC




You can't restore this PC later

Try again Set up as a new PC




Microsoft Entra admin center

% Home

&% Entra agents

Y Favorites N
é EntralD N\
@ Overview

R Users

8 Groups

&1 Devices

Agent ID (Preview)

B &

é'lo

Enterprise apps

App registrations

Roles & admins

»

O Search resources, services, and docs (G+/) @pCopilot QN & @ L simon.skotheimsvik... (@
Home > Users > Simon Skotheimsvik
%) Simon Skotheimsvik | Sign-inlogs = - X
User
' Download \» £33 Export Data Settings X Troubleshoot () Refresh | == Columns |

o This view will soon be replaced with a view that includes more filters infinite scrolling, and column reordering. Try out our

new signins preview.

Date : Last 24 hours

User contains

User sign-ins (interactive)

Date J Request ID

2/23/2026, 12:15:16 ... 4df8d067-9872-440...

2/23/2026, 12:15:14 ... 9ed142c6-b552-406...
2/23/2026, 12:14:48 ... 2535b71c-843d-4aef...
2/23/2026, 12:14:46 ... 4076f35d-06d3-466...

2/23/2026, 8:58:18 AM 3a7f9c94-f1dd-4008...

-

Show dates as : Local

T Add filters

User sign-ins (non-interactive)

User Ty  Application Ty Status

Simon Skotheimsvik ... | Windows Backup an... Failure

Simon Skotheimsvik ... Failure

Windows Backup an...

Simon Skotheimsvik ... Microsoft Authentica... Success
Simon Skotheimsvik ... Microsoft Authentica... Success
Simon Skotheimsvik ... Windows Sign In Success
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Microsoft Entra admin center

Home

Entra agents

Basic info

) o

Favorites

@ B & 3 O O %

B

é'lo

Entra ID

Overview

Users

Groups

Devices

Agent ID (Preview)

Enterprise apps

App registrations

Roles & admins

L Search resources, services, and docs (G+/)

Date
Request ID

Correlation ID

Location

@ Copilot 0O & @ & simon.skotheimsvik...

Activity Details: Sign-ins

Device info  Authentication Details Conditional Access Report-only

2/23/2026, 12:15:14 PM

Authentication requirement  Single-factor authentication

Agent Type

Status

Not Agentic

Failure

Continuous access evaluation No

Sign-in error code

Failure reason

Additional Details

53000

Device is not in required device state: {state}. Conditional Access policy requires a compliant
device, and the device is not compliant. The user must enroll their device with an approved

MDM provider like Intune.

e

X

Your administrator might have configured a conditional access policy that allows access to
your organization's resources only from compliant devices. To be compliant, your device
must be either joined to your on-premises Active Directory or joined to your Azure Active
Directory. More details available at https://support.microsoft.com/account-
billing/troubleshooting-compliance-error-messages-for-a-work-or-school-account-
479a9c42-d9d1-4e44-9e90-24bbad96c251
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Microsoft Entra admin center

Home

Entra agents

) o

Favorites

@ B & 3 O O %

B

é'lo

Entra ID

Overview

Users

Groups

Devices

Agent ID (Preview)

Enterprise apps

App registrations

Roles & admins

£ Search resources, services, and docs (G+/) &) Copilot o« @ &

FOACACAT LI I S e LA

User

Username

User ID

Sign-in identifier
Session ID

App owner tenant ID
Resource owner tenant ID
User type

Cross tenant access type
Application

Application ID

Resource

Resource ID

Resource tenant ID

simon.skotheimsvik... &

Directory. More details available at https://support.microsoft.com/account-

billing/troubleshooting-compliance-error-messages-for-a-work-or-school-account-
479a9c42-d9d1-4e44-9e90-24bbad96c251

1. Review the diagnosis and act on suggested fixes.

Simon Skotheimsvik

simon.skotheimsvik(

Member
None

Windows Backup and Restore

74d197dc-b84d-4d43-a1b2-b5bf3bb91c11

Microsoft Activity Feed Service

d32c68ad-72d2-4acb-a0c7-46bb2cf93873

256fe0b9-baf7-42a5-95b6-c7902f95bcb5
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Microsoft Entra admin center

Home

Entra agents

) o

Favorites

@ B & 3 O O %

B

é'lo

Entra ID

Overview

Users

Groups

Devices

Agent ID (Preview)

Enterprise apps

App registrations

Roles & admins

L Search resources, services, and docs (G+/)

FOACACAT LI I S e LA

User

Username

User ID

Sign-in identifier
Session ID

App owner tenant ID
Resource owner tenant ID
User type

Cross tenant access type
Application

Application ID

Resource

Resource ID

Resource tenant ID

@ Copilot Q& @

K
Directory. More details available at https://support.microsoft.co

billing/troubleshooting-compliance-error-messages-for=g

479a9c42-d9d1-4e44-9e90-24bbad96

Simon Skotheimsvil}

simon.skotheimsvik(

Member
None
Windows Backup and Restor
74d197dc-b84d-4d43-a1b2-b5bf3bb91c11
Microsoft Activity Feed Service
d32c68ad-72d2-4acb-a0c7-46bb2cf93873

256fe0b9-baf7-42a5-95b6-c7902f95bcb5

ultiple

simon.skotheimsvik...
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# Home
2h Dashboard

= All services
% Explorer
W) Devices
%52 Apps
T Endpoint security
@) Agents
BB Reports

‘ Users

& Groups

& Tenant administration

X Troubleshoot'mg + support

ne admin center

Home gndpoint security

CA300 - Internals -

Conditional Access policy
/5 View policy impact

fi] Delete /5 View policy information
Sele

cedartl more

ct what this policy applies t0

Name

Assignments
///,/,,//
Users or agents (Preview) ©)

specific users included and specific users

exduded
——
O All agent resources (Preview)

Target resources ®

A\\ resources (formerly All cloud apps) @ Select resources

mc\uded and 1 resources exc\uded

................................................................... Select resources based on attributes ®

= £ 1
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# Home
2h Dashboard

= All services

% Explorer

W) Devices

:‘.\Ei Apps

T Endpoint security
&b Agents

BB Reports

‘ Users

& Groups

& Tenant administration

X Troub\eshoot'mg + support

une admin center

simon.skotheimsv'\k...

g Copilot ® z O &
Home gndpoint security\Conditiona\ access ’ Conditional Access\Po\ides
a\s — lb—u.‘-‘ - - - - -

CA300 - Intern

ditional Access policy
pact

Con
/5> View policy im

fi] Delete /5 View policy information
cedartl more
select what this policy applies t0
Name ces (formerly cloud ap
Include Exclude
Assignments —
’7/’_’_”/ 'I—’J//'if/i/’if/ 3= "il = = () = am= s alan al-ma L)
Resources

Users or agents (Preview) ©)
oseable Applicatlons

and specll cho

specific useé
exduded
Search

c68ad—72d2-43cb-a0c7 -46bb2cf93873

........................................................... ‘I‘I d32
1 result found

Agent blueprints

%Target resourc
ations
Details

ces (form
Enterprise applic

erly "All cloud
xclu Al

Type

All resour

Name
d32c68ad-72d2—4

Enterprise ap--

\ 4
Wi

u m Microsoft Activity Feed Service

rs '\nc\uded
\ 4 '
X
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MODERN
ENDPOINT

SUMMIT
2@

Remove
Built-in Apps

Aka bloatware

https://support.microsoft.com/en-us/topic/policy-based-removal-of-pre-installed-microsoft-store-apps-e1d41a92-b658-4511-95a6-0fbcc02b4e9c



Microsoft Intune admin center &) Copilot 19 LI €) I O c1.simon.skotheimsvik... .
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€ Home > Devices | Overview > Windows

= Home g Windows | Configuration - X

Bl Dashboard

:— All services ‘/O Search ’ ¢ K
~ Policies Import ADMX
Explorer B} Windows devices
‘ Devices i
¥ Monitor —+ Create Vv Refresh Export Columns 87 policies
HER
=== Apps “ Device onboarding
a& Endpoint security B Windows 365 + New Pollcy O Add filters
/2 Agents Bl Enroliment Import Policy
Reports  Manage devices Policy name Policy type Last modifi
Users i i
‘ B Configuration EPMOOT1 - Elevation Settings Policy  Elevation settings policy 1/19/2026,
- Groups i
B Compliance MSBO0OT1 - Security Baseline for Win« Security Baseline for Windows 10 an 8/28/2025,
&’ Tenant administration B Scripts and remediations

MSBO002 - Security Baseline for Mici Security Baseline for Microsoft Edge  8/28/2025,

/ .
X Troubleshooting + support @ Group Policy analytics

MSBO0O03 - Security Baseline for Mici  Microsoft Defender for Endpoint Sec  8/28/2025,

— eSIM cellular profiles
(preview)

RS

MSBO004 - Security Baseline for Mici  Microsoft 365 Apps for Enterprise Se  8/28/2025,

https://learn.microsoft.com/en-us/windows/configuration/policy-based-inbox-app-removal/policy-based-inbox-app-removal?tabs=intune

S Organize devices I WDCPO0O0O - OS - Device Guard and Settings catalog 4/19/2024, * I



Microsoft Intune admin center

9 Home
Bl Dashboard
:— All services

(w ] Explorer

‘ Devices

28 Apps

a Endpoint security
L/ Agents
Reports
‘ Users
- Groups

A" Tenant administration

X Troubleshooting + support

Edit profile - WDCP026 - OS - Remove Bloatware

Settings catalog

Configuration settings

Add settings ©

A Administrative Templates

&) Copilot

® s o

Windows Components > App Package Deployment

Feedback Hub (Device) @)

Microsoft 365 Copilot (Device) &)

Microsoft Clipchamp (Device) @

Microsoft Copilot (Device) @)

1 1 of 27 settings in this subcategory are not configured

&

c1.simon.skotheimsvik... ‘

SKOTHEIMSVIK.NO (SKOTHEIMS...

Remove category

Remove subcategory



Microsoft Intune admin center

9 Home

Bl Dashboard
:— All services
(w ] Explorer

- Devices

% Apps

‘, Endpoint security
49 Agents
En Reports

‘ Users

a Groups

P Tenant administration

X Troubleshooting + support

«

Microsoft News (Device) &)

Microsoft Photos|** (Device) @)

Microsoft Solitaire Collection (Device) &)

Microsoft Sticky Notes (Device) &)

Microsoft Teams (Device) @

Microsoft To Do (Device) &)

MSN Weather (Device) @

Outlook for Windows (Device) &)

Paint (Device) @)

Quick Assist (Device) @

Snipping Tool (Device) @

Windows Calculator (Device) &)

&) Copilot

WRVE . RUNVE RURVENE B

True

True

True

False

False

False

True

False

False

True

False

False

® s 0 &

c1.simon.skotheimsvik...
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Microsoft Intune admin center
K
9 Home
Bl Dashboard
:=— All services
(w ] Explorer
‘ Devices
255 Apps
a Endpoint security
49 Agents
Reports
‘ Users
- Groups
A" Tenant administration

X Troubleshooting + support

Windows Camera ** (Device) @)

Windows Media Player ** (Device) @)

Windows Notepad ** (Device) @&

Windows Sound Recorder (Device) &)

Windows Terminal (Device) &

Xbox Gaming App (Device) &)

Xbox Identity Provider * (Device) @)

Xbox Speech To Text Overlay * (Device)
@

Xbox TCUI * (Device) &

Remove Default Microsoft Store
packages from the system. &) @O

&) Copilot

@ False

False
False
False

False

True
True

True

® s 0 &

c1.simon.skotheimsvik...
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File Action View Help

= znE HE

@ Event Yiewer (Local)
» [ Custom Views

Microsoft-Windows-AppXDeploymentServer/Operational MNumber of events: 6,838 Actions

» [& Windows Logs “F  Filtered: Log: Microsoft-Windows-AppXDeploymentServer/Operational; Source: ; Event ID: 762, Mumber of events: 0 Microsoft-Windows-AppADeploym... &

v B Applications and 5ervices Logs Open Saved Log..
fs| Hardware Events
g.—| Internet Explorer
g.—| Key Management Service

| Microsoft

Level Date and Time Source Event I} Task Category

Create Custom View...
Import Custom View..,
Clear Log...

— AppV T Filter Current Log...

~ Autopilot Clear Filter

= User Experience Virtualization

>

>

5 [ System

3 Properties
b

- ‘nf".!'indcuws Disable Log

| AAD

| Accellib-AccelCx

| All-User-Install-Agent
| AppHost

Save Filtered Log File As...
Attach a Task To this Log...

= ApplD
| ApplicabilityEngine

E
&8 Find..
k=
T

Save Filter to Custom View...

| Application Server-Applications Yiew
| Application-Experience

i Refresh

Help

- Applocker

| AppModel-Runtime
| AppReadiness General Details
| Apps

| Apps-AP|

| AppXDeployment

>
b
>
>
b
>
>
b
>
>
>
>
>
>
LY

| AppXDeployment-Server

|E—| Microsoft-Windows-AppXDeploymentServer/Operational
| Microsoft-Windows-AppXDeploymentServer/Restricted
- AppADeployment-Server-UndockedDeh
“| AppxPackagingOM Source:
| ASNT Event ID: Task Category:

o re ' ' (=g '

Log Mame:
Logged:

== Q Search

'YX



@Event"."iewer
File Action View Help

= | 2E BE

Q Event Viewer (Local) Actions
> [ Custom Views 7 F Filter Current Log Microsoft-Windows-AppXDeploym... &
» |._ Windows Logs o

w Applications and Services Logs Filter WML = Open Saved Log...

| Hardware Events ¥ Create Custom View..

5| Internet Explorer Logged: Any time
'.—| Key Management Service
| Microsoft Eventlevel: (M) Critical () Waming [ Verbose Clear Log...

_:App‘u‘ _ _ . T Filter Current Log...
| Autopilot [_| Error || Information

Import Custom View..,

. Clear Filter
| Systern

Eventlogs:  [Microsoft-Windows-AppXDeploymentServer/( Properties

Disable Log

_| User Experience Virtualization
Windows
1 AAD

E

| Accellib-AccelCx % Find...
=
T

Event sources: |

| All-User-Install-Agent Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To Save Filtered Log File As...

| AppHost exclude criteria, type a minus sign first. For example 1,3,5-99,-76 Attach a Task To this Log...
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Simon Skotheimsvik Jan Ketil Skanke

Please rate this session on Sched.com

We would love to hear what you liked
and how we could improve!
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