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* Logs: What are they? ©

* Collecting logs from a remote device

* How to parse logs?

* Different tools to help with troubleshooting



What we mean by "Logs"

Troubleshooting information
from Windows devices

Windows Event Viewer events

v 2] Event Viewer
3 F Custom Views
v | m Windows Logs
] Application
& Security
'—| Setup
'.—| Systermn
| Forwarded Events
~ [ Applications and Services Logs
&| Hardware Events
> [ Intel
& IntelAudioServiceLog
'.—| Internet Explorer
'.—| Key Management Service
> [ Microsoft
&| Microsoft Office Alerts

'.—| Microsoft/Windows/DeviceManagement-Enterprise-Diagnost

| Onefpp_|IGCC
> ] OpenSSH
| Windows PowerShell
> L) Saved Logs
-4 Subscriptions

Text based log files
(jOS/Intune/apps)

| AgentExecutor.leg

__,'—| AgentExecutor-20250515-105921.10g
__,'—| AgentExecutor-20250614-144820.l0g
5] AppActionProcessor.log

__,'—| ApphctionProcessor-20250312-015009.10g
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__,'—| ApphctionProcessor-20250725-133106.10 -"—l MicrnsnﬂEdgeUpdate.lng

5] AppWorkload.log

__,'—| AppWorkload-20250731-21545%.l0g

__,'—| AppWorkload-20250802-193908.l0g

5 ClientHealth.log

5] ClientHealth-20240506-110018.log

__,'—| DeviceHealthMenitoring.log

] DeviceHealthMonitoring-20250718-2248..,
__,'—| DeviceHealthMonitoring-20250728-2337..
5] HealthScripts.log

5] HealthScripts-20250614-205218.log

__,'—| HealthScripts-20250726-094230.10g

5 IntuneManagementExtension.log

5 IntuneManagementExtension-20250727-...
__,'—| IntuneManagementExtension-20250801-...
5 Sensorldog

5] Sensor-20250719-164851.log

__,'—| Sensor-20230731-100628.l0g

%5 Win32Applnventory.log

Z5] Win32Applnventory-20241223-034822 log

__,'—| Win32Applnventory-20250425-035117.log

| D MicrosoftEdgellpdate.log.bak

= dism.log

D WindowsUpdate.20250804.120759.585.7.etl
D WindowsUpdate. 20250804.113457.000.7. et
D WindowsUpdate.20250804.103738.706.1. et
D WindowsUpdate. 20250804.083734.148.7.tl
D WindowsUpdate.20250804.073738.719.7.etl
D WindowsUpdate. 20250804.070054.191.7.tl
D WindowsU pdate.20250804.054000.650.1.tl
D WindowsUpdate. 20250804.043738.693.17. et
D WindowsUpdate. 20250804.040001 .426.1. el
D WindowsUpdate. 20250804.020345.558.1.tl
D WindowsUpdate.20250804.013335.598.3.tl

D WindowsUpdate.20250804.013335.508. 2.t



EventViewer

"Classical" Windows
logs

v |._ Windows Legs

]| Security

I
=
=1
I
=1
=
o
=

[
L
s
[=

=

i+ System

Application specific logs

~v [ Applications and Services Logs
'.—| Hardware Events
> L Intel
& IntelAudioServiceLog
& Internet Explorer
'.—| Key Management Service
v [ Microsoft
y [ AppV
> | Autopilot
» [ ] System
5 [ User Experience Virtualization
~ | Windows
| AAD
| Accellib-AccelCx

| All-User-Install-Agent
| Allloyn

AppHost

ApplD

ApplicabilityEngine
Application Server-Applications
Application-Experience
Applocker
AppModel-Runtime
AppReadiness

Apps

Apps-AP|

AppXDeployment

L A A . A . . O A A . . . .

AppXDeployment-Server
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{2] Event Properties - Event 41, WindowsUpdateClient

General Details

\An update was downloaded.

Log Name: Microsoft-Windows-WindowsUpdateClient/ Operational
10/09/2025 9.16.39
Task Category: Windows Update Agent

Source: WindowsUpdateClient Logged:
Event ID: 4

@ Event Properties - Event 41, WindowsUpdateClient
General Details

(O Friendly View O XML View
- ~oyoisuie
<Provider Name="Microsoft-Windows-WindowsUpdateClient" Py
Guid="{945a8954-c147-4acd-923f-40c45405a658}" />
<EventID=41</EventiD=
“Mersion=1</Version
<lLevel=4</lLavel>
<Task>1</Task>
<Opcode=12</0Opcode=
<Keywords =0x4000000000000014</Keywords =
<TimeCreated SystemTime="2025-09-10T06:16:39.0683406Z" />
<EventRecordID>9866 </EventRecordID>
<Correlation /=

=Channel=Microsoft-Windows-
WindowsUpdateClient/Operational </Channel=

<Security UserID="8-1-5-18" />
=/System:=
— oy o)) e e ——— ——————
I<Data MName="updateTitle">9NBLGGH3FRZM- I
Microsoft.VCLibs.140.00</Data>
DETa MEmT"IPdATeCd ™ 7T2bUe50=b 3T -M0at?a633-
668abcsdeaf2} </Datax
<Data Name="updateRevisionNumber"'>1</Data=
=/EventDataz
</Event>

Copy Close



Different log files

* Normally standard text files
* File size can be anything...

¢![LOG[[datasensor](EventManager) No refresh is needed.]LOG]!><time="13:25:12.0236078" date="8-28-2625" component="IntuneManagementExtension" cont
<![LOG[[TelemetryJob.Execute] Events processed by telemetry query '2ef6314a-ccl5-487d-abfc-24a02cc9180f' @]LOG]!><time=
<![LOG[[Telemetrylob.Execute] Events processed by telemetry query '488bf6dd-6375-434b-ba35-4faefbfb8c4l' 2]LOG]!><time=
https://eu-mobile.events.data.microsoft.com/OneCollector/1.8/]LOG]!><time="13:25:12.8390816" date="8-20-2025"
[https://eu-mobile.events.data.microsoft.com/OneCollector/1.8/], IsReady = True, expired =
<![LOG[[datasensor](EventManager) No refresh is needed.]LOG]!><time="13:25:12.0398816" date="8-28-2025" component="IntuneManagementExtension" cont
Events processed by telemetry query 'd8960422-33e5-4f4c-847c¢-1c1ld374d3697' 8]LOG]!><time="13:25:12.8390816" date="8-

<![LOG[Current collector endpoint =
<![LOG[[datasensor](EventManager) endpoint =

<![LOG[[TelemetryJob.Execute]
<![LOG[[TelemetryJob.Execute]
<![LOG[[TelemetryJob.Execute]
<![LOG[Converted to raw event
<![LOG[Converted to raw event
<![LOG[Converted to raw event
<![LOG[Converted to raw event
<![LOG[Converted to raw event
<![LOG[Converted to raw event
<![LOG[Converted to raw event
<![LOG[Converted to raw event

Ll ool el .

"13:25:12.8390816"
"13:25:12.0390816"

date="8-
date="8-

False, IsT
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Events processed by telemetry query 'e7eee33f-a719-49e4-9le6-e37
Events processed by telemetry query 'a887147e-94ea-48e8-a%96l-ele
successfully: EpmAgent_logevent]LOG]!><time="13:25:12.8390816" d
successfully: EpmAgent_logevent]LOG]!><time="13:25:12.8390816"
successfully: EpmAgent_logevent]LOG]!><time="13:25:12.8390816"
successfully: EpmAgent_logevent]LOG]!><time="13:25:12.8390816"
successfully: EpmAgent_logevent]LOG]!><time="13:25:12.8390816"
successfully: EpmAgent_logevent]LOG]!><time="13:25:12.8390816"
successfully: EpmAgent_logevent]LOG]!><time="13:25:12.8390816"
successfully: EpmAgent_logevent]LOG]!><time="13:25:12.8390816"

G la] I3 o AL .dn Oosoagd s

T
L O 0O 0 00 00

dall ol an. T

[e8/17/25
[e8/17/25
[e8/17/25
[e8/17/25
[e8/17/25
[e8/17/25
[e8/17/25
[e8/17/25
[e8/17/25
[e8/17/25
[e8/17/25
[e8/17/25
[e8/17/25

e3:11:
83:11
e3:11:
83:11:
e3:11:
83:11:
e3:11:
83:11:
e3:11:
83:11:
83:11
83:11:
e3:11:

48.891][MicrosoftEdgeUpdate: msedgeupdate][67788:
:48.891][MicrosoftEdgeUpdate:msedgeupdate] [67788:
48.891][MicrosoftEdgeUpdate: msedgeupdate][67788:
48.891][MicrosoftEdgeUpdate:msedgeupdate][67780:
48.891][MicrosoftEdgeUpdate: msedgeupdate][67788:
48.891][MicrosoftEdgeUpdate:msedgeupdate][67780:
49.006][MicrosoftEdgeUpdate: msedgeupdate][67788:
49.006 ] [MicrosoftEdgeUpdate:msedgeupdate][67780:
49.012][MicrosoftEdgeUpdate: msedgeupdate][66708:
49.021][MicrosoftEdgeUpdate:msedgeupdate][67780:
:49.835][MicrosoftEdgeUpdate:msedgeupdate][66708:
49.657][MicrosoftEdgeUpdate:msedgeupdate][26180:
49.063][MicrosoftEdgeUpdate: msedgeupdate][26188:

65996][CheckForUpdate][Latest][app_id {H
65996 ] [CheckForUpdate][app_id {F3017226
65996][CdpServicesClient: :SendInternal]
65996][CdpServicesClient: :LegacySendIntsg
65996][CdpServicesClient::Send][finished
65996][edge_preview: :DoEdgePreviewRollb3
65996][IsManaged] [Group Policy][1]
65996][IsManaged][Group Policy][1]
513286][DoInstallApps returning][©xeeeeed
41852][Started process][26186]
51328][Update all apps process finished]
68272][OmahaPolicyManager: :set_policy][d

68272][D1llEntry]["C:\Program Files (x86

MSI (s) (B4:7C) [13:52:25:104]:

6.2.1-3963. Product Version: 6
success or error status: @.

MSI
MSI
MSI
MSI

(s) (B4:
(s) (B4:
(s) (B4:
(s) (B4:
Logging
(s) (B4:
(s) (B4:
MSI (s) (B4:
MSI (s) (B4:
“Rollback\Scripts 3: 2
MSI (s) (B4:5@) [13:52:
MSI (s) (B4:58) [13:52:
\Rollback\5Scripts 3: 2
MSI (s) (B4:5@8) [13:52:
after decrement: -1

MSI (s) (B4:58) [13:52
MSI (s) (B4:28) [13:52
MSI (c) (4C:C@) [13:52
after decrement: -1
MSI (c) (4C:C@) [13
Verbose logging

7C) [13
7C) [13
58) [13
50) [13
stopped: 7/29/20825
58) [13:52:
58) [13:52:
50) [13:52:
58) [13:

MSI
MSI

:52:

125
125
125
:52:25

:52:25:142]:
:52:25:1427:
:52:25:146]:
:52:25:146]:

:147]:
:147]:
:147]:
:149]:

:151]:
:151]:

:151]:
:161]:
:161]:
:163]:

:165]:
stopped: 7/29/2025 13:52:25

Windows Installer installed the product. Product Name: Vernier Graphical Analysis

.2.1.8. Product Language: 1833. Manufacturer: Vernier Software & Technology. Installation

Deferring clean up of packages/files, if any exist
MainEngineThread is returning @

RESTART MANAGER: Session closed.

No System Restore sequence number for this installation.
13:52:25 ===

User policy value ‘DisableRollback’ is @

Machine policy value °DisableRollback® is @

Note: 1: 2265 2: 3: -2147287@35

Decrementing counter to disable shutdown. If counter »>= 8,

Destroying RemoteAPI object.
Custom Action Manager thread ending.
Decrementing counter to disable shutdown. If counter »>= 8,

MainEngineThread is returning ©

Incrementing counter to disable shutdown. Counter after increment: @
Note: 1: 1402 2: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Installer

shutdown will be denied.

shutdown will be denied.

Note: 1: 1482 2: HKEY_LOCAL_MACHINEA\Software‘\Microsoft\Windows\CurrentVersion\Installer

Counter

Counter




Know what information is where
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How do you know??

It might be difficult for the first 10 years, but after that it is pretty easy...

Or use Al!




Intune client log file location

Main log files:
C:\ProgramData\Microsoft\
IntuneManagementExtension\Logs

Enhanced inventory
C:\Program Files\Microsoft Device Inventory

Agent\Logs

Enterprise Privilege Manager
C:\Program Files\Microsoft EPM Agent\Logs

Users have permissions to read log files

= AgentExecutor.log

= AppActionProcessor.log

= AppWorkload.log

= AppWorkload-20260322-161244.log

= AppWorkload-20260330-075937.log

=] ClientCertCheck.log

= ClientHealth.log

= DeviceHealthMonitoring.log

=] DeviceHealthMonitoring-20260317-113345.1...
=] DeviceHealthMonitoring-20260401-035548.1...
= HealthScripts.log

= IntuneManagementExtension.log

=l IntuneManagementExtension-20260322-20...
=] IntuneManagementExtension-20260401-00...
= NotificationInfraLogs.log

= Sensor.log

=] Sensor-20260318-191126.log

=] Sensor-20260331-230624.lag

= Win32Applnventory.log

13/04/2026 16.01
13/04/2026 9.01

13/04/2026 15.06
22/03/2026 16.12
30/03/2026 17.59
13/04/2026 15.42
13/04/2026 15.43
13/04/2026 15.43
17/03/2026 11.33
01/04/2026 13.55
13/04/2026 15.06
13/04/2026 16.01
22/03/2026 20.21
01/04/2026 10.49
13/04/2026 16.01
13/04/2026 16.04
18/03/2026 19.11
01/04/2026 9.06

09/04/2026 17.19
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Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

Text Document

4

o~

1635 KB

709 KB

2 969 KB

1867 KB

1737 KB

3 080 KB

3073 KB

66 KB

1514 KB




Windows log files

Main log files: C:\ProgramData\Microsoft K .SZUCMM'T ////
C:\Windows\logs - EdgeUpdate \
- Dism - Windows Defender\support

- CBS

C:\Windows\Panther
Windows Update Log files - Need anymore?
- .etl files by default

- Get-WindowsUpdatelLog
Get-WindowsUpdateLog -ETLPath '\(82) FoldersFiles windir_Logs_WindowsUpdate_etl\' -LogPath .\windowsupdate.log

C:\Windows\temp
- WinGet
- Users have no permission to read
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Application installation log files

 Enabling MSI log files
* msiexec.exe /i app.msi /gn /L*v C:\Windows\Temp\install-app.log

* PSAppDeployToolkit log files: C:\Windows\Logs\Software

 Other applications
* Browser updates?

* Finding errors from MSI log files remotely
* Different ways?

* Intune Remediation scripts
« CMPivot



Get events/logs from a remote
device

I. [ 1] { >

FS) 7 HSREn
Configuration \ SUMMIT
Manager... =4 y

_ o
L CMPivot
Bl Scripts
Microsoft Intune admin center &.J R esktop
»¢) C ion

+ Collect diagnostics

T Remediations

= Device query

Advanced analytics/ :__ > '
Intune Suite = Y -




Collect Diagnostics
» Manually/Bulk

« Automatically if Autopilot fails
* Win32 applications

* "Cannot" modify what to collect
(Wait for a demo)

+  Collect diagnostics

!

= Device diagnostics

Request initiated Diagnostics uploaded

4/13/2026, 2:45:13 PM 41372026, 2:56:56 PM

O Refresh $ Collect diagnostics

Device last check-in time
472272026 9:52:27 PM

o User requested application
4/22/2026 8:46:26 PM

o App installation failed
4/22/2026 12:24:40 PM

Show details
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Demo
Device Diagnostics
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Diagnostics file content . ricovomspecirc.

1. Registry keys 2. Command outputs 3. EventViewer events  Tolders [

MODERN
(63) FoldersFiles PregramData_Microsoft_DiagnosticLogCSP_Collectors_etl

2] (1) RegistryKey HKLM_SOFTWARE_Microsoft_CloudMan [} (25) No Results - Error [0x80070001] RegistryKey HKLM_SYSTEM_Sety 18 (45) Events Application Events.evx

@ (46) Events Microsoft-Windows-AppLocker_EXE_and_DLL Eve (64) FoldersFiles PregramData_Microseft_IntuneManagementExtension_Logs

=] (2) RegistryKey HKLM_Software_Microsoft_DeclaredConl 35 (26) Command programfiles_windows_defender_mpemdrun_exe_-Gi

=] (3) RegistryKey HKLM_Software_Microsoft_Devicelnvent: -_'—| (27) Command windir_systemn32_certutil_exe_-store output.log @ (47) Events Microsoft-Windows-Applocker_M5l_and Script E (63) FoldersFiles ProgramData Microsoft Windows_Defender_Support MpSupportFies._cab

=] [4) RegistryKey HKLM_Software_Microsoft_Enrollments ¢ :_.'—| (28) Command windir_system32_certutil_exe_-store_-user_my outpui @ (48) Events Microsoft-Windows-Applocker_Packaged app-D (66) FoldersFiles ProgramData Microsoft Windows_WisnReportwlan-report-latest html

' ' 67) FoldersFil dat, hared_| Syst
=] (3) RegistryKey HKLM_SOFTWARE_Microsoft_EPMAgent D (29) Mo Results - Error [08000ffff] Command windir_system32_dism_ @ (49) Events Microsoft-Windows-Applocker_Packaged_app-E (67) FoldersFiles pregramdata_usoshared_logs_Systemn

2] (6) RegistryKey HKLM_Software_Microsoft_IntuneManag [ ] (30) No Results - Error [0x2000FFF] Command windir._system32_dism, & (30) Events Microsoft-Windows- AppXDeployment_Operation (68) Feldersfiles Programies Micreseft Device Inventon Agent.Legs

i i 69) FoldersFiles P Files_Mi ft_EPM_Agent_L
| (7) RegistryKey HKLM_SOFTWARE_Microsoft_PolicyMan :—..—l (31) Command windir_system32_Dsregemd_exe_status output.log @ (31) Events Microsoft-Windows-AppXDeploymentServer_Ope (69) FoldersFiles ProgramFiles_Microsoft_ _Agent_Logs

= (8) RegistryKey HKLM_SOFTWARE_Microsoft_SystemCer ] (32) Command windir_system32_ipconfig_exe_all output.log @ (52) Events Microsoft-Windows-AppiPackaging Operational 110} 4<rsFiles ProgramFles. MicrosoftUpdate.fiealth- Tools_Logs. <t

2] (9) RegistryKey HKLM_SOFTWARE_Microsoft_Windows_| & (33) Command windir_system32_mdmdiagnosticstool_exe_-area_Aui & (33) Events Microsoft-Windows-Bitlocker Bitlocker Managen (72) FeldersFiles temp.MPMDiagnestics batteny-repert.html

@ (34) Events Microsoft-Windows-HelloForBusiness_Operation: (73) FoldersFiles temp_MDMDiagnostics_energy-report_html

=] (10) RegistryKey HKLM_SOFTWARE_Microsoft_ Windows 35| (34) Command windir_system32_msinfo32_exe_report_temp_MDMD|
(74) FoldersFiles temp_MDMDiagnostics_mdmlogs-2026-04-16-11-48-31_cab

=] (11) RegistryKey HKLM_SOFTWARE_Micrasoft_Windows 35 (35) Command windir_system32_netsh_exe_advfirewall_show_allprof {2 (55) Events Microsoft-Windows-SENSE_Operational Events.ex

=] (12) RegistryKey HKLM_SOFTWARE_Microsoft_ Windows 35| (36) Command windir_systern32_netsh_exe_advfirewall_show_global ] (56) Events Microsoft-Windows-SenselR_Operational Events. (73] FeldersFiles temp MDMDizgnestics. meinfo3s-log
_ ) ) - ! (77) FoldersFiles windir_ccm_logs_lo
=] (13) RegistryKey HKLM_SOFTWARE_Microsoft_Windows 55 (37) Command windir_system32_netsh_exe_lan_show_profiles output @ (37) Events Microsoft-Windows-Shell-Core_Operational Even -

. [ (58) Events Microsoft-Windows-Windows_Firewall_With_Ady — (/) FoldersFileswindir_cemsetup logs log

=] (14) RegistryKey HKLM_SOFTWARE_Microsoft_ Windows 35| (38) Command windir_system32_netsh_exe_winhttp_show_proxy ou
(79) FoldersFiles windir_logs_CBS_chs_log

[] (15) Mo Results - Error [0x80070001] RegistryKey HKLM_S =5 (39) Command windir_system32_netsh_exe_wlan_show_profiles outp 2] (59) Events Microsoft-Windows-WinRM_Operational Events.e

=] (18) RegistryKey HKLM_SOFTWARE_Microsoft_Windows :_:—| (40) Command windir_system32_netsh_exe_wlan_show_wlanreport o @ (60) Events Microsoft-Windows-WMI-Activity Operational Ev (B0) FoldersFiles windir_logs measuredboot
=] (17) RegistryKey HKLM_SOFTWARE_Microsoft_Windows :_:—| (#1) Command windir_system32_ping_exe_-n_30_localheost cutput.lo @ (61) Events Setup Events.evix (82) FoldersFiles windir_Logs WindowsUpdate <t
=] (18) RegistryKey HKLM_Software_Microsoft_Windows_C1 35| (42) Command windir_system32_pnputil_exe_enum-drivers output.lc [ (62) Events System Events.evix (83) FoldersFiles windir_panther setupact log

=] (19) RegistryKey HKLM_SOFTWARE_Micrasaft_Windows 35 (43) Command windir_system32_powercfg_exe_batteryreport_output_temp_MDMDiagnostics_battery-re output... (4) FoldersFiles windir_panther_unattendge_setupact_log

|=| (20) RegistryKey HKLM_SOFTWARE_Policies_Microsoft_ 35 (44) Command windir_system32_powercfg_exe_energy_output_temp_MDMDiagnostics_energy-report_htm out... (85) FoldersFiles winir_Sensorframeuork.et

=] (21) RegistryKey HKLM_SOFTWARE_WOWE432Node_Microsoft_Windows_CurrentVersion_Uninstall export.reg (86) FoldersFiles windir_SoftwareDistribution ReportingEvents_log

=] (22) RegistryKey HKLM_SYSTEM_CurrentControlSet_Control_SecurityProviders SCHANMEL export.reg 5 I N d iVi d ua l fi le S
=] (23) RegistryKey HKLM_SYSTEM_CurrentControlSet_Services_SharedAccess_Parameters_FirewallPolicy_MD expo...

(87) FoldersFiles windir_systemn32_config_systemprofile_AppData_Local_mdm_log
(88) FoldersFiles windir_temp_computername_log
) D (71} Mo Results - Error [(x30070003] FoldersFiles temp_CloudDesktop_log
=] (24) RegistryKey HKLM_SYSTEM_Setup export.reg
D (V8) Mo Results - Error [(x30070003] FoldersFiles ternp_winget_defaultstate_log

D (81) Mo Results - Error [(x30070003] FoldersFiles windir_Logs_SetupDiag_SetupDiagResults_xml



Diagnostics Log: results.xml

ENDPOINT

o . SUMMIT
Exact commands used in diagnostics process. Don’t trust the error codes! © L 2C

<Registrykey HRESULT="-2147824895" *HKLM\SOFTWARE \Microsoft\Windows\CurrentVersion\NDUP</Registrykey>

<Registrykey HRESULT="-2147824893">HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\OOBE</Registrykey>

<Registrykey HRESULT="-2147824893" >HKLM\SOFTWARE \Microsoft\Windows\CurrentVersion\Setup</Registrykey>

<Registrykey HRESULT="-2147824893">HKLM\Software\Microsoft\Windows\CurrentVersion\Uninstall</Registrykey>

<Registrykey HRESULT="-2147824893" >HKLM\SOFTWARE \Microsoft\Windows\CurrentVersion\WindowsUpdate\Orchestrator</Registrykey:>
<Registrykey HRESULT="-2147824893">HKLM\SOFTWARE\Policies\Microsoft\Cryptography\Configuration\SsL</Registrykey>

<Registrykey HRESULT="-2147824893" >HKLM\SOFTWARE \WOWE432Node\Microsoft\Windows\CurrentVersion\Uninstall</Registrykey:

<Registrykey HRESULT="-2147824893">HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL</Registrykey>

<RegistryKey HRESULT="-2147@248%3">HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy \MDM</Registrykey>
<RegistryKey HRESULT="-21470824893">HKLM\SYSTEM\Setup</Registrykey>

<RegistrykKey HRESULT="-2147824895" >HKLM\SYSTEM\Setup\SetupDiag\Results</Registrykey>

<Command HRESULT="@":>X¥programfilesX¥\windows defender‘\mpcmdrun.exe -GetFiles</Command:

<Command HRESULT="@":>¥windir¥\system32\certutil.exe -store</Command:>

<Command HRESULT="@">¥windir¥\system32\certutil.exe -store -user my</Command:

<Command HRESULT="-2147418113">Fwindiri\system32\dism.exe fonline /get-packages</Command:>

<Command HRESULT="-2147418113">%windir®\system32\dism.exe fonline /get-ProvisionedAppxPackages</Command:

<Command HRESULT="@":>¥windir¥\system32\Dsregcmd.exe /status</Command:
<Cqmyq2§JiREEULI=:§“3§qipq1r%lsxztEESE}iEEQEfaﬂ.gﬁe_iallfﬁ&ammqngaa

<Command HRESULT="@">Xwindir¥\system32\mdmdiagnosticstool.exe -area Autopilot;deviceprovisioning;deviceenrollment;tpm;HololensFallbackDeviceOwner -cab
I%temp%\MDMDiagnostic5\mdm10g5—2826—@4—16—11—48—51.cab<f€0mmand>

LOMMENG MKESULI=S @ >AWLNALrE\SYSTEMIL \NETSN . EXE 8AVTLIrEWall SNOW gLODAL</LOmMMmand >
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<Command HRESULT="@">¥windir¥\system32\netsh.exe winhttp show proxy</Command:

<Command HRESULT="@">X¥windir¥\system32\netsh.exe wlan show profiles</Command:>

<Command HRESULT="@":>¥windir¥\system32\netsh.exe wlan show wlanreport</Command:>

<FoldersFiles HRESULT="@">¥temp&\MDMDiagnostics\msinfo32.log</FoldersFiles:

<FoldersFiles HRESULT="-2147024893" »*¥temp¥\winget\defaultstate\*.log</FoldersFiles:
<FoldersFiles HRESULT="@">¥windirX\ccm\logs\*.log</FoldersFiles:

<FoldersFiles HRESULT="@":>X¥windir¥\ccmsetup\logs\*.log</FoldersFiles:

<FoldersFiles HRESULT="@">¥windir¥\logs\CBS\chs.log</FoldersFiles>

<FoldersFiles HRESULT="@">X¥windir¥®\logs\measuredboot\*.*</FoldersFiles>

<FoldersFiles HRESULT="-2147824893" >*¥windir¥\Logs\SetupDiag\SetupDiagResults.xml«</FoldersFiles>
<FoldersFiles HRESULT="@">¥windir¥\Logs\WindowsUpdate\*.etl</FoldersFiles>

<FoldersFiles HRESULT="@":>¥windir®\panther\setupact.log</FoldersFiles:

<FoldersFiles HRESULT="@">¥windir¥%\panther\unattendgc\setupact.log¢/FoldersFiless

<FoldersFiles HRESULT="@":>¥windir®\SensorFramework\*.etl</FoldersFiles>

<FoldersFiles HRESULT="@":>X¥windir¥\SoftwareDistribution‘\ReportingEvents.log«</FoldersFiles>
<FoldersFiles HRESULT="@">¥windir®\system32\config\systemprofile\AppData‘Localimdmi®.log</FoldersFiles:
<FoldersFiles HRESULT="@">¥windir¥\temp\¥computername®*.log</FoldersFiles>

<FoldersFiles HRESULT="-2147824894" >¥windir¥\temp\officeclicktorun®.log</FoldersFiles:




MDMDiagnosticsTool

PS C:\> MdmDiagnosticsTool.exe /7

Usagel: C:\WINDOWS\system32\MdmDiagnosticsTool.exe —out <output folder path>
* Qutput MDM diagnostics info only to given folder path specified in —out parameter.
eg: C:\WINDOWS\system32\MdmDiagnosticsTool.exe —out c:\temp\outputfolder

Usage2: C:\WINDOWS\system32\MdmDiagnosticsTool.exe —area <area name(s)> —cab <output cab file

* Collect predefined area logs and create a log cab to given cab file.

* Supported area name example:
Autopilot
DeviceProvisioning
Tpm

* It also supports multiple areas, separated by ';', example:
Autopilot;DeviceEnrollment; Tpm

* Please find all possible areas in registry under:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MdmDiagnostics\Area

eg: C:\WINDOWS\system32\MdmDiagnosticsTool.exe —area Autopilot;Tpm -cab c:\temp\AutopilotDiag.cab

Usage3: C:\WINDOWS\system32\MdmDiagnosticsTool.exe —area <area name(s)> -zip <output zip file path>
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* Collect predefined area logs and create a log zip to given zip file. Areas supported are the same as Usage2 for

creating cab

Usagel: C:\WINDOWS\system32\MdmDiagnosticsTool.exe —xml <xml file of information to gather> -zip <output zip file path
> —server <MDM Server to alert>

* Collect information specified in the xml and create a log zip to given zip file.

Usage5: C:\WINDOWS\system32\MdmDiagnosticsTool.exe —clean
* Cleans up all the diagnostic log files collected.




Modifying what MDMDiagnosticsTool
collects

ﬁ Registry Editor
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File Editr View Favorites  Help

ComputefHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MdmDiagnestics\Area\ OsC aniguratiun\FileEntr_*,!

w MdmDiagnostics Mame Type Data
1900edba-210a-4607-8f59-af927d332b1 . {Default] REG <7 (walue not st
- - _ _ - L
1?:;1;1[)12: E:;i jc :Z z;; g;egﬁ?: h;? fie| %ProgramData%\Microsoft\DC\HostOS\* xml REG_DWORD OoeD00D0D0FE (233)
: j ‘ AcBICE | fis| %ProgramData®\ProTrainlT\*.log REG_DWORD (eeD00DDOFE (235)

23e2019d6-c03f-42b0-8dd1- c69acdfi9a3
2f159790-a05d-405d-aceb-473ffecdbie
S6ad5ebc-al8f-47f8-9125-eed18e359cfc
GEOfe267-a8db-416a-8269-d 773844950
- _83af2908- 2_D1_E--4_c4_::|-_8dic;a HaTclcdEs
7o "7 Area S
Autopilot EventViewer logs
Files

User/device registry keys

»

] DeviceEnrollment

5 DeviceProvisioning

v OsConfiguration

. EventViewerEntry

FileEntry
HkcuRegEntry

: HklmRegEntry

SRR ’

~

™
e e mm mm mm = = P

Device diagnostics mdmdiagnosticstool command line:

<Command HRESULT="0">%windir%\system32\mdmdiagnosticstool.exe

-area Autopilot;deviceprovisioning;deviceenrollment;tpm;HololensFallbackDeviceOwner
-cab %temp%\MDMDiagnostics\mdmlogs-2026-04-13-10-43-26.cab</Command>



Max diagnostics log size
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Device diagnostics status X

Error code
-2145844835 (0x8019019d)

Details
The diagnostic upload failed because the file size exceed the
maximum upload limit.

Recommended steps

This problem will happen if the upload file size is larger than the
maximum upload size of 256 MB. To resolve this issue, consider
removing or moving data before attempting diagnostics again,
especially from the Sewindir%\ccmilogs, %ewindir%\ccmsetup\logs
and %windir%\Logs\WindowsUpdate folders.



How to parse logs?

Windows Event Logs
* Event Viewer

 Single device query
S CMP|VOt (if still using ConfigMgr)
« Remediations

Community Tools

v [ Event Viewer
> #Custom Views
v [ Windows Logs
& Application
—| Security
'—| Setup

E
o
E

= Forwarded Events
~ [ Applications and Services Logs
i Hardware Events

» L Intel
IntelAudioServicelog

Internet Explorer
Key Management Service

> Microsoft
Microsoft Office Alerts
Microsoft/Windows/DeviceManagement-Enterprise-Diagnost
Onefpp_|GCC

s [ Open55H

'—| Windows PowerShell
> [ Saved Logs
-,;3 Subscriptions
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Log files .Sz%d-M'T
* CMTrace/CMTrace Open

* Notepad ++
e CMPivot i stitt using ConfigMar)
* Remediations

e Community Tools

<![LOG[[datasensor](EventManager) No refresh is needed.]LOG]!><time="13:25:12.0230078" date="8-20-2025" P 1t="Intur tExtension" cont
<1[LOG[[TelemetryJob.Execute] Events processed by telemetry query '2ef6314a-cc15-487d-abfc-24a02cc9180f' @]LOG]!><time="13:25:12.0390816" dat
<1[LOG[[TelemetryJob.Execute] Events processed by telemetry query '488bf6dd-6375-434b-ba35-4faefbfb8cal’ 2]LOG]!><time="13:25:12.0390816" date=
<I[LOG[Current collector endpoint = https://eu-mobile.events.data.microsoft.com/OneCollector/1.0/]LOG]!><time="13:25:12.0390816" date="8-20-2025"
<![LOG[[datasensor](EventManager) endpoint = [https://eu-mobile.events.data.microsoft.com/OneCollector/1.8/], IsReady = True, expired = False, IsT
<1[LOG[ [datasensor](EventManager) No refresh is needed.]LOG]!><time="13:25:12.0390816" date="8-20-2025" t="Intur tExtension” cont
<1[LOG[[TelemetryJob.Execute] Events processed by telemetry query 'd8900422-33e5-4f4c-847c-1c1d374d3697' @]LOG]!><time="13:25:12.0390816" dat
<![LOG[[TelemetryJob.Execute] Events processed by telemetry query 'e7eee33f-a719-49e4-91e6-e379ce5d4d3d’ ©]LOG]!><time="13:25:12.0390816" dat
<![LOG[[TelemetryJob.Execute] Events processed by telemetry query 'a887147e-94ea-48e8-a961-e1ee007f6608' 0]LOG]!><time="13:25:12.0390816" dat
<1[LOG[Converted to raw event successfully: EpmAgent_logevent]LOG]!><tim :12.0390816" 8-20-2025" t="Intunel \tExtension
<1[LOG[Converted to raw event : EpmAgent_logevent]LOG]!><time="13:25:12.0390816" 8-20-2025" t="Intunel 1tExtension
<![LOG[Converted to raw event EpmAgent_logevent]LOG]!><tim 125:12.8390816" 8-20-2025" component: ntuneManagementExtension
<1[LOG[Converted to raw event EpmAgent_logevent]LOG]!><tim :125:12.0390816" 8-20-2025" component="IntuneManagementExtension
<1[LOG[Converted to raw event EpmAgent_logevent]LOG]!><time="13:25:12/.0390816" 8-20-2025" t="Intunel \tExtension
<![LOG[Converted to raw event 125:12.08390816" 8-20-2025" component: ntuneManagementExtension
<![LOG[Converted to raw event 3 125:12.8390816" ntuneManagementExtension
<1[LOG[Converted to raw event successfully: EpmAgent_logevent]LOG]!><time="13:25:12.0390816" ntuneManagementExtension
<1[LOG[Converted to raw event successfully: EpmAgent_logevent]LOG]!><tim :125:12.0390816" 8-20-2025" t="Intunel 1tExtension
<![LOG[Converted to raw event successfully: EpmAgent_logevent]LOG]!><tim 125:12.08390816" 8-20-2025" component="IntuneManagementExtension

8-20-2025" component=
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 De-facto standard for log file reading
* Part of ConfigMgr client

) ) .
* Licensed also to use with Intune only environments
;'—| Configuration Manager Trace Log Tool - [Merged:C\ProgramData\..\IntuneManagementExtension\Logs\AgentExecutor.log,HealthScripts.log, IntuneManagementExtension] .
b HOW tO get? :—| File gTools Windiv Help i h i i o ’ o ’ - & X

Y T =

Log Text Component Date/Time Thread
Powershell exit code is 0 AgentExecutor 28/07/202513.37.33 1(Dx1)
length of out=133 AgentExecutor 28/07/202513.37.33 1 (0x1)
length of error=604 AgentExecutor 28/07/2025 13.37.33 1(0x1)
error from script =Get-MetlPInterface : Mo MSFT_NetIPInterface objects found with property 'Inteffacelndex’ equal to "11'. Verify the value of the p... AgentExecutor 28/07/202513.37.33 1 (0x1)
Powershell script is successfully executed. AgentExecutor /2025 13.37.33 1 (0x1)
write output done, output = InventoryDate:28-07 13:37 Devicelnventony: OK 200 : Uplead payload size is 2.7Kb Applnventory:OK 200 : Upload paylo.. AgentExecutor 28/07/202513.37.33 1(0x1)
Revert WowbBAFsRedirection AgentExecutor 28/07/202513.37.33 1 (1)
Powershell execution is done, exitCode = 0 HealthScripts /07/2025 13.37.33 29 (0x1D)
Powershell execution is done, exitCode = 0 IntuneManagementExtension 28/07/202513.37.33 29 (x1D)
Found 1 MDM certificates from Local Computer Store, IntuneManagementExtension 28/07/202513.37.38 26 (x1D)
[HS] err cutput = Get-MetlPInterface : Mo MSFT_MetIPInterface objects found with property 'Interfacelndex’ equal to '11", Verify the value of the pr... HealthScripts 28/07/202513.37.38 29 (0x107)
[HS] std output = InventoryDate:28-07 13:37 Devicelnventony: OK 200 : Upload payload size is 2.7Kb Applnventory:OK 200 : Upload payload size is 3... HealthScripts 28/07/202513.37.38 29 (x10)
[HS] PreDetectScript parsing result is done HealthScripts 28/07/202513.37.38 29 (0x1D)
[H5] Returned exitcode from child process is 0 HealthScripts 28/07/202513.37.38 29 (k1)

29

HealthScripts
etlPInterface erf; f wi Y facel .| HealthScripts

0x1D)

[H5] exit code of the seriptis 0

[HS] the pre-remdiation detection script compliance result for 7c36d3da-a3b7-4103-915f-ea5d2e14fdf6 is True HealthScripts 28/07/202513.37.38 29 (x1D)
[HS] starting to send report Health5cripts 28/07/202513.37.38 29 (0«10}
Prlicu Recnlt winrklnad ic delaved far 58 cere HealthSrrinte IRMTINIS 13 3T 2R S0 (M)
Date/Time: 28/07/2025 13.38.36 Component:  HealthSoripts

Thread: 29 (0x1D) Source:

[HS] Saving policy results for user: 068d5f12-469 1-4c48-af59-f13afe43fcaf




Demo
CMTrace
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Notepad++ [
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* Very flexible text editor

* Freel

« Some cool features for log reading
» Advanced search
« Comparison



Demo
Notepad++

MODERN
ENDPOINT

SUMMIT /4
L 20264




Intune Single Device Query [
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e Part of Intune Suite
o Included in Microsoft 365 E3 & E5 license Q3 timeframe

* Easy way to access events from a remote device
* Not possible to read log files... ®



CMPivot

* For customers still using ConfigMgr

* Possible to access events and log files

* Any event
« ConfigMgr log files are parsed nicely
« Also possible to get any text based log files

* One or more devices as a target
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Demo
Single-device query/CMPivot
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Remediations
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* Flexible method to get anything from devices

* On-demand remediation especially useful

* Only way to show custom information from devices to Intune
portal

* Main scenarios:
* To see how many other devices have the same issue (When you know
what you are looking for)
 Upload custom logs to some cloud storage for further debugging



Demo

Remediations
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CMTrace Open

* Open-source CMTrace like log viewer

* https://qgithub.com/adamgell/cmtraceopen

O & CMTrace Open - o x
e Log files / Events
000 Open Intune Source.. | | Open Known Intune Source... Error Lookup Workspace: | Intune Diagnastics v Light +

Intune Diagnostics Workspace

Open IME Log File....

Open IME Or Evidence Folder..

C\ProgramData\Microsoft\IntuneManagementExtension\Logs

27 included files

e Timeline (18475 Downloads 1 Summary 1 winoow:  AllActivity v FILTERS AllStatuses w  Reset 1847518475 Actvity | SoRT:
Ci\ProgramData\Microsoft\intuneManagementext... 98/84/2026 13.11.23 OTHER  Win32Applnventory Delta (+2 ~0 -2) Win32AppinventaryJog ;
Analysis complete (27 files)
88/@4/2026 13.11.19 wiN3z  AppWorkload Install AppWordoadiog LGN
Included files: 27 Ee -
Events: 17592 08/04/2026 13.11.19 WIN32Z AppWaorkload Install AppWorkloadlog IPROGRES?
a| @8/84/2026 13.11.19 win3z  AppWorkload Install AppWorkload log
T - 1 1 L DIAGNOSTICS SUMMARY
orkspace |r'|tL| L= Dlag nostics 98/04/2026 13.88.59 REMED.  HealthScripts Schedul HealthScripts o INPROGRES!
Overview of the current Intune diagnostics /a8 ealthSeripts Schedule ptslog
data
° 88,/84/2026 13.88.59 REMED.  HealthScripts Schedule (d78¢1822-2082-491a-b3a7-4a701836481e) HealthScriptslog PROGRES!
CAP1 LCH_:] Ex - lorer Events 17 592 88/84/2026 13.08.59 REMED.  HealthScripts Schedule (3aa15f2e-d0ac-443d-9f5¢-18e2 5ecaadas) HeaithSeriptslog
Downloads 1 )
93,/84/2026 13.08.59 REMED.  HealthScripts Schedule (7¢36d3da-a3b7-4105-915f-ea5d2e14fdf6) HealthScriptslog
~ . Time span  16850h 11m 3s
v'“ | ntune DIEI'I_:] nostics 83/84/2026 13.88.59 REMED.  HealthScripts Schedule {72277b75-64bb-46d0-944b-65a0e8564e32) Hesithseriptelog PROGRESS
L L el (RIS (L 08/04/2026 13.08.58 EBP HealthScripts Schedule (leaas873-5af5-44a2-a822-5841522915d8) EECEC N INPROGRES:
w A“ St ‘t Click a file to scope the timeline to that log
e N a2 | ntu e only 88/84/2826 13.88.56 REMED.  HealthScripts Schedule (068d5f12-4691-4c48-afg9-f13afed3fcdf) HealthScriptslog PROGKFS
AgentExecutor-20260212-191424 log 05/04/2026 13.98.56 RemED.  HealthScripts Schedule Heathscriptsiog
Woaorkspace
AgentExecutor-20260407-004754 log 83/04/2826 13.88.55 REMED.  HealthScripts Schedule HealthScriptslog IPROGRES!
AgentExecutor log ©8/84/2026 13.08.55 REMED.  HealthScripts Schedule HealthscriptsJog
d sregcm d AppActionProcessor-20251108-151356... 83/04/2026 13.07.46 winzz  AppWeorkload Install — Windows Autopatch Client Broker AppWorkloadlog
AppActionProcessor-20260207-201410... 08/04/2026 13.07.46 WINZZ  Win32 App — Windows Autopatch Client Broker ApphctionProcessorlog
SOﬁWEI re D p |O},-’r'l"lEl'It AppActionProcessor log 03/04/2026 13.087.46 POLICY  AppActionProcessor Applicability — Windows Autopatch Client Broker ApphActionProcessoriog
\ -, -
AppWorkload-20260406-181029.log 88/84/2026 13.07.46 winz2  AppWeorkload Install AppWoridoad log
- AppWorkload-20260408-114813.log ) ;
Event ng Viewer 08/04/2026 13.07.46 winzz  AppWorkload Install AppWorkload log
AppWorkload k
ppiforkioadog Y1 arrasr2a26 13.a7.46 wiNi?  AnnWirklnad Install — Clinchamn - Viden Fditar PRV oo

Sysmon

Intune Diagnostics » Events 17592 - Source Logs

17592 events | 1 downloads | 16850h 11m 3s


https://github.com/adamgell/cmtraceopen
https://github.com/adamgell/cmtraceopen
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Community tools

* Multiple community tools to help troubleshooting

* Autopilot
» Get-AutopilotDiagnosticsCommunity

* Intune logs
* Get-IntuneManagementExtensionDiagnostics

 General troubleshooting
« Get-WindowsTroubleshootingReportCommunity

* What tools are missing?
» Check the additional sessions



https://www.powershellgallery.com/packages/Get-AutopilotDiagnosticsCommunity/6.3
https://www.powershellgallery.com/packages/Get-AutopilotDiagnosticsCommunity/6.3
https://www.powershellgallery.com/packages/Get-AutopilotDiagnosticsCommunity/6.3
https://www.powershellgallery.com/packages/Get-AutopilotDiagnosticsCommunity/6.3
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity

Community tools [
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* Multiple community tools to help troubleshooting

DEMO



Summary

* Intune Device Diagnostics gives you all the logs
 Can be customized

» CMTrace is still a valuable tool
« Can be used with Intune-only environments

* CMTrace-Open FTW 717
« Remediations very helpful with custom logs

» Single device query useful for events
« CMPivot for text-based logs/events if using ConfigMgr

« Community tools fill many gaps!
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* All the example PowerShell scripts and KQL queries:

* WP Ninjas FI Github
* Get-IntuneManagementExtensionDiagnostics

» Get-WindowsTroubleshootingReportCommunity



https://github.com/WPNinjasFi/Tiedostot/tree/main/Tapahtumat/20250922%20Workplace%20Ninja%20Summit%202025%20Switzerland
https://github.com/WPNinjasFi/Tiedostot/tree/main/Tapahtumat/20250922%20Workplace%20Ninja%20Summit%202025%20Switzerland
https://github.com/WPNinjasFi/Tiedostot/tree/main/Tapahtumat/20250922%20Workplace%20Ninja%20Summit%202025%20Switzerland
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity

Thanks!

Please rate this session on
Sched.com

We would love to hear what
you liked and how we could
Improve!

i
10,
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