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Agenda

• Logs: What are they? ☺
• Collecting logs from a remote device
• How to parse logs?
• Different tools to help with troubleshooting



What we mean by "Logs"

Windows Event Viewer events

Text based log files 
(OS/Intune/apps)

Troubleshooting information 
from Windows devices



EventViewer
"Classical" Windows 
logs

Application specific logs



Different log files

• Normally standard text files
• File size can be anything...

• Different formats
• “CMTrace compatible”

• Notepad is not the best tool to analyze the log files



Know what information is where

How do you know?

It might be difficult for the first 10 years, but after that it is pretty easy...

Or use AI!



Intune client log file location

Main log files:
C:\ProgramData\Microsoft\
IntuneManagementExtension\Logs

Enhanced inventory
C:\Program Files\Microsoft Device Inventory
Agent\Logs

Enterprise Privilege Manager
C:\Program Files\Microsoft EPM Agent\Logs

Users have permissions to read log files



Windows log files

Main log files:
C:\Windows\logs
- Dism
- CBS

Windows Update Log files
- .etl files by default
- Get-WindowsUpdateLog
Get-WindowsUpdateLog -ETLPath '.\(82) FoldersFiles windir_Logs_WindowsUpdate_etl\' -LogPath .\windowsupdate.log

C:\Windows\temp
- WinGet
- Users have no permission to read

C:\ProgramData\Microsoft
- EdgeUpdate
- Windows Defender\support

C:\Windows\Panther
- Need anymore?



Application installation log files

• Enabling MSI log files
• msiexec.exe /i app.msi /qn /L*v C:\Windows\Temp\install-app.log

• PSAppDeployToolkit log files: C:\Windows\Logs\Software 
• Other applications

• Browser updates?

• Finding errors from MSI log files remotely
• Different ways?
• Intune Remediation scripts
• CMPivot



Get events/logs from a remote 
device

LT-12345

LT-12345

No direct network connection

If ConfigMgr:

Advanced analytics/
Intune Suite

?



Collect Diagnostics
• Manually/Bulk
• Automatically if Autopilot fails
• Win32 applications
• "Cannot" modify what to collect

(Wait for a demo)



Demo
Device Diagnostics



Diagnostics file content
1. Registry keys 2. Command outputs 3. EventViewer events

4. Files from specific 
folders

5. Individual files



Exact commands used in diagnostics process. Don’t trust the error codes! ☺

Diagnostics Log: results.xml



MDMDiagnosticsTool



EventViewer logs
Files
User/device registry keys

Device diagnostics mdmdiagnosticstool command line:
<Command HRESULT="0">%windir%\system32\mdmdiagnosticstool.exe 
-area Autopilot;deviceprovisioning;deviceenrollment;tpm;HololensFallbackDeviceOwner 
-cab %temp%\MDMDiagnostics\mdmlogs-2026-04-13-10-43-26.cab</Command>

Modifying what MDMDiagnosticsTool
collects



Max diagnostics log size



How to parse logs?

• Event Viewer

• Single device query

• CMPivot (if still using ConfigMgr)

• Remediations

• Community Tools

• CMTrace/CMTrace Open

• Notepad ++

• CMPivot (if still using ConfigMgr)

• Remediations

• Community Tools

Windows Event Logs Log files



CMTrace

• De-facto standard for log file reading
• Part of ConfigMgr client

• Licensed also to use with Intune only environments 
• How to get?



Demo
CMTrace



Notepad++

• Very flexible text editor
• Free!
• Some cool features for log reading

• Advanced search
• Comparison



Demo
Notepad++



Intune Single Device Query

• Part of Intune Suite
o Included in Microsoft 365 E3 & E5 license Q3 timeframe

• Easy way to access events from a remote device
• Not possible to read log files... 



CMPivot

• For customers still using ConfigMgr
• Possible to access events and log files

• Any event
• ConfigMgr log files are parsed nicely
• Also possible to get any text based log files

• One or more devices as a target



Demo
Single-device query/CMPivot



Remediations

• Flexible method to get anything from devices
• On-demand remediation especially useful
• Only way to show custom information from devices to Intune 

portal
• Main scenarios: 

• To see how many other devices have the same issue (When you know 
what you are looking for)

• Upload custom logs to some cloud storage for further debugging 



Demo
Remediations



CMTrace Open

• Open-source CMTrace like log viewer
• https://github.com/adamgell/cmtraceopen

• Log files/Events...

https://github.com/adamgell/cmtraceopen
https://github.com/adamgell/cmtraceopen


Community tools

• Multiple community tools to help troubleshooting
• Autopilot

• Get-AutopilotDiagnosticsCommunity

• Intune logs
• Get-IntuneManagementExtensionDiagnostics

• General troubleshooting
• Get-WindowsTroubleshootingReportCommunity

• What tools are missing?
• Check the additional sessions

https://www.powershellgallery.com/packages/Get-AutopilotDiagnosticsCommunity/6.3
https://www.powershellgallery.com/packages/Get-AutopilotDiagnosticsCommunity/6.3
https://www.powershellgallery.com/packages/Get-AutopilotDiagnosticsCommunity/6.3
https://www.powershellgallery.com/packages/Get-AutopilotDiagnosticsCommunity/6.3
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity


Community tools

• Multiple community tools to help troubleshooting

DEMO



Summary

• Intune Device Diagnostics gives you all the logs
• Can be customized

• CMTrace is still a valuable tool
• Can be used with Intune-only environments

• CMTrace-Open FTW ?!?
• Remediations very helpful with custom logs
• Single device query useful for events

• CMPivot for text-based logs/events if using ConfigMgr

• Community tools fill many gaps!



Links

• All the example PowerShell scripts and KQL queries:
• WP Ninjas FI Github
• Get-IntuneManagementExtensionDiagnostics
• Get-WindowsTroubleshootingReportCommunity

https://github.com/WPNinjasFi/Tiedostot/tree/main/Tapahtumat/20250922%20Workplace%20Ninja%20Summit%202025%20Switzerland
https://github.com/WPNinjasFi/Tiedostot/tree/main/Tapahtumat/20250922%20Workplace%20Ninja%20Summit%202025%20Switzerland
https://github.com/WPNinjasFi/Tiedostot/tree/main/Tapahtumat/20250922%20Workplace%20Ninja%20Summit%202025%20Switzerland
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity


Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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