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How it started...













https://learn.microsoft.com/en-us/mem/intune-service/protect/certificates-pfx-configure







reg add "HKLM\System\CurrentControlSet\Control\Lsa" /v DisableRestrictedAdmin /t REG_DWORD /d 0 /f

reg add "HKLM\System\CurrentControlSet\Control\Terminal Server" /v "fDenyTSConnections" /t REG_DWORD /d 0 /f 

netsh advfirewall firewall set rule group="Remote Desktop" new enable=yes

reg add "HKLM\System\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp" /v "UserAuthentication" /t 
REG_DWORD /d 0 /f 







AnyDesk.exe
Dwagsvc.exe
Dwagent.exe
Dwaglnc.exe
Level.exe
level-remote-control
ffmpeg.exe









What could have been done 
to prevent it?



Demo
Preventive measures



Review your environment

• https://github.com/GhostPack/PSPKIAudit
• Great tool for auditing AD CS configuration

• https://github.com/canix1/ADACLScanner
• Great tool for auditing Active Directory ACLs

• And of course, the Castles of Ping, Knights of Purple etc…

• Main point:
• Don´t be reactive
• Be PROActive

https://github.com/GhostPack/PSPKIAudit
https://github.com/GhostPack/PSPKIAudit
https://github.com/canix1/ADACLScanner
https://github.com/canix1/ADACLScanner


Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 


	Slide 1: The Ransomware that never was
	Slide 2: Sponsors
	Slide 3: /whoami
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22: What could have been done to prevent it?
	Slide 23: Demo
	Slide 24: Review your environment
	Slide 25

