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Just-in-time (JIT) Registration and 
Compliance Remediation

JIT Registration
• Complete Microsoft Entra registration during first sign-in to a 

work app

JIT compliance remediation
• Real-time compliance checks and remediation guidance 

embedded directly in work apps

More information on how to set up at Microsoft Learn

https://techcommunity.microsoft.com/blog/intunecustomersuccess/use-jit-registration-and-jit-compliance-remediation-for-all-your-iosipados-enrol/4200451


ACME certificates for Intune enrollment

• Apple’s modern alternative to SCEP for requesting and installing 
device enrollment certificates

• More secure – more robust validation for certificate issuance
• Sets foundation for managed device attestation
• Phased rollout began this past year and will complete soon
• Only applies to newly-enrolled devices



Apple mobile (iOS, iPadOS, tvOS, visionOS)

• Intune will soon support managing Apple TV and Vision Pro devices

• Features:
• App protection policies for visionOS (already GA)
• Userless ADE enrollments (os26+)
• Default enrollment restrictions to allow or block platform enrollment
• Single device actions and bulk device actions
• DDM-based custom configuration deployment



Coming soon to tvOS and visionOS

• Goal
  Management parity across Apple mobile platforms

• Roadmap:
• First-class settings catalog for new platforms
• Resource access and compliance support
• DDM-based application management



Enrollment Time Grouping 

• Now for iOS / iPadOS, visionOS soon for macOS
• ETG is Fast
• ETG work at enrollment time
• Static Entra ID group assignment during enrollment



Live Demo
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Apps and Books APIv2 

• Intune now uses the Apps and Books APIv2 (VPPv2) 
• Apple’s modern replacement for the original API
• Asynchronous and event-based means faster and efficient

• Improved performance for large deployments
• Up-to-date asset and licensing via notifications
• Backend change - no impact to apps or Intune console



AxM Access management

• Intune support for the Get Token request

• Control where Managed Apple Accounts (MAA) can sign in

• For example, Restrict MAA sign in to managed devices

How it works

• Device requests a token that proves it is managed by Intune

• User signs in → device provides the token to Apple Identity Services
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Software updates

• Apple has deprecated the MDM-based software update workloads
• Going forward, all new features and updates are DDM
• No longer able to create MDM update policies as of February
• Existing policies can be viewed and edited

• MDM workloads and policies will be removed in a future update
• More information available at:

aka.ms/Intune/Apple-DDM-software-updates & Tech Takeoff 2025

https://aka.ms/Intune/Apple-DDM-software-updates
https://aka.ms/Intune/Apple-DDM-software-updates
https://aka.ms/Intune/Apple-DDM-software-updates
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https://aka.ms/Intune/Apple-DDM-software-updates
https://aka.ms/Intune/Apple-DDM-software-updates
https://techcommunity.microsoft.com/event/microsoftintuneevents/managing-macos-updates-in-intune/4376231
https://techcommunity.microsoft.com/event/microsoftintuneevents/managing-macos-updates-in-intune/4376231


Declarative Software Updates

DDM configuration for software 
update enforcement!

Specify OS/build to install by an exact 
time 

Only Version and date are mandatory

 No cross-version parameter use.



Declarative Software Updates

Just say yes
Delay is based on Apple released date
Major OS update are the last version
It is a profile, so rings of update are 
possible

Install time in 24h format
Local time of the device



What’s new in DDM

• Assignment filters are now supported for Apple DDM policies
• New configurations in 26.4
• Intelligence controls – manage Apple Intelligence and external integrations, 

Keyboard, and Siri
• Migration Assistant Settings

• AI management workload moved to DDM, MDM AI restrictions are 
now deprecated



Required line-of-business apps

• Intune is supporting deployment of required line-of-business (LoB) 
via DDM

• Apps are now installed as configurations instead of using commands
• Real-time app status reporting



List of domains associated 
with app
Secure association between 
domain and app for credential 
sharing or enabling other 
features, e.g. directly 
downloading app clips
Requires app developers to 
add an app entitlement

If true, the device 
automatically locks after 
every transaction that 
requires a customer’s 
card PIN



Reporting



Reporting



Demo
Deploying DDM LoB apps



Demo
Deploying DDM LoB apps



Additional info

• Not part of this release:
• macOS, tvOS, visionOS
• Available assignment type (only required and uninstall for now)
• MAM-enabled (ManagedLoB app type)
• App configuration

• Phased release with more features coming soon:
• DDM-based VPP apps (extended to all platforms)
• App configuration
• New attributes and settings:

• auto-update, version pinning
• linked profiles (cellular slice, DNS proxy, content filter)



iOS maintenance check-ins
Apple devices don’t have client-initiated maintenance check-ins, they are always 
service initiated. 

The new design

Maintenance check-ins /day

Notifications (device channel + 
user channel on shared devices)   
per maintenance check-in 

share check-in volume during peak 
hours

The old design

Off-peak hours

Request two maintenance check-ins per device

Peak hours

Notify devices that did not check in off-peak 

Defer devices that 

• already checked in off-peak OR

• Had a successful check-in in last 8 hours 
AND

• No change pending OR 
• Change pending but device responded Not Now

40%

Outcomes

Faster delivery for 
~99.5% changes

10% reduction in 
delayed check-ins

No device is left 
without regular check-

ins



Apple mobile roadmap

• Apple enrollment policies
• Enrollment time grouping for Apple
• More tvOS & visionOS management features
• DDM-based VPP apps
• Userless app catalog for DDM apps



Thanks! https://forms.microsoft.com/r/0HapCKFBk9
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