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Case #1

• Day 1 - 09:00  Teams call from threat actor to victim user

• Day 1 - 09:03  Threat actor controls victim’s computer

• Day 1 - 11:00 Threat actor is domain admin

• Day 9 Threat actor start working

• Day 12 Truesec involved - threat contained



Case #2

• Jan 1 Customer wants “a second opinion”

• Jan 6 - 20:00 Truesec can start working

• Jan 6 - 23:00 Truesec confirms domain admin compromise



Case #2

• Feb (2024) Initial compromise

• Apr (2024) Domain admin compromise

• Apr (2024) AD database exfiltration

• Jan 1 Customer wants “a second opinion”

• Jan 6 - 20:00 Truesec can start working

• Jan 6 - 23:00 Truesec confirms domain admin compromise
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Demo
Initial Access and establishing a foothold 
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Demo
Recon and PrivEsc using Windows tools
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Demo
Data Exfiltration and mission success
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Demo
A look at this from Defender XDR



XDR platforms are good/not-so-good at

Good

• Monitoring and alerting on 
suspicious behavior

• Catching bad code, stopping 
it from being run

• Automatically disrupting 
attacks in progress (AIR)

Not-so-good

• Detecting legitimate tools 
doing legitimate things (not 
supposed to)

• If I understand Windows 
capabilities, I can “trick” it into 
not alerting on shady stuff



What can be done?

• Cry into a pillow?



What can be done?

• Cry into a pillow?
• Working with a Tiered administrative model

• Tier0
• Tier1
• TierEndpoints

• Preventing abuse of Windows Binaries
• No local admin access
• Using WDAC/AppLocker for good

• Monitoring and responding to alerts based on custom 
detections



Tiered administrative model



Things to be aware of

•Agents from lower-level tier or SaaS
• domain admin by proxy

•Group policies – delegated permissions
•Creator/owner permissions
•Service accounts
•Emergency break-the-glass accounts



Preventing abuse of Windows 
Binaries
• LAPS – Local Administrator 

Password Solution
• Reducing Blast Radius of an attack

• BUT
• Only if Tiering is in place and 

used.
• No Lateral Movement
• Requires ACL delegation to be 

used and decrypted in AD
• Requires API permissions if using 

Entra as backup directory
• Caveat: Read.All or Read.None



Monitoring and Detection



Monitoring and Detection



Monitoring and Detection

Level (A) Application (U) User-Mode (K) Kernel-Mode

Level 5

Level 4

Level 3

Level 2

Level 1





Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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