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Agenda

• What is AITM quick recap demo
• Device Code Flow Attack
• PRT Stealing (ClickFix)
• Downgrade Attack
• Consent App Registration
• Wrapup



AITM



<The Microsoft storyline about #intuneforMSP>



Device Code Flow Attack
with phishing resistant method









PRT Stealing & ClickFix



About::ClickFix

• Recent Example “gemeente EPE”



About::ClickFix

• Recent Example “gemeente EPE”



Dsregcmd.exe /status



PRT stealing

Mimikatz

Privilege::debug
Sekurlsa::cloudap



PRT stealing



PRT stealing



PRT stealing



PRT stealing
roadrecon auth --prt 0.AXQAj_KHYn9PIkOW<…………..>EZVMTmYw8MfeZ7pc 
--prt-sessionkey 22d31fd0117cbb6a7de<………>beb0c5cf029a7f63



PROTECT your tokens 
Enable Credential Guard – isolate LSASS with
Virtualization-Based Security (VBS)
Turn on LSA Protection – run LSASS as a Protected
Process (PPL)
Require TPM 2.0 – bind secrets (PRT, keys) to hardware & 
support measured boot
Use Windows Hello for Business / FIDO2 – replace
passwords with hardware-backed keys
Enable RDP Credential Guard – stop credential theft
over remote sessions
Enforce HVCI (Memory Integrity) – block unsigned
kernel drivers & token-stealing rootkits
Deploy WDAC (App Control) – allow only trusted code 
to run, block Mimikatz-like tools
Block Legacy Authentication – remove protocols that
expose reusable tokens (NTLM, basic auth)
Harden Browsers – use Defender SmartScreen & 
Conditional Access to protect session cookies



AITM Downgrade attack



PROTECT your tokens 



Consent Abuse









AITM CSS 

• Microsoft stops with new tenants with CSS customisaton
• There is an alternative with a browser plugin available

• About | Check by CyberDrain docs.check.tech

https://docs.check.tech/
https://docs.check.tech/
https://docs.check.tech/
https://docs.check.tech/


Wrap Up

• Move to Phishing Resistant MFA, yesterday
• Review your CA policies after this movement (for the downgrade 

attack)
• Block the Device Code Flow
• Be very careful with BYOD scenario’s (no security)
• App Consent and review apps with too much rights (App 

Governance)

• In the end you are never 100% secure



Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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Agenda

• My First Point
• My Second Point
• And so on…



Demo



Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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