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New PC Experience: From OOBE to desktop ?? )

Zero-touch deployment ¢ Secure from first boot ¢ Personalized & productive

= [ » o

Employee gets a new Windows User signs-in with corporate Latest quality update
11 PC and powers it on for the credentials and admin policies downloads during OOBE —
first time. are applied. secure from first boot.

v L 4

Secure by default, personalized, Refreshed Windows media Settings & Microsoft Store

with the right apps — ships with the latest inbox apps restore via Windows

productive from day one. apps, while IT policy removes Backup for Organizations, files
unnecessary apps. through OneDrive, and LOB

apps through Intune.




What you'll learn today

In this session, we'll walk through key scenarios that improve the Windows
deployment and management experience:

@ Security first — How quality updates during OOBE keep devices secure from first boot

¢ Personalized from day one — How Windows Backup for Organizations delivers a
familiar, productive desktop

B Immediately productive with inbox apps — How inbox app management keeps apps
secure and gives IT control




Installing Windows Quality
Updates during OOBE



The experience: quality updates

* |IT Admins are in control on which
Quality Update is delivered, either
latest available or latest "approved”

based on Pause and Deferral policy. R Akt from

e youwait,check out the latest Windows has to offerS

/
/
See more /

»  Windows Updates page is shown at
the end of OOBE, after the related

po | |Cy IS a p pI |ed . Your update is in progress—this could take a while. Please keep your PC on and plugged in.

Step 1 of 3: Downloading - 2%

 Scan = download = install 2 reboot
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Value & benefits
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IT admins remain in full
control of the scenario

Admins can use Enrollment
Status Page (ESP) profiles to
enforce quality updates during
OOBE, while existing pause and
deferral policies are honored.

Secure & compliant
devices on day one
Devices reach the desktop with

the latest quality updates
already installed.

Less post-deployment
work for IT admins

Reduces post-deployment

patching, lowers operational
overhead, and delivers a cleaner,
reliable deployment experien




Prerequisites

Microsoft Entra joined or
Microsoft Entra hybrid joined
devices running Windows 11,
version 23H2 and later (Pro,
Enterprise, Edu, and SE SKUs).

Microsoft Intune is an example
of MDM (Mobile Device
Management) capable of using
Enrollment Status Page (ESP)
functionality.
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A Windows Autopilot ESP
profile is assigned to devices
using either Windows Autopilot
preregistered device group or
using the "All devices"
assignment.
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Admin control: quality updates

» Disabled by default

* Admins can create a new ESP
profile to enable

» A device-targeting ESP Profile is
required to configure the policy (all
ESP Profiles created must be
device-targeting)

Microsoft Intune admin center

ﬁ' Home

EAl Dashboard

i= All services

o Explorer

ﬁ Devices

EE Apps

@ Endpoint security
@ Reports

aa Users

&8 Groups

&} Tenant administration

#% Troubleshooting + support

Home > Devices | Windows > Windows | Enrollment > Enroliment Status Page >

Create profile

0 Basics @ Settings  (3) Assignments

The enrollment status page appears during initial device setup and during first user sign in. If enabled, users can see the
configuration progress of assigned apps and profiles targeted to their device. Learn more

Show app and profile configuration ' No Yes
progress

Show an error when installation takes
longer than specified number of minutes
*

Show custom message when time limit L
or error occurs

Setup could not be completed. Please try again or contact your support person for help.

Turn on log collection and diagnostics ' No :'
page for end users

Only show page to devices provisioned
by out-of-box experience (OOBE)

Install Windows quality updates (might
restart the device) (preview)

Block device use until all apps and
profiles are installed @

Install Windows quality updates (might
restart the device)
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Recap: Installing Windows quality
updates during OOBE

Secure by default IT admin-controlled Reduce costs
Windows installs the latest IT admins stay in control Applying updates during
approved quality updates in using new policy, and OOBE reduces
OOBE: users land on a Windows honors update post-deployment patching
patched build at first sign-in. pause and deferral policies. and lowers operational
| overhead for IT admu
y J

LEARN MORE: aka.ms/IntuneOOBEUpdates -



https://learn.microsoft.com/en-us/intune/intune-service/enrollment/windows-enrollment-status
https://learn.microsoft.com/en-us/intune/intune-service/enrollment/windows-enrollment-status

Quick survey!




Windows Backup for
Organizations



OneDrive Known
Folder Move

Work data

Ay, 58
NSNS

Q  Search for apps, settings, and documents

All

Pinned

® & & 8 &2 ¢

& i
le Y : s = Edge Outlook Microsoft 365  Microsoft Store Photos Settings ’I’
-

>

@8 Project Scorpio X + Copilot - -
F E & B m
& - 1P @] ¢ OneDrive > =-- Documents > ProjectScorpio - —
Calculator Clock Notepad Pair& - Snipping Tool File Explorer ,,
- ’
® New v X © OB & @ W N sort v 8= View v ( e »7
I : PR
4 Downloads # ~ a Architecture Overview.docx |\ Whiteboard  Windows App ’| I i ,/
w S S S
E Documents # 1 :'
ore a ‘- -
B Pictures » Py ﬂ Competitive Analysis.xlsx -
- Recommended
$ © Music 2 o m Customer Preview Program.pptx
< P Get Started
» = = Welcome to Windows
B Visual Studio # Py 'M Meeting Notes Stakeholder Review.docx
(58] Projects » B =
° a Onboarding Guide.pdf
—
8items |
O
( / 4 4 1:56 PM
Mostly sunny mm | Q Search L ’MQ = @ 8 9 1 : I DD ® 706 &
S e e e __



Windows 10 E
of service

Transition large fl
Windows 11 wi
friction.

1e & benefits

Time to
productivity

Land users on a f
environment.

Reduce total c
of ownership

Fewer helpdesk c
less troublesho
and simpler

Agility &
resiliency

Recover quickly
disruptions
enterpri




Scope, management & privacy

Settings & Store apps

» Backs up and restores user-level
OS settings and Microsoft Store
app list.

e Excludes user files and non-store
applications.

Admin controls &
policies

* Admins manage backup and
restore settings via MDM or
Group Policy

» Selective controls and group
targeting are available

Ildentity requirements

* Restore requires the same Entra
ID account

* Datais stored in Microsoft's
Profile Data Roaming Service
(PDRS) and encrypted both at
rest and in transit.
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Solution scope & technical details



Settings catalog

Windows Backup settings and preferences catalog

Over 200 individual settings Expand each section to learn about what's backed up for each item that you can select from Settings or
are included from the Windows Backup app.

IT admins can control backup .

at category level via policy i

Much broader number of Accessibility

settings compared to

Enterprise State Roaming (ESR) Language preferences

Other Windows settings

Personalization

NNNNNNNN
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https://aka.ms/Settings/BackupForOrganizations
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Admin control: backup

Microsoft Intune admin center o & @ A

Settings picker

Home 1 s 5 search terms to lookup s y their keywords
ﬁ Create proflle Use commas "," among search terms to lookup settings by their keyword:

) E) Dashboard Windows 10 and latr - Sttings ctalog [Pk ]
Admin-managed and off by it T

d efa u |t © Explorer o Basics @ Configuration settings pe tag | Browse by category

O Devices Administrative Templates\Windows Components\Event Log Service\Application

+ Add settings ©

Administrative Templates\Windows Components\Event Log Service\Security
Apps

User group/device level
N A o I Administrative Templates\Windows Components\Event Log Service\Setup
R uns Vvia Ta S k S C h ed u I er @ endpoint security 7% ieministmtve lemplates Administrative Templates\Windows Components\Event Log Service\System

8 d 54 Reports Windows Components > Sync your settings Administrative Templates\Windows Components\File Explorer\Previous Versions

s Administrative Templates\Windows Components\Microsoft User Experience Virtualization\Applications
aa Users

Administrative Templates\Windows Components\Sync your settings

&8 Groups

@ 21 0f 22 settings in this subcategory are not configured Local Policies Security Options

% Tenant administration Microsoft OneNote 2016\OneNote Options\Backup

% Troubleshooting + support Enable Windows Backup @ Disabled Microsoft OneNote 2016\OneNote Options\Save
Microsoft Word 2016\Word Options\Advanced

User Rights
Windows Backup And Restore

Encrypted in transit and at
rest in the user’s Entra ID
Cloud prOfile 1 results in the "Sync your settings" subcategory

Setting name

Accessible by the admin
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User experience: backup

& Settings Q_ Find a setting

 Robin Counts Accounts > Windows backup

Robin@DaVinciTest2506.onmicrosof...

Categories backed up

g e RobinLaptop 3= App list & Preferences
Device associated with the o B Lot backup: 1 February 2026 e e
latest backup e
Bluetooth & devices Remember my apps
0 Get quick access to your apps on any device
Last successful backup time & g

Remember my preferences
Quickly access your preferences across Microsoft experiences

Personalization

Apps

Accessibility

Accounts

Accounts, WiFi networks and passwords

Time & language

Users can see backup status  Gaming PersRalization

N (@)} SetU p or con fi g u ratlo n s Language preferences and dictionary

Privacy & security
Other Windows settings

Runs automatically every 8
days once enabled by IT

@ Windows Update

Privacy resources
About these settings and your privacy | Privacy dashboard | Privacy Statement




User experience: backup

» Review categories of the settings that
are backed up

* Just in time backup through Windows
Backup app
» Confirm their data is protected

» Backup schedule or policy
» Scope beyond what IT allows

Windows Backup
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Let's back up your apps and settings

We'll back up your info in the cloud and automatically keep it up to date. Have peace
of mind knowing it's always protected, even if something happens to this PC.
Learn more about backup

RobinLaptop

Virtual Machine
Last backup: February 18, 2026

Apps

Remember installed apps and pinned app preferences

& Settings

Remember Windows settings and preferences
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Admin control: restore

(
HH Microsoft Intune admin center Q& @ & &

Home > Devices Windows Backup and Restore

‘ﬁ“ Home E] DeViCES l Enro”ment Windows enrollment
Ell Dashboard

» Applied only once, T G« « —

Windows  Apple  Android Corporate device identifiers

d urin g d evice © explorer © overview —_— Last modified 12/08/2025, 10:221 AM

enro | | me nt CH pevices D) All devices Learn about the different ways a Windows 10/11 PC can be enrolled intc  Assigned to All users.
« Applies to all ® Encpoinsecuriy g Moritor

o o . Configure whether a user sees a page where they can choose to restore from a backup
d evice S, te nan t -WI d e O agents v By platform Enrollment options the first time they start their device, Note, this feature is not available for Government

) : Community Cloud or Department of Defense. Learn more about restoring backups
Reports Windows Iy Automatic Enrollment Configure W

a4 Users @ i0s/iPados (D Before you can restore a backup, it must be set up in Settings Catalog.

CNAME Validation Test compar Go to Settings Catalog to configure backup settings
&4 Groups 2 macos

¥ Tenant administration & Android

Co-management Settings Configure c¢ Show restore page

-4 Troubleshooting + support O Linux
v Device onboarding Device platform restriction Configure w Not configured

Windows 365 On

=, Device limit restriction Define how
Enroliment g Off

v Manage devices R .
9 Enrollment notifications Send email ¢

Configuration

= compliance Windows Hello for Business Replace past

Conditional access
Windows Backup and Restore Configure w
= Scripts and remediations start their de
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Admin control: restore

—
Microsoft Intune admin center n & @ &
Home > | Devices | Confi tion Settings picker
ﬁ Home Cl’eate profile Use commas "," among search terms to lookup settings by their keywords
N P 4l Dashboard Windows 10 and later - Settings catalog O restore

. lied d h

Applied during eac o 4 addfier

po | |Cy refres h © Explorer @ Basicc © Configuration settings g S Browse by category

. Administrative Templates\ Windows Components\ Microsoft Defender Antivirus\ Scan
' Ll Devices + Add settings @
® Can be SCO ped |n A T Administrative Templates\System\Device Installation
i l Administrative Templates\System\System Restore
I ntu ne @, Endpoint security ~  Windows Backup And Restore

Administrative Templates\Windows Components\File Explorer\Previous Versions
O Agents Enable Windows Restore (Windows [Windows Restore Enabled Administrative Templates\Windows Components\Windows Installer

Repors Insiders only) @ Google Google Chrome - Default Settings users can override Startup Home page and New Tab page
Google Google Chrome Removed policies

&k Users Google Google Chrome Startup Home page and New Tab page

Ak Groups Local Policies Security Options

oo . Microsoft Edge
A&+ Tenant administration g

Microsoft Edge - Default Settings (users can override\Startup, home page and new tab page
# Troubleshooting + support Microsoft Edge\Startup, home page and new tab page

User Rights

Windows Backup And Restore

1results in the "Windows Backup And Restore" category Select all these settings

Setting name

Enable Windows Restore (Windows Insi only)
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User experience:restore

Welcome back, Robin!

° D u ri ng OO B E There's a backup of your previous PC which may have
5 c 5 , settings and Microsoft Store apps saved. We can bring over
* Duri ng First S|g n-inN your info to this PC once you finish your setup. Privacy

Statement

Restore from your PC backup

RobinDevBox
Last backup: February 17, 2026

More options

« Restore is enabled by admin

» At least one PC backup

» Restore has not yet been shown

*  Windows 11 with minimum OS
version met

Learn more Continue
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Recap: Windows Backup for
Organizations

( N N N
Comprehensive Robust architecture User-focused
approach Strong, reliable system design experience
ensures data integrity and

Windows Backup for
Organizations offers a
strategic solution for
enterprise Windows backup
L and migration needs. L

Emphasizes ease of use and a
smooth user experience to
support enterprise upgrade

L and protection efforts.

efficient migration. Built
directly into Windows, no
installation required.

LEARN MORE: https://aka.ms/Overview/BackupForOrganizations




Quick survey!
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Inbox app management

» Updated inbox apps in Windows media
* Inbox app removal
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Updated inbox apps in Windows media



The problem: Apps have security
vulnerabilities until updated

Today, the device state after the deployment
A Users open the Microsoft Store and see 30-50 apps requesting updates
A Launching an inbox app often triggers an update prompt before it can be used

A Background app updates consume bandwidth and reduce device performance

We're fixing this. With monthly service media, inbox apps come pre-
updated — secure and ready from first boot.




Value & benefits

Stronger security
& compliance

Monthly service media
now includes newer
inbox app versions —
reducing exposure to
known CVEs present in
older RTM builds.

SUMMIT
2026

Faster
deployments

Fewer post-install
updates needed, less
bandwidth usage, and
quicker
time-to-productivity for
end users.

Cleaner admin
experience

Fewer alerts, fewer
remediation steps, and a
more predictable app
baseline out of the box.

-

Better user
experience
Apps are more current

and usable immediately
after first sign-in.
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Prerequisites, scope & management

Refreshed monthly
service media

» Use refreshed monthly service
media instead of RTM media

* Includes OS security fixes and
app updates for Windows 11
(24H2+) and Windows Server
2025.

Microsoft inbox Store
apps

* Includes newer inbox Microsoft
Store apps

* Apps included may not be the
absolute latest version but are
significantly more current and
secure than the original RTM
versions.

No configuration
required

*  When deploying using monthly
service media, updated inbox
apps are included automatically.

* No policies or admin action
needed.
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The scope: removal apps

v e = -

Calculator Camera Microsoft Microsoft 365 Feedback Hub
Clipchamp Copilot
p Boxed apps = pre-
@ ﬁ E 2‘ # selected upon policy
enablement

Media Player Notepad Outlook Paint

2 = B O 8

Photos Quick Assist  Snipping Tool Solitaire & Sound

Casual Games Recorder

‘. - Rl
E o > G »
Sticky Notes Microsoft Terminal Weather Xbox
Teams



Value & benefits

No more maintaining
fragile scripts or custom
images. App removal is
handled natively via
policy, at scale, during
provisioning

Consumer distractions
like Solitaire and Xbox
are gone from day one,
leaving employees with
a focused, professional
environment.

Selected apps are
deprovisioned and
blocked from
reinstalling while policy
is active—IT controls the
configuration.

summiT /
20¢

Employees get a device
with less noise, fewer
distractions, and an
experience that reflects
company standards.




How it works

Opt-in at the
device level

« Admin enables policy
and selects apps from a
curated removal list.

* Requires Windows 11
Enterprise/Education,
version 25H2 or newer.

Provisioning or

sign-in

* Runs during OOBE/
provisioning, sign-in
after an OS upgrade or
after a policy update.

« Key advantage over
scripting — no manual
timing required.

Blocks app
reinstallation

* Windows de-provisions
selected apps and
blocks reinstallation
while the policy remains
active

« Transparent to the user
— Nno errors, no prompts.

summit J/
20:¢ /

Explicit policy
change required

* Admin clears app
selection in policy, syncs,
then re-provisions

* No accidental
restoration —
reinstatement is always
deliberate
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Admin control: enabling

—

admin@M365x1120129... @ |
CONTOSO (M365X11201295.0N...

P on

Microsoft Intune admin center

Home Devices | Configuration

ﬁ‘ Home

Create profile
-4 Dashboard ! ows dla

e Computer Configuration
» Administrative
Templates
» Windows
Components

» App Package

= All services Add filter

0 Basics

i tipiorer & Configuration settings Browse by category

Li Devices

Pps

Administrative Templates\Windows Components\App Package Deployment

% Endpoint security ~ Administrative Templates

O Agents Windows Components > App

(5] Reports

Deployment

» Remove default
Microsoft Store
packages from
the system

aa Users
& Groups
&} Tenant administration

#< Troubleshooting + support

o 26 of 27 settings in this subcategory are

Remove Default Microsoft Store
packages from the sy 0

27 results in the "App Package Deployment" subcategory
Setting name
. Allow deployment operations in special profiles
\ B Remove Default Microsoft Store packages from the system.
Feedback Hub (Device)
Microsoft 365 Copilot (Device)
Microsoft Clipchamp (Device)
Microsoft Copilot (Device)
Microsoft News (Device)

[/] Microsoft Photos ** (Device)

Select all these settings




Demo

Using Intune to configure inbox app
removal.
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Rolling out in preview

[ Dynamic removal of MSIX/APPX-
packaged apps by app family
package name

Coming soon to Windows 11 24H2




Recap: Inbox app management

®

Keeps apps secure
and current

Monthly service media ships
with newer inbox app
versions, reducing
vulnerabilities and ensuring
apps are ready to go from
first boot.

@

Control what apps
are on the device

Inbox app removal lets IT de-
provision consumer apps like
Solitaire and Xbox natively —
no fragile scripts or custom
Images required.

Improve end-user
experience

Employees land on a clean,
work-ready desktop with
current apps and fewer
distractions — all configured

by policy at provisioni

LEARN MORE: https://aka.ms/AppRefreshOnMedia
EARN MORE: http://aka.ms/PolicyBasedAppRemoval

L

N
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https://learn.microsoft.com/en-us/intune/intune-service/apps/store-apps-microsoft
https://review.learn.microsoft.com/en-us/windows/configuration/policy-based-inbox-app-removal/policy-based-inbox-app-removal?branch=main&branchFallbackFrom=pr-en-us-11135&tabs=intune

Quick survey!




Session recap

Today we covered key scenarios that redefine endpoint resiliency and
deployment simplicity:

@ Windows Quality Updates during OOBE — Devices are secure and patched before reaching
the desktop

$# Windows Backup for Organizations — Users land on a familiar, personalized, productive
desktop from day one

@ Updated inbox apps in media — Apps are current and secure out of the box with monthly
service media

B Inbox app removal — IT controls which consumer apps are removed natively via policy.

These capabilities were built from your feedback. Keep it coming! We'd love
to hear from you.
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Please rate this session on
Sched.com

We would love to hear what
you liked and how we could
Improve!

Thanks!



All the quick surveys!
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