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Agenda

• All Fake news! Misleading
• Create a secure macOS Foundation
• Demo 1: Use script-based audits

• Demo 2: Bypass GateKeeper

• Demo 3: Tools & deploying Baselines









Gatekeeper



Where it falls short



Gatekeeper: Still Strong, But With Caution





Real-World Malware Examples 



Real-World Malware Examples 





Really Need Antivirus/EDR on a Mac?
If you…

You should be just fine!
Otherwise… You’re exposed beyond Apple’s protections





Not advocating but….



Misleading…



Reality check…

Giving yourself 
root is like handing 
your dog the car 
keys… nothing 
good will happen!

But we do it anyway…



All jokes aside…This SH$#& actually happened!!











Demo 1
Demo 1: Use script-based audits to 
surface services, risky permissions, 
and bad defaults.



Demo 2
Bypassing Gatekeeper



Demo 3
1. Mac Beacon

2. Intune Log Reader



Demo 4
Security Baselines





Prepare for deployment

• Buy from an authorized reseller
• Pick an MDM provider
• Use ABM
• Link reseller & Set default MDM





The Must haves…
o Enforce encryption 

o Enforce screen to lock

o Enforce gatekeeper & disable bypass

o Enforce auto updates for OS & Apps  

o Enforce password policy.

o Enforce hardening restrictions

o Disable icloud services

o Enable LAPS

o Enroll Macs with standard user rights



The Must haves…
o Move policies/configurations from MDM to DDM

o Use Platform SSO with Secure Enclave

o Standard User accounts!

o Disable 3rd party App stores

o Manage browser extensions using DDM

o Use Corporate EDR software!

o Block BETA updates in production

o Block Over The Air (OTA) profile installations





Thanks!

Please rate this session on 
Sched.com  

We would love to hear what 
you liked and how we could 
improve! 
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